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Abstract

To enhance the intelligent classification of computer vulnerabilities and improve the effi-

ciency and accuracy of network security management, this study delves into the application

of a comprehensive classification system that integrates the Memristor Neural Network

(MNN) and an improved Temporal Convolutional Neural Network (TCNN) in network secu-

rity management. This system not only focuses on the precise classification of vulnerability

data but also emphasizes its core role in strengthening the network security management

framework. Firstly, the study designs and implements a neural network model based on

memristors. The MNN, by simulating the memory effect of biological neurons, effectively

captures the complex nonlinear relationships within vulnerability data, thereby enhancing

the data insight capabilities of the network security management system. Subsequently,

structural optimization and parameter adjustments are made to the TCNN model, incorpo-

rating residual connections and attention mechanisms to improve its classification perfor-

mance, making it more adaptable to the dynamically changing network security

environment. Through data preprocessing, feature extraction, and model training, this study

conducts experimental validation on a public vulnerability dataset. The experimental results

indicate that: The MNN model demonstrates excellent performance across evaluation met-

rics such as Accuracy (ACC), Precision (P), Recall (R), and F1 Score, achieving an ACC of

89.5%, P of 90.2%, R of 88.7%, and F1 of 89.4%. The improved TCNN model shows even

more outstanding performance on the aforementioned evaluation metrics. After structural

optimization and parameter adjustments, the TCNN model’s ACC increases to 93.8%, sig-

nificantly higher than the MNN model. The P value also improves, reaching 91.5%, indicat-

ing enhanced capability in reducing false positives and improving vulnerability identification

accuracy. The integrated classification system, leveraging the strengths of both the MNN

and improved TCNN models, achieves an ACC of 95.2%. This improvement not only dem-

onstrates the system’s superior capability in accurately classifying vulnerability data but also

proves the synergistic effect of MNN and TCNN models in addressing complex network

security environments. The comprehensive classification system proposed in this study sig-

nificantly enhances the classification performance of computer vulnerabilities, providing
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robust technical support for network security management. The system exhibits higher

accuracy and stability in handling complex vulnerability datasets, making it highly valuable

for practical applications and research.

Introduction

In the context of the rapid development of information technology and the widespread adop-

tion of the internet, computer systems and network security become central concerns. Fre-

quent network attacks and data breaches cause significant harm to both the economy and

personal privacy, highlighting the increasing importance of cybersecurity measures. Currently,

the number and complexity of computer vulnerabilities rise continuously [1]. Traditional vul-

nerability detection and classification methods, which rely on manual efforts and predefined

rule matching, are increasingly inadequate for handling large-scale and dynamically changing

vulnerability data. The causes of vulnerabilities mainly involve three key areas: network proto-

cols, application software systems, and misconfigurations. At the network protocol level, while

the TCP/IP protocol provides the fundamental framework for network interconnection, it was

developed in the relatively simple early days of networking and has inherent security flaws [2].

For example, the "Heartbleed" vulnerability, which exists in the OpenSSL heartbeat extension,

allows attackers to craft malicious heartbeat packets to illegally read server memory data, steal-

ing sensitive information such as private keys and user credentials. This severely threatens the

security of network services relying on SSL/TLS encryption, affecting various fields, including

financial transactions and e-commerce [3]. It undermines data confidentiality and integrity,

emphasizing the serious erosion of network security foundations due to protocol vulnerabili-

ties and the urgent need for building more reliable encryption communication mechanisms

and comprehensive vulnerability monitoring systems. Regarding application software system

vulnerabilities, risks can exist from the operating system’s underlying layers to upper-layer

applications. Take the "WannaCry" ransomware as an example, which exploits a vulnerability

in the SMB protocol of Windows systems to spread rapidly [4]. A large number of computers,

which have not updated their patches in time, get infected, and critical business files of enter-

prises get encrypted for ransom. This results in business interruptions and severe economic

losses, indicating that application software system vulnerabilities pose a fatal threat to business

continuity and data availability. This prompts companies to enhance software update manage-

ment, optimize vulnerability patching processes, and establish security development standards.

In the area of misconfiguration vulnerabilities, when security policies are incorrectly config-

ured, administrators struggle to effectively identify and resolve vulnerability issues. For exam-

ple, excessive server permissions or improper access control list settings can provide malicious

attackers with opportunities to easily access sensitive resources or perform malicious opera-

tions, severely weakening system security and potentially leading to system crashes or data

breaches. This highlights the necessity of accurately configuring security policies, strengthen-

ing configuration audit mechanisms, and improving administrators’ security awareness to

establish a solid network security defense against the complex and ever-changing risk of vul-

nerabilities [5].

In the field of automatic classification of computer vulnerabilities, Liu et al. (2022) proposed

a novel sentiment classification model called Dependency Tree Graph Convolutional Network

(DTGCN). This model combined Chinese grammatical dependency trees with Graph Convo-

lutional Network (GCN), effectively utilizing grammatical information to improve the
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accuracy of Chinese text sentiment classification. Experimental results showed that the

DTGCN model achieved an accuracy of 90.51% and a Recall (R) of 90.34% on the dataset, sig-

nificantly improving over traditional models like Long Short-Term Memory (LSTM), demon-

strating its advantage in uncovering complex internal relationships within texts, and

highlighting its important application value in social network sentiment analysis [6]. Wang

et al. (2023) proposed an automatic software vulnerability classification algorithm based on

weighted word vectors and integrated neural networks. This algorithm generated low-dimen-

sional weighted word vectors using the Term Frequency-Inverse Document Frequency

(TF-IDF) algorithm and combined the Text Convolutional Neural Network-Bidirectional

Gated Recurrent Unit (TextCNN-BiGRU) model. The Convolutional Neural Networks

(CNNs) and BiGRU network respectively extracted local and global features, which were then

fused and classified using a Softmax classifier. Experimental results validated the algorithm’s

superiority in multiple metrics, including Accuracy (ACC) and F1 score, demonstrating its

effectiveness and stability in software vulnerability data classification [7]. Wan et al. (2023)

explored the application of web crawlers in detecting computer software security vulnerabili-

ties. They analyzed the key role of web crawlers in data collection and information analysis,

particularly the security risks and challenges encountered when processing large amounts of

open information on the internet. They emphasized the effective detection of software security

vulnerabilities through web crawler technology, providing new research perspectives and tech-

nical support for enhancing network security management systems [8]. Do Xuan et al. (2023)

proposed a new source code vulnerability detection method based on intelligent cognitive

computing. This method combined source code embedding, feature learning, data resampling,

and classification models, utilizing various data extraction techniques to achieve the detection

and classification of source code vulnerabilities [9].

The Memristor Neural Network (MNN), as an emerging neural network model, effectively

captures complex nonlinear relationships in data by simulating the memory effect of biological

neurons. The memristor, serving as the core component of MNN, has a memory function that

can record historical input signals. This enables MNN to show significant potential in handling

time-series data and large-scale complex pattern recognition tasks. In the field of network

security, the introduction of MNN provides a new approach and methodology for addressing

complex vulnerability classification problems. Additionally, CNNs have achieved remarkable

results in image processing and text classification. Particularly, the Text Convolutional Neural

Network (TextCNN) excels in feature extraction and classification of text data. TextCNN can

automatically extract meaningful features from text through convolution operations and cap-

ture n-gram features of different lengths using convolutional kernels, demonstrating excellent

performance in text classification tasks. This capability allows TextCNN to play a crucial role

in processing descriptions of computer vulnerabilities and related textual information.

This study proposes integrating the MNN with an improved TextCNN model to construct

an efficient comprehensive classification system. This system is expected to make ground-

breaking advancements in the intelligent classification of computer vulnerabilities and net-

work security management. By combining the strengths of both models, the new classification

system can achieve higher accuracy and stability in handling complex vulnerability data,

thereby enhancing the overall efficiency and effectiveness of network security management.

Intelligent classification methods for computer vulnerabilities

Computer vulnerabilities

A vulnerability refers to inherent defects in software and hardware, also known as weaknesses

or flaws [10]. The causes of vulnerabilities are diverse and mainly include the following
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categories: (1) Network protocol vulnerabilities: Transmission Control Protocol/Internet Pro-

tocol (TCP/IP) protocols, developed in a trusted environment, focus on connectivity and

openness but lack in security, resulting in numerous issues for services based on these proto-

cols. (2) Application software system vulnerabilities: Vulnerabilities can occur at various levels

of a system. Flaws in the design of either the operating system or installed programs can lead

to system weaknesses [11]. (3) Misconfiguration vulnerabilities: When security policy configu-

rations are flawed, administrators may struggle to quickly identify and resolve vulnerability

issues, rendering security policies ineffective during system operation.

To effectively analyze, assess, and manage vulnerabilities, researchers have created various

vulnerability databases to record all known vulnerabilities for study. A vulnerability database is

a platform for storing, maintaining, and disseminating information about vulnerabilities

found in actual computer systems, enabling security assessments and vulnerability manage-

ment [12]. Additionally, each vulnerability is stored with a unique identifier, facilitating infor-

mation sharing. The National Vulnerability Database (NVD) is one of the most widely used

and well-known vulnerability databases, managed by the US National Institute of Standards

and Technology (NIST). NVD provides data according to the Security Content Automation

Protocol (SCAP) standards, which include the Common Vulnerabilities and Exposures (CVE)

dictionary, listing all uniquely identified vulnerabilities and categorized by Common Weak-

ness Enumeration (CWE). CVE also includes the Common Vulnerability Scoring System

(CVSS) to assess the impact and severity of vulnerabilities [13]. The NVD website offers vul-

nerability data downloads in Extensible Markup Language (XML) format, covering data from

both before 2002 and annually since 2003. The data collected by NVD are unique and highly

compatible, allowing researchers to use them for experimental studies.

The China NVD of Information Security (CNNVD) is established in October 2009 by the

China Information Technology Security Evaluation Center with support from national special

funds, aiming to maintain national information security and manage data. CNNVD collects

security vulnerabilities in operating systems and potential issues in network equipment

through independent discovery, social submissions, collaborative sharing, web collection, and

technical detection. It analyzes, verifies, warns, reports, and remedies these vulnerabilities [14].

CNNVD collaborates with government departments, industry users, security vendors, univer-

sities, and research institutions to standardize vulnerability assessment methods, eliminate

information barriers, and provide assurance and foundational services for China’s information

security [15]. The vulnerabilities addressed span various sectors including government,

finance, transportation, industrial control, and healthcare. They safeguard infrastructure and

provide data and theoretical support for industry development, playing a significant role in

information security analysis.

TCNN model

The TextCNN is a text classification method based on CNN, widely used in the field of Natural

Language Processing (NLP). Also known as TextCNN, it enhances text classification perfor-

mance by automatically extracting local features from text data through convolution opera-

tions [16].

The core idea of TextCNN is to use convolutional layers to apply sliding windows over text

data to capture local contextual information [17]. Specifically, TextCNN achieves text classifi-

cation through the following steps: (1) Input Layer: The input text is converted into word

embeddings. These word embeddings are usually pre-trained, such as Word2Vec or GloVe,

but can also be randomly initialized and updated during training. The length of the input text

is typically fixed, with excess parts truncated and insufficient parts padded [18]. (2)
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Convolutional Layer: Multiple filters with different window sizes (e.g., 2-gram, 3-gram,

4-gram, etc.) are applied to the word embeddings representation of the text to extract local fea-

tures of different scales. The convolution operation acts as a sliding window extracting local n-

gram features. (3) Activation Function: The feature maps generated by the convolution are

processed by a nonlinear activation function (e.g., ReLU, Rectified Linear Unit) to introduce

nonlinearity and enhance the model’s expressiveness [19]. (4) Pooling Layer: A pooling opera-

tion (e.g., max pooling) is applied to the feature maps output by the convolutional layer to

reduce their dimensionality while retaining the most important features. Pooling helps extract

global features of the text and reduces computational complexity and overfitting risk [20–22].

(5) Fully Connected Layer: The pooled feature vectors are fed into a fully connected layer for

further combination and abstraction, ultimately generating a fixed-length feature representa-

tion. (6) Output Layer: The output of the fully connected layer is mapped to a probability dis-

tribution over classes using the softmax function, completing the text classification task. The

structure of TextCNN is shown in Fig 1.

In the convolutional layer, filters of various sizes extract features from the input matrix. A

filter is typically defined as ω2Rh×d, where h is the height of the filter, a hyperparameter usually

set between 2 and 5, and d is the width of the filter, which equals the length of the word embed-

dings. By performing convolution operations with the filter at different window positions of

the vulnerability text matrix, a feature map Sj�Rn−h+1 is obtained, where n represents the total

number of words in the text. Convolution operations with different filter sizes produce feature

maps of various dimensions. In CNNs architectures, due to the varying sizes of feature maps

generated by filters of different dimensions, pooling operations are essential to achieve uni-

form feature dimensions. Common pooling functions include max pooling and average

Fig 1. TextCNN structure.

https://doi.org/10.1371/journal.pone.0318075.g001
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pooling. The reason for selecting max pooling in this study is based on a deep analysis of the

characteristics of the vulnerability classification task and a precise consideration of the feature

extraction effects [23]. During the feature extraction process, the differences in filter sizes have

a significant impact on the extraction results. Smaller-sized filters can sensitively capture subtle

local features in textual data, such as specific keyword combinations or syntactic structures,

which help accurately identify vulnerability types with significant local features. Larger-sized

filters are better at capturing semantic features in broader contexts, which facilitates under-

standing the overall meaning and potential correlations of vulnerability description texts from

a macro perspective, catering to the needs of vulnerability classification in complex semantic

situations. The comprehensive use of filters of different sizes can fully mine the rich features of

vulnerability texts, but this also leads to inconsistent feature map dimensions. In this context,

max pooling demonstrates its advantages. The core principle of max pooling is to precisely

select the maximum value from the feature map output by the filter to capture the most critical

and significant features. Compared to average pooling, max pooling focuses on the most dis-

criminative feature elements in the text, efficiently retaining and enhancing the local extreme

features that play a key role in vulnerability classification. This avoids the dilution of important

information due to averaging, aligning with the requirement for high recognition of key fea-

tures in vulnerability classification tasks. After applying max pooling to the output of each fil-

ter, the resulting feature values are concatenated in sequence, forming the final feature

representation of the pooling layer. This process compresses the data and eliminates redun-

dant features, and effectively reduces computational complexity and avoids overfitting risks. It

also deeply consolidates key features of the text. This significantly enhances the discriminatory

power and classification accuracy of subsequent models in detecting vulnerability features,

and lays a solid foundation for constructing a precise and efficient vulnerability classification

framework.

This study optimizes TextCNN by introducing multi-scale filters to better capture semantic

information of varying lengths, enriching vocabulary representation with pre-trained word

embeddings. Dynamic filters and residual connections effectively mitigate the vanishing gradi-

ent problem and accelerate model convergence, while the attention mechanism focuses the

model on important parts of the text. Regularization and batch normalization help improve

the model’s generalization ability and resistance to overfitting. These optimizations collectively

make TextCNN more efficient and accurate in handling text classification tasks.

Memristor-based neural networks

Neural networks rely on their complex structures to process information, making data-inten-

sive problems particularly prominent in this field. The issues of the “memory wall” and “power

wall” underscore the urgent need to address the high energy consumption of neural networks

and improve their computational speed. This is a pressing task for the advancement of artificial

intelligence algorithms. Memristors, with their unique advantages of integrated storage and

computation, low power consumption, high parallelism, and high integration, align well with

the needs of neural networks [24]. Researchers are focused on how to integrate memristors

with neural networks to leverage their advantages and address potential problems in neural

networks.

In artificial neural networks (ANNs), synapses connect neurons and are responsible for

storing and transmitting information. The tunability of synaptic weights is a fundamental

requirement for simulating biological synapses, and memristors are ideal for this role due to

their ability to continuously change resistance under charge control and their memory func-

tion, which maintains resistance stability even after power is cut off [25]. Synaptic (weight)

PLOS ONE Intelligent classification of computer vulnerabilities and network security management system

PLOS ONE | https://doi.org/10.1371/journal.pone.0318075 January 27, 2025 6 / 17

https://doi.org/10.1371/journal.pone.0318075


values need to be uniformly adjustable within a limited range. Traditional Complementary

Metal-Oxide Semiconductor (CMOS) devices require dozens of components to simulate

synaptic behavior, whereas memristors, with their physical properties and compact size, can

achieve higher synaptic density. Common types of memristor synapses include single mem-

ristor synapses and bridge memristor synapses. Single memristor synapses use a memristor

directly as a neural network synapse; the simple structure of the memristor allows it to be

integrated into crossbar arrays, significantly increasing synaptic density and parallelism,

enhancing computational efficiency, and reducing circuit complexity [26]. However, the

use of single memristors also presents issues, such as limited resistance range, discontinuous

resistance changes (with mutation points), and the inability to maintain resistance over

time.

Bridge memristor synapses consist of four memristors connected in a specific polar rela-

tionship, where the output voltage depends on the voltage division among the four memris-

tors, as shown in Fig 2.

Compared to single memristor synapses, the bridge structure can better handle external

environmental impacts such as temperature drift, improving the accuracy of synaptic weight

updates and reducing the Precision (P) requirements for components. However, bridge cir-

cuits require more memristors, making them less suitable for memristor arrays, thereby

Fig 2. Bridge memristor synapse.

https://doi.org/10.1371/journal.pone.0318075.g002
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reducing circuit integration density. Additionally, adjusting synaptic weights requires larger

pulse widths and amplitudes [27, 28]. Given the numerous and complex connections in neural

networks, which demand high parallelism, single memristor synapses offer better applicability

than bridge memristor synapses. Memristor Crossbar Arrays (MCA) consist of horizontal and

vertical nanowires with memristors at the intersections, maximizing memristor computational

parallelism and integration density. According to Ohm’s Law and Kirchhoff’s Law, the output

current of an MCA is the weighted sum of column-encoded weights and input voltages, i.e.,

the product of the memristor conductance matrix and the input voltage vector. As an analog

computation unit, MCA achieves matrix multiplication with a time complexity of O(1), which

remains constant regardless of array size, enabling area and energy-efficient multiply-accumu-

late operations.

The primary function of neurons in the fully connected layer is to multiply input vectors by

weight vectors, which aligns with the operation rules of memristor arrays; thus, it is simply a

matter of mapping the neuron weight matrix onto the memristor array. Convolutional layer

neurons differ from fully connected layer neurons; convolution operations involve element-

wise multiplication and summation, necessitating the conversion of convolution operations

into vector multiplications. By transforming the convolutional kernel into a vector with n rows

and one column, and similarly transforming the corresponding submatrix in the input feature

map, the convolution operation can be converted into vector multiplication. In summary, the

introduction of memristors not only addresses the high energy consumption issues in neural

networks but also enhances computational speed and parallel processing capabilities, driving

further advancements in artificial intelligence algorithms [29].

Model performance evaluation metrics

Model evaluation is an indispensable part of machine learning model development, aimed at

validating the performance of trained models. This step is crucial for determining the best data

representation and understanding the future performance of the chosen model. In machine

learning, tasks are often categorized into regression, classification, and clustering, each with its

unique evaluation metrics. For classification tasks, evaluation metrics may include ACC, P, R,

and F1 score, which help assess the model’s performance on classification problems.

Given a test set fðxð1Þ; yð1ÞÞ; . . . ; ðxðNÞ; yðNÞÞg, where the true label y(n)2{1,. . .,C}, the trained

model f(x; θ) predicts each sample in the test set, resulting in fŷð1Þ; . . . ; ŷðNÞg. For class c, the

model’s results on the test set can be categorized into True Positive (TP), False Positive (FP),

True Negative (TN), and False Negative (FN) [30, 31].

TP represents the number of samples where the true class is c and the model correctly pre-

dicts the class as c. This quantity is denoted by Eq (1):

TPc ¼
XN

n¼1
IðyðnÞ ¼ ŷðnÞ ¼ cÞ ð1Þ

FP refers to the number of samples where the true class is not c, but the model incorrectly

predicts the sample as class c. The quantity of such samples is denoted by Eq (2).

FPc ¼
XN

n¼1
IðyðnÞ 6¼ c ^ ŷðnÞ ¼ cÞ ð2Þ

TN refers to the number of samples where the true class is not ccc, and the model also pre-

dicts it as not ccc. The quantity of such samples is denoted as TNc. This situation generally

does not require attention for class c.
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FN refers to the number of samples where the true class is c, but the model incorrectly pre-

dicts the sample as not c. The quantity of such samples is denoted by Eq (3),

FNc ¼
XN

n¼1
IðyðnÞ ¼ c ^ ŷðnÞ 6¼ cÞ ð3Þ

In Eq (3), I is the indicator function.

Accuracy (ACC): This is the proportion of correctly predicted samples out of the total num-

ber of samples, as shown in Eq (4).

ACC ¼
1

N

XN

n¼1
IðyðnÞ ¼ ŷðnÞÞ ¼

TP þ TN
TP þ TN þ FP þ FN

ð4Þ

Precision (P): The P for class c is the ratio of correctly predicted samples of class c to all

samples predicted as class ccc. It reflects how accurate the predictions are. Samples predicted

as class c can be of two types: one where class c is correctly predicted as class c(TPc), and one

where another class is incorrectly predicted as class c(FPc).

P ¼
TPc

TPc þ FPc
ð5Þ

Recall (R): The R for class c is the ratio of correctly predicted samples of class ccc to all sam-

ples with the true label c. It reflects how comprehensive the predictions are. For samples with

the true label c, the prediction can either be correct c(TPc) or incorrect c(FNc). The calculation

of R is shown in Eq (6).

R ¼
TPc

TPc þ FNc
ð6Þ

F1 Score (F1) is the harmonic mean of P and R, used for a comprehensive evaluation of the

classification model’s performance, especially in imbalanced datasets.

F1 ¼
2 � P � R
P þ R

ð7Þ

Experimental data design

This study uses a vulnerability dataset from the National Vulnerability Database (NVD) as the

basis for experimental data. The dataset is presented in JSON format, with a time span from

2002 to May 2024. It contains rich vulnerability information, with each record consisting of a

unique CVE-ID, a detailed description text, and the corresponding CWE-ID. During the data

preprocessing phase, the vulnerabilities obtained from the NVD are numbered based on the

CVE-ID (e.g., "CVE-2008-0988"). This numbering system indicates that the vulnerability is the

988th one discovered in 2008 and belongs to CWE-89, the SQL injection vulnerability type.

All vulnerability descriptions are provided in English. To effectively mitigate the potential

adverse impact of sample imbalance on model construction and analysis, this study conducts

the following in-depth preprocessing operations on the dataset: First, a comprehensive and

detailed statistical analysis is performed on all vulnerability categories in the dataset to accu-

rately determine the distribution of each category’s occurrence. Based on these statistical

results, eight vulnerability categories that are both sufficiently represented and frequently

appear in practical network security scenarios are carefully selected. Then, for each record in

the dataset, the corresponding vulnerability category based on its CWE-ID is used to precisely

extract all records belonging to the eight selected categories. In this way, a targeted dataset
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specifically for subsequent model training and analysis is constructed. This approach ensures

the validity and representativeness of the data, providing a solid foundation for accurate vul-

nerability analysis and robust model construction. It also ensures that the model is trained in a

relatively balanced and representative data environment, effectively improving the model’s

accuracy and generalization ability to better address practical vulnerability research and analy-

sis tasks. The categories and distribution for each CWE-ID are shown in Table 1.

In addition, public datasets play a crucial role in vulnerability analysis and model construc-

tion within the field of cybersecurity research. Several publicly available datasets related to this

study each have their unique features and value. The Devign dataset collects functions from

specific large-scale open-source projects, such as LinuxKernel and Qemu, and annotates them

manually. Its function-level annotations and relatively balanced distribution of vulnerable and

non-vulnerable functions provide researchers with valuable material for vulnerability feature

extraction and model training at the function level. The Reveal dataset focuses on real-world

vulnerabilities in the Chromium and Debian projects. This dataset, based on vulnerabilities

reported by actual developers and users, helps make the study more aligned with real-world

vulnerability occurrence and discovery scenarios, aiding the construction of more practical

vulnerability detection models. The BigVul dataset is large in scale and covers numerous

open-source GitHub projects, containing rich information about functions and code lines. Its

detailed CWE classifications and line-number-level annotations facilitate in-depth exploration

of the distribution patterns and feature models of vulnerabilities at the code line level. Built on

BigVul, the Real-Vul dataset selects key projects and applies data augmentation techniques to

further enhance the usability and representativeness of the data, making the dataset more

adaptable to the complex and dynamic nature of real-world vulnerabilities. The SARD+NVD

dataset integrates resources from the National Vulnerability Database and the Software Assur-

ance Reference Dataset, covering both real-world programs and synthetically created ones. Its

multi-level annotations and multiple data formats offer flexible options for research needs,

whether at the function level or line-number level, providing valuable data support for vulner-

ability studies. JulietC/C++1.3.1, created by the authoritative NIST, covers a wide range of

CWE vulnerability types through extensive test cases, offering a comprehensive and standard-

ized reference for vulnerability research in C/C++ languages. The PRIMEVUL dataset excels

not only in the number of functions and CWE coverage but also in its innovative data annota-

tion techniques and strict data processing strategies. These aspects are beneficial for improving

data quality and advancing vulnerability research in a more precise and efficient direction.

Overall, these public datasets complement each other, offering rich data resources and research

foundations for this study and the broader field of cybersecurity vulnerability research. They

contribute to the continuous development and refinement of vulnerability analysis techniques

and models.

Table 1. Vulnerability categories corresponding to each CWE-ID.

CWE-ID Vulnerability categories distribution

CWE-79 Cross-site scripting 13749

CWE-119 Buffer error 12780

CWE-200 Information leakage 7552

CWE-89 SQL injection 6012

CWE-22 Path traversal 3302

CWE-352 Cross-site request forgery 2699

CWE-125 Out-of-bounds read 2630

CWE-310 Encryption issues 2537

https://doi.org/10.1371/journal.pone.0318075.t001
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Analysis of computer vulnerability intelligent classification results

Evaluation of MNN model classification performance

The classification performance of the MNN model across different vulnerability categories is

shown in Fig 3.

In Fig 3, the MNN model demonstrates relatively stable and efficient classification perfor-

mance across various vulnerability categories. For example, in the CWE-119 category, the

model achieves an accuracy of 90.1%, precision of 91.0%, recall of 89.5%, and an F1 score of

90.2%. This indicates that the MNN model exhibits high accuracy and comprehensiveness in

detecting and classifying buffer overflow errors. The model performs similarly well in other

categories, such as CWE-79 and CWE-89, with accuracies of 88.5% and 89.6%, while main-

taining high precision and recall values. Overall, the MNN model excels in accuracy (ACC),

precision (P), recall (R), and F1 score assessments, with an average accuracy of 89.5%, average

precision of 90.2%, average recall of 88.7%, and average F1 score of 89.4%. These results high-

light its potential and effectiveness in network security management. These findings not only

confirm the model’s ability to accurately identify various vulnerabilities but also provide solid

data support for its practical application. However, a deeper analysis of the model’s perfor-

mance reveals certain limitations. Although the model performs well in most categories, there

is still room for improvement in some specific vulnerability categories. For instance, when

Fig 3. Evaluation of MNN model classification performance across different vulnerability categories.

https://doi.org/10.1371/journal.pone.0318075.g003
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handling vulnerability types with complex boundary conditions, the model may occasionally

misclassify them. For vulnerabilities with atypical feature representations, the MNN model

might fail to accurately classify them due to insufficient understanding of the features. Further-

more, when faced with vulnerability categories that have subtle feature differences between

classes, the model’s discriminative ability may be challenged, leading to a slight decrease in

classification accuracy. To address these potential issues, future work could consider further

optimizing the model structure and enhancing its ability to handle complex boundary condi-

tions and subtle feature differences. By introducing more targeted feature engineering tech-

niques, the model’s ability to express features of various vulnerabilities could be improved,

increasing its classification accuracy in the complex and dynamic real-world network environ-

ment. This would ensure that the model maintains stable and reliable performance across dif-

ferent scenarios, better meeting the practical needs of network security management.

The performance evaluation of the Temporal Convolutional Neural Network (TCNN)

model across different vulnerability categories is shown in Fig 4.

In Fig 4, the improved TCNN model demonstrates significant enhancement and excellent

performance in classification tasks across various vulnerability categories. For example, in the

CWE-119 category, the model achieved an ACC of 92.7%, P of 93.5%, R of 92.2%, and an F1

score of 92.8%. These metrics indicate that the model has a high level of accuracy and

Fig 4. Evaluation of the improved TCNN model’s classification performance across different vulnerability categories.

https://doi.org/10.1371/journal.pone.0318075.g004
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comprehensiveness in detecting and identifying buffer overflow errors. In other categories,

such as CWE-79 and CWE-89, the improved TCNN model also reached high performance lev-

els, showing accuracies of 91.2% and 92.0%, and F1 scores of 91.4% and 92.1%, respectively,

demonstrating its consistency and stability across various vulnerability classification tasks.

Overall, the improved TCNN model, through structural optimization and parameter adjust-

ments, has effectively enhanced its application performance in network security management,

providing robust technical support and solutions for vulnerability classification and security

defense.

Comparison analysis of different models

This section compares the performance of the MNN-TextCNN, improved TCNN, TCNN,

K-Nearest Neighbors (KNN), Support Vector Machine (SVM), and Gated Recurrent Unit

(GRU) models in vulnerability classification tasks. The comparison results are shown in Fig 5.

In the model performance comparison shown in Fig 5, the standalone TCNN model

achieves an accuracy of 89.5%, precision of 89.4%, recall of 88.5%, and an F1 score of 88.9%.

This model adopts the conventional CNNs architecture, where the convolutional layers use

kernels to extract text features. The kernel size and other parameter settings determine the

scale at which vulnerability features are extracted. In the vulnerability classification task, it can

handle the diversity of vulnerability data to some extent. However, due to the model structure

Fig 5. Model comparison results.

https://doi.org/10.1371/journal.pone.0318075.g005
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not being deeply optimized for vulnerability classification, such as not fully considering the

complex relationships between features of different vulnerability types, the efficiency of feature

extraction and utilization is limited, ultimately affecting overall performance. The improved

TCNN model shows significant performance improvement, with an accuracy of 93.8%, preci-

sion of 91.5%, recall of 92.0%, and an F1 score of 92.7%. It is optimized in structure, introduc-

ing multi-scale filters that better capture semantic information of different lengths, thereby

strengthening the model’s ability to express vulnerability features. The use of dynamic filters

and residual connections effectively mitigates the vanishing gradient problem and accelerates

model convergence, leading to noticeable improvements across all metrics. The MNN-TCNN

model performs the best, with an accuracy of 95.2%, precision of 96.0%, recall of 94.8%, and

an F1 score of 95.4%. This model integrates the advantages of MNN and the improved TCNN

model. MNN simulates the memory effect of biological neurons and can capture complex non-

linear relationships in vulnerability data, providing richer feature information for TCNN. The

improved TCNN further optimizes feature extraction and classification capabilities. The col-

laboration between the two models enables more precise identification of various vulnerability

features, enhancing classification accuracy and comprehensiveness when dealing with complex

vulnerability data. In comparison, the KNN and SVM models perform slightly worse. The

KNN model classifies based on sample distance, but its distance measurement method strug-

gles to accurately reflect sample similarity in high-dimensional, complex vulnerability data,

and it has high computational costs. The SVM model encounters challenges when processing

large-scale, non-linearly separable vulnerability data, as selecting kernel functions and adjust-

ing parameters is complex, and the model is prone to getting stuck in local optima, which

affects classification performance. The KNN model achieves an accuracy of 84.2%, precision of

84.5%, recall of 83.8%, and an F1 score of 84.1%. The SVM model has an accuracy of 86.7%,

precision of 87.0%, recall of 86.2%, and an F1 score of 86.6%. The GRU model achieves an

accuracy of 88.9%, precision of 89.2%, recall of 88.0%, and an F1 score of 88.5%, placing it

between the TCNN and improved TCNN models. As a recurrent neural network, GRU has

certain advantages in processing sequential data, but in the vulnerability classification task, its

efficiency in extracting and utilizing text features is lower than that of CNNs. It is unable to

fully explore both local and global features in vulnerability descriptions, limiting its perfor-

mance improvement. In summary, the MNN-TCNN model performs exceptionally well in the

vulnerability classification task, followed by the improved TCNN model. These results provide

key references for selecting vulnerability classification models and can help researchers and

practitioners choose the appropriate model for vulnerability classification based on specific

needs and data characteristics, ultimately enhancing network security management

effectiveness.

This study plays a key role in multiple aspects of practical applications. In the field of net-

work security management, there are challenges arising from the increasing number and com-

plexity of vulnerabilities and the limitations of traditional methods. The intelligent

classification system, combining MNN and the improved TCNN, has profound significance.

The system can accurately classify vulnerability data, with MNN simulating the memory effect

of biological neurons to capture complex nonlinear relationships, and the optimized TCNN

exhibiting excellent performance in classifying different vulnerability categories. The inte-

grated system achieves an accuracy of 95.2%, significantly enhancing detection and classifica-

tion capabilities while effectively reducing false positive rates, such as accurately identifying

common vulnerabilities like CWE-119. In practical network operations and maintenance, the

system helps administrators detect and address vulnerabilities promptly, reduce attack risks,

and ensure the stable operation of systems, safeguarding data and service continuity and integ-

rity. For security companies, it provides core technical support for developing efficient
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vulnerability management tools and enhancing product competitiveness. It also strengthens

network security defenses in industries such as finance, healthcare, and industrial control,

while protecting critical information assets and business processes. This approach comprehen-

sively improves the level of network security defense and management efficiency.

Conclusion

In the study of vulnerability classification tasks, this study demonstrates the superiority of the

MNN-TCNN model across multiple evaluation metrics, including ACC, P, R, and F1 score.

Specifically, the MNN-TCNN model achieves an ACC of 95.2%, P of 96.0%, R of 94.8%, and

an F1 score of 95.4%, clearly outperforming other comparison models. Although the improved

TCNN model is slightly lower than the MNN-TCNN model, it still performs excellently across

all metrics, showing its stability and efficiency in vulnerability classification tasks. This study

not only validates the synergistic effects of MNN and TCNN models in complex network envi-

ronments but also explores effective strategies for enhancing TCNN model performance

through structural optimization and parameter adjustments. These research findings are sig-

nificant for advancing the technology of computer vulnerability classification and provide sub-

stantial technical support for optimizing future network security management systems.

Overall, the study highlights the superiority of deep learning models such as MNN-TCNN in

vulnerability classification tasks and underscores the importance of integrating intelligent clas-

sification systems into network security management. Future research directions could further

explore the application and optimization of these models in more complex and dynamic net-

work security environments and how to implement these technologies in practical network

security systems to enhance their capability and efficiency in countering vulnerability attacks.
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