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Abstract

Introduction

The immediate access to detailed patient data is vital for effective medical care in military
and emergency scenarios, enhancing diagnosis, treatment, and monitoring of military per-
sonnel. The integration of electronic health records (EHRS) is urgently needed in military
healthcare systems, despite the distinct hurdles involved. Current literature on EHR use in
military healthcare is lacking and disjointed. This study aims to bridge this gap through a sys-
tematic review, offering a thorough examination of the advantages, obstacles, and recom-
mended strategies for implementing EHRs in military healthcare environments.

Materials and methods

According to the PRISMA guideline, a comprehensive electronic search of all relevant litera-
ture on the topic was carried out across multiple databases, including PubMed, Web of Sci-
ence, Scopus, |IEEE, ProQuest, MEDLINE, Cochrane Library, Embase, SID, and ISC up to
July 20, 2024. The inclusion criteria involved choosing English-language articles that were
available in full text and closely aligned with the study’s objectives. The data extraction
sheet for each study included information including the authors, publication year, country,
research goals, architecture and components, context, processes involved, standards uti-
lized, platform and technology, level of implementation, interoperability issues, challenges
faced, information resources, and significant findings.

Results

A total of 9,618 titles were retrieved from different databases. After removing duplicates,
6,051 titles were left. Upon evaluation, 29 articles were chosen for inclusion in the review.
The results show that most of the studies were carried out at the United States Department
of Defense (DoD) level with the aim of improving the quality of care and patient safety, as
well as integrating healthcare delivery. Additionally, the studies covered various processes
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such as clinical documentation, appointment scheduling, research, telemedicine, decision
support, and computerized physician order entry. Health level seven fast healthcare interop-
erability resources (HL7 FHIR), clinical document architecture (CDA), health insurance por-
tability and accountability act (HIPAA), international classification of diseases 10th and 9th
revision (ICD 10, ICD 9), international organization for standardization technical committees
(ISO TC), software development kits (SDKs), and web-based architecture are some of the
most important requirements for implementing EHR. The most significant challenges
reported in the implementation of EHR included concerns about privacy and security, the
sensitive military deployment environment, infrastructure limitations, and interoperability
concerns.

Conclusions

Policymakers and practitioners can get insight from the findings regarding the standards
that must be met, the challenges that must be overcome, and the requirements for EHR
implementation in military healthcare settings. It could be a useful starting point when imple-
menting EHRs in military healthcare systems, especially in nations where e-health develop-
ment and planning are still in their early stages.

Introduction

In recent years, the utilization of Electronic Health Records (EHRs) has gained immense popu-
larity and has become a significant component in modern healthcare systems [1]. EHRs have
revolutionized the healthcare industry by transforming the way medical information is stored,
managed, and shared [2]. EHRs refer to digital versions of patients’ medical records that are
stored and accessible through secure electronic platforms and contains medical history, diag-
noses, medications, treatment plans, immunization dates, allergies, radiology images, and lab-
oratory test results. These digital systems offer numerous advantages, including improved
patient care, enhanced clinical decision-making and streamlined healthcare processes [3].

While the adoption of EHRs is widespread across various healthcare settings, their imple-
mentation within military healthcare systems brings unique challenges and opportunities [4].
Military healthcare systems necessitate specialized medical care to cater to the distinct health
needs and challenges encountered by military personnel, including combat injuries, mental
health issues, and the repercussions of deployment. It is imperative for military healthcare sys-
tems to guarantee easy accessibility to healthcare services for national guard and reservist
roles, veterans, and their families, irrespective of their location or deployment status. Ensuring
continuity of care is essential as military personnel may frequently relocate due to deploy-
ments, reassignments, or transitions to civilian life [5].

The upkeep of the health and readiness of national guard and reservist roles is a top priority
for military healthcare systems to ensure they are physically and mentally prepared for their
duties. These systems must be appropriately equipped to provide trauma care for combat inju-
ries and emergencies during military operations. Comprehensive mental health services must
also be offered to address the unique stressors and mental health challenges experienced by
military personnel. Emphasis on preventive care is crucial to promote overall health and well-
being and prevent injuries and illnesses in the military population. Investment in research and
innovation is vital to continually enhance medical treatments and technologies for the benefit
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of military personnel. Collaboration with civilian healthcare providers may be necessary to
ensure seamless care for military personnel and their families, particularly during transitions
to civilian life or when stationed in remote areas. Adequate funding, staffing, facilities, and
equipment are indispensable for military healthcare systems to effectively meet the diverse
healthcare needs of military personnel and their families [6,7].

Military healthcare systems are responsible for providing health and medical care to mili-
tary personnel, including active-duty service members, veterans, and their dependents. These
systems operate in diverse and often complex settings, ranging from military bases to combat
zones, and are designed to ensure the health and well-being of military personnel both during
peacetime activities and in times of conflict. The provision of high-quality healthcare services
is essential for safeguarding the health, well-being, and operational readiness of military forces
(5].

The integration of EHRs in military healthcare systems offers the potential to revolutionize
medical practices within these specialized contexts. By replacing traditional paper-based rec-
ords with digital systems, EHRs enable healthcare providers to access comprehensive patient
information in real-time, regardless of their location [6]. This accessibility can prove crucial,
particularly in military deployments or emergency situations where rapid access to accurate
medical data can enable efficient diagnosis, treatment, and monitoring of military personnel
and significantly impact patient outcomes [7].

The necessary integrations for a military EHR system include the ability to communicate
with other military healthcare systems, robust encryption and authentication measures to pro-
tect sensitive patient information, tracking and managing the health status of deployed service
members, and modules for monitoring military-specific health concerns. It is important for
the military EHR system to be customized to meet the unique needs of military healthcare pro-
viders and patients in order to ensure efficient delivery of healthcare services [6].

However, implementing EHRs in military healthcare settings presents unique challenges.
These challenges encompass technical considerations, such as deploying and integrating EHR
systems across different military branches, ensuring interoperability between military and
civilian healthcare providers, and addressing data security and privacy concerns in sensitive
military environments [8]. Moreover, the specific requirements of military healthcare, includ-
ing the need for adaptability to different operational contexts and compatibility with deployed
medical facilities, necessitate tailored solutions for successful EHR implementation [9].

To date, the literature on EHR utilization in military healthcare systems remains limited
and fragmented. A comprehensive review of existing studies is therefore essential to gain a
comprehensive understanding of the impact and effectiveness of EHRs within military health-
care settings. By conducting a systematic review, this manuscript aims to address this gap in
knowledge and provide an in-depth analysis of the benefits, challenges, and best practices asso-
ciated with employing EHRs in military healthcare settings.

The objectives of this systematic review are two-fold: firstly, to evaluate the impact of EHRs
on healthcare outcomes, patient safety, and resource management within military healthcare
systems; secondly, to identify the key barriers, lessons learned, and best practices for successful
EHR implementation in military contexts. By synthesizing the available evidence, this review
aims to inform policymakers, healthcare providers, and researchers in optimizing EHR utiliza-
tion to enhance the quality, efficiency, and effectiveness of healthcare services for military per-
sonnel and their dependents. Overall, this manuscript aims to provide a comprehensive
understanding of the utilization of Electronic Health Records in military healthcare systems.
By examining the unique challenges and opportunities associated with adopting EHRs in these
specialized contexts, this systematic review strives to facilitate evidence-based decision-making
and facilitate the advancement of healthcare within military settings.
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Materials and methods

This review adhered to the preferred reporting items for systematic reviews and meta-analyses
(PRISMA) guidelines, which provide a standardized set of criteria for reporting systematic
reviews and meta-analyses. While PRISMA is primarily designed for reviews evaluating inter-
vention effects, it can also be used for studies addressing other objectives such as etiology,
prevalence, diagnosis, or prognosis. The goal of PRISMA is to enhance the clarity and quality
of reporting in systematic reviews. Additionally, it can be useful for critically appraising exist-
ing reviews, though it does not serve as a tool for assessing their overall quality [10].

Information source

Studies were identified up to July 20, 2024, through a comprehensive search conducted across
several online databases including PubMed, Web of Science, Scopus, IEEE, ProQuest, MED-
LINE, Cochrane Library, Embase, SID, and ISC. The search encompassed online books, pub-
lished papers, conference abstracts, seminar and reference publications to minimize
publishing bias and ensure the inclusion of a significant number of articles. Moreover, the ref-
erence lists of selected articles were examined for additional relevant studies. Additionally,
manual searches were conducted in the bibliographies of articles and reviews. To stay updated,
an email alert system was set up in the electronic databases, monitoring new publications that
met the selection criteria based on the saved search history as of July 20, 2024.

Eligibility criteria

Two reviewers (A TM and L Gh) independently evaluated the titles of the articles. The articles
were divided into two categories: "definitely exclude" and "possibly include." The abstracts of
the articles in the "possibly include" category were evaluated. Studies that had abstracts that
didn’t meet the inclusion criteria were excluded. The entire text of the remaining articles was
examined, and any duplicate articles were removed. Articles were considered eligible if they
reported on implementation, development, validation, or translation studies of electronic
health records in the context of military healthcare systems. Only articles written in English
and with full-text accessibility were included. Letters to the editor, commentary, review, and
opinion papers were excluded. There was no restriction on the publication year.

Search strategy

The search terms were generated based on the ideas or concepts mentioned in the research
objective: Electronic Medical Record(s), Electronic Health Record(s), Computerized Medical
Record(s), Automated Medical Record(s), Medical Record System(s), Patient Record System,
Patient Management System, Armed force, Army, Military, Air Force, Navy and Healthcare.
The syntax of search strategy was produced in Table 1. The search strategy was approved by a

Table 1. The syntax of search strategy.
Databases | PubMed, Web of Science, Scopus, IEEE, ProQuest, MEDLINE, Cochrane Library, Embase, SID, and

ISC.
Date up to 2024-7-20
Strategy | #1 AND #2 AND #3
#1 ("Electronic Medical Record" OR EMR OR "Electronic Health Record" OR EHR OR "Computerized

Medical Record" OR CMR OR "Automated Medical Record" OR AMR OR "Medical Record System" OR
"Patient Record System" OR "Patient Management System")

#2 (Army OR Military OR "Armed force" OR "Air Force" OR Navy)
#3 Healthcare

https://doi.org/10.1371/journal.pone.0313641.t001
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medical librarian and information specialist. Also, the authors confirm that the search strategy
is not pre-registered.

Initially, articles that might be relevant were chosen primarily based on their titles and
imported into Endnote. Subsequently, a more refined selection process was conducted, con-
sidering the abstracts and full texts of the articles.

Data collection process

The reviewers (A TM, M B, A DM and L Gh) independently reviewed the full text of the
selected articles. A standardized data extraction form was utilized to extract relevant informa-
tion from these articles. The data extraction sheet for each study encompassed details includ-
ing authors, year, country, research objective, architecture and components, setting, included
processes, standards used, platform and technology, extent of implementation, interoperability
aspect, challenges, information resource, and key findings. The results from all the selected
studies were gathered and compiled. To ensure accuracy and completeness of the data entries,
another independent investigator reviewed and verified them. There was no missing data in
the present study.

Quality assessment

To support the inclusion/exclusion process, an assessment and analysis were conducted to
evaluate the quality of the initially selected studies. The critical appraisal tool used for this pur-
pose was the Quality Assessment of Diagnostic Accuracy Studies (QUADAS) checklist. This
tool is specifically designed to assess the reliability and validity of combined studies or to evalu-
ate validity and reliability as separate components [11].

The checklist consists of 14 questions, each with three options: yes, no, and unclear. Two
researchers thoroughly evaluated all the identified studies for potential bias. During the assess-
ment, if a study provided information corresponding to each checklist question, it was scored
as "yes." If the study did not clearly report the required information, the item was scored as
"no." In cases where the information provided was incomplete, the item was scored as
"unclear." Based on previous research, a score of 7 out of 14 or higher, with the majority of
items scored as "yes," indicated a high-quality study, while scores below 7 indicated a low-qual-
ity study. All discrepancies between the researchers’ assessments were resolved through
agreement.

To present the results, various software tools were utilized, including Excel, XMind, an
online word cloud generator, and the yED graph editor.

Results

Fig 1 illustrates a flow diagram that follows the PRISMA guidelines, providing a detailed over-
view of the article selection process. Initially, a total of 9618 titles were obtained from various
databases. After eliminating duplicate articles, 6051 titles remained. Two reviewers carefully
evaluated the titles for relevance, resulting in the exclusion of 5503 articles that were deemed
irrelevant to the review topic. Out of the remaining titles, 548 articles were selected based on
their titles. The abstracts of these articles were then analyzed, leading to the exclusion of 334
articles that did not meet the eligibility criteria. As a next step, a total of 214 full-text articles
were retrieved and assessed against the eligibility criteria. Following the assessment, 185 arti-
cles were excluded (please refer to Fig 1 for further details), and ultimately, 29 articles were
included in the review. Fig 2 shows global trends in electronic health records.

The results indicate that the majority of the studies were conducted at the Department of
Defense level, with the goal of cost savings, increased user satisfaction, improved care, patient
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safety and communications, and the transition to a modern, value-based managed care system
and integrated healthcare delivery. Other objectives included the reducing medical errors,
exchange of health information, improved access to information, and maintaining confidenti-
ality and security of information. Additionally, the studies aimed to improve the quality, quan-
tity, and completeness of information, empower patients and treatment staff, and promote
clinical research. Most of the studies were conducted in hospitals and clinics within the United
States.

Furthermore, the studies reported on various processes such as clinical documentation,
appointment setting, e-prescribing, querying, data mapping, disease surveillance, telemedi-
cine, decision support, computerized physician order entry (CPOE), and information manage-
ment. The interoperability between systems was predominantly at the semantic level and
relied on the Military Health System as the primary information source. Fig 3 summarizes the
different components of information resources in the EHR that are mentioned in studies.

The most commonly used transport standard was health level seven fast healthcare interop-
erability resources (HL7 FHIR), the most frequently used content standard was clinical docu-
ment architecture (CDA), and the most commonly used terminology standards were
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international classification of diseases ninth revision (ICD 9) and international classification
of diseases tenth revision (ICD 10). Additionally, the most commonly used security standards
were health insurance portability and accountability act (HIPAA), and the most frequently
used technical standards were international organization for standardization technical com-
mittees (ISO TC). In the majority of the studies, software development kits (SDKs) were uti-
lized as development platforms for electronic health records. Among modern architectural
approaches, web-based architecture was the most commonly used.

The most significant challenges reported in the implementation of EHR included
resistance to change, privacy and security concerns, a wide range of architectural options and
capabilities, unclear support policies and procedures, the sensitive military application envi-
ronment, infrastructure limitations, user training difficulties, time and financial costs, chal-
lenges in creating scalability and reusability, a variety of health data types and their large
volume, as well as concerns about interoperability. Details of the selected studies in this study
are given in Table 2.

Discussion

In recent years, the EHR has experienced significant growth, capturing the interest of research-
ers globally. A comparison between the general EHR topic and the military-specific EHR topic
reveals that the scope of the former far surpasses that of the latter. However, findings from the
study indicate that the subject of EHR in the armed forces has been a topic of discussion since
1987. Presently, it remains an area of keen interest for researchers (refer to Fig 2). In addition,
the use of EHR has also grown significantly in the world in recent years. There are several rea-
sons for this trend:

1. Improved Data Management: EHRs allow healthcare providers to store, retrieve, and share
patient data efficiently. This leads to better coordination of care and enhances the overall
quality of healthcare services.
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2. Accessibility: EHRs enable healthcare professionals to access patient information across dif-
ferent healthcare settings, facilitating continuity of care. Accessibility ensures seamless data
exchange between systems, promoting better collaboration among healthcare providers.

w

Research Opportunities: EHRs provide researchers with an abundance of comprehensive
and structured data for study and analysis. This wealth of information can help identify
trends, patterns, and potential insights into improving healthcare outcomes and treatment
effectiveness.

o~

Cost Reduction: Electronic health records can potentially reduce healthcare costs by mini-
mizing paperwork, streamlining workflows, and mitigating medical errors. This is
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especially beneficial in large healthcare systems where efficiency and cost-effectiveness are
crucial.

5. Technological Advancements: With advancements in technology, EHR systems have
become more sophisticated, incorporating features such as machine learning, natural lan-
guage processing, and predictive analytics. These capabilities open up avenues for innova-
tion and further research.

Opverall, the growth of electronic health records has attracted global interest due to their
potential to transform healthcare delivery, enhance research capabilities, and improve patient
outcomes [41-43].

To achieve these goals, EHRs must combine different processes, including clinical docu-
mentation, appointment setting, e-prescribing, querying, data mapping, disease surveillance,
telemedicine, decision support, CPOE, information management and so on for different func-
tions [44].

Military healthcare systems have unique characteristics and needs that require specialized
EHR solutions. The environment of military contracts may be less inclined towards the use of
EHR and digitalization in general due to several factors:

1. Legacy Systems: The military often operates using legacy systems that have been in place for
many years. These systems may be outdated or lack interoperability with modern digital
solutions. Upgrading or replacing these systems to accommodate electronic records and
digitalization can be complex, time-consuming, and expensive.

2. Security Concerns: The military places a strong emphasis on security due to the sensitive
and confidential nature of military operations. There may be concerns about the security of
electronic records and potential vulnerabilities of digital systems. Ensuring the integrity,
confidentiality, and availability of sensitive military healthcare data is of utmost importance,
and transitioning to electronic records requires robust security measures and technologies.

3. Unique Operational Environments: Military operations often take place in remote or harsh
environments where infrastructure, including reliable network connectivity and power sup-
ply, may be limited. These challenging operational environments may pose obstacles to the
successful implementation and maintenance of electronic records systems, making paper
documentation more practical and reliable in some situations.

4. Interoperability Challenges: Achieving interoperability between different military systems
and electronic health record systems can be complex. The military has highly specialized
systems and operational requirements, and integrating the diverse range of systems used by
various military branches and agencies may present challenges in terms of data standardiza-
tion and interoperability.

5. Procurement Process: The procurement processes in military contracts can be lengthy and
bureaucratic, involving strict regulations and requirements. These processes may not be
well-suited for the rapid adoption and implementation of new technologies like electronic
health records and digitalization.

The military needs to ensure that any technology adopted meets its stringent quality stan-
dards and is cost-effective in the long run. Military EHRs, while still subject to general health-
care regulations, must also adhere to additional regulations specific to the armed forces.
However, it’s worth noting that the military has recognized the potential benefits of electronic
health records and digitalization in improving healthcare delivery for military personnel,
streamlining processes, and enhancing interoperability among various military systems.
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Efforts are underway to gradually adopt and integrate electronic records systems within the
military healthcare system, while addressing the unique challenges and requirements of the
military environment [45-47].

The majority of studies on the use of electronic records and digitalization in military con-
tracts being conducted at the Department of Defense (DoD) level can be attributed to a few
factors. The DoD has significant resources, both in terms of funding and personnel, to conduct
research and studies. This allows them to invest in exploring the potential benefits and chal-
lenges of implementing electronic records and digitalization in military contracts. The DoD is
one of the largest organizations in the world, with a vast network of military personnel, health-
care facilities, and support systems. Studying the implementation of electronic records and
digitalization within such a large and complex organization can provide valuable insights and
help establish best practices that can be applied to other military contexts. As mentioned ear-
lier, the military healthcare system deals with sensitive and confidential information. The DoD
is heavily invested in ensuring the security and privacy of this information, making it particu-
larly concerned with studying the impacts and risks associated with electronic records and dig-
italization [48].

As for the majority of these studies being conducted in the United States, there are a few
reasons. The United States, as one of the world’s leading military powers, allocates significant
resources to defense-related research. This includes research on topics like electronic records
and digitalization within military contracts. The United States has a well-established and
extensive military infrastructure, which includes research institutions, military hospitals, and
healthcare systems. This infrastructure provides a conducive environment for conducting
studies and research on military-specific topics. The United States has a strong network of col-
laborations and partnerships between academia, industry, and the government. This allows for
multidisciplinary research efforts and knowledge exchange, leading to many studies being con-
ducted in the United States.

While the majority of studies have been conducted in the United States, there are also
research efforts and studies taking place in other countries that are exploring electronic rec-
ords and digitalization in the military context. The findings from these studies contribute to
the collective understanding of the benefits, challenges, and best practices associated with
implementing electronic records and digitalization in military contracts on a global scale [49].

HL7 FHIR, CDA, HIPAA, ICD-10, ICD-9, ISO TC, SDKs and web-based architecture are
all important components in the world of EHR.

HL7 FHIR is important for interoperability, modular approach, RESTful APIs, and data
standardization. These features enable seamless data exchange, targeted data retrieval, real-
time access, streamlined workflow integration, and consistent data representation across dif-
ferent healthcare systems and platforms [50].

CDA is an HL7 standard that defines the structure and semantics for clinical documents. It
is widely used in EHR systems for capturing, storing, and exchanging clinical information.
CDA enables the structured representation of patient data, improving data accuracy, compre-
hensibility, and clinical decision-making. It supports clinical document types like discharge
summaries, progress notes, and lab reports [51].

In recent years, HL7 FHIR has been increasingly utilized for representing clinical data
through the use of "resources”, which can then be exchanged via standardized REST APIs.
Therefore, FHIR resources are frequently chosen over the HL7 CDA standard due to their
lightweight, flexible design, and focus on interoperability in modern healthcare systems. One
of the primary reasons for favoring FHIR over HL7 CDA is its ease of implementation and
integration with existing systems. FHIR resources leverage modern web technologies such as
RESTful APIs, JSON, and XML, which simplifies the work for developers. In contrast, HL7
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CDA relies on a complex XML format that may pose challenges in parsing and integration
with other systems. Additionally, FHIR resources are modular and granular, enabling more
targeted data exchange compared to the monolithic nature of HL7 CDA documents. This
granularity facilitates precise data retrieval and exchange between systems, reducing the risk of
information overload and enhancing efficiency. Furthermore, FHIR resources are designed to
be scalable and adaptable to meet evolving healthcare needs. By allowing for the easy addition
of new resources and extensions, FHIR can cater to changing requirements in healthcare sys-
tems without requiring significant rework or redesign. In conclusion, FHIR resources are
often preferred over the HL7 CDA standard due to their modern design, ease of implementa-
tion, scalability, and flexibility in interoperability with other systems [50,51].

HIPAA is a legislation that ensures the privacy and security of patients’ health information.
It sets standards for electronic transactions, privacy rules, security measures, and breach notifi-
cation requirements. Compliance with HIPAA safeguards patient confidentiality, prevents
unauthorized access or disclosure of health data, and establishes trust in the healthcare system
[52].

ICD-10 and ICD-9 are classification systems used for coding and categorizing diseases,
conditions, and procedures in healthcare. ICD-10 is the more recent version and provides
more detailed and specific codes compared to ICD-9. These coding systems allow EHR sys-
tems to accurately capture and communicate clinical information, support billing processes,
facilitate research and analysis, and contribute to interoperability [53].

ISO TC is a technical committee of the International Organization for Standardization that
develops international standards for various industries, including healthcare. Standards devel-
oped by ISO TC ensure interoperability, quality, and safety in healthcare systems, devices, and
informatics. Adherence to ISO standards in EHR systems promotes global compatibility,
enhances data exchange, and facilitates collaboration [54].

SDKs provide developers with a set of tools, libraries, and documentation to build applica-
tions for a specific platform or framework. In the context of EHR, SDKs can simplify the devel-
opment process, accelerate application creation, and provide access to APIs and resources for
integrating with EHR systems. SDKs enhance developer productivity and promote innovation
in the healthcare software ecosystem [55].

Web-based architecture refers to the use of web technologies for designing and delivering
EHR systems. This architecture enables access to EHR applications through web browsers,
making them platform-independent and easily accessible from different devices. Web-based
EHR systems can promote remote access, telemedicine, and patient engagement. They also
facilitate updates and maintenance as changes can be deployed centrally without requiring cli-
ent-side installations [56].

A system-level approach to understanding web-based systems involves looking at the vari-
ous components and interactions within the system as a whole. In the context of a web-based
system, this includes the software application, hardware infrastructure, network connectivity,
data storage, security measures, and user interfaces [57]. Some benefits of using a web-based
system from a system-level approach include:

o Centralized data: Web-based systems typically centralize data storage, making it easier to
manage and access information from anywhere. This facilitates better integration between
different modules or components within the system.

o Scalability: Web-based systems can easily scale up or down based on the requirements of the
organization. This scalability allows for the system to handle increased traffic, users, or data
without major disruptions.

PLOS ONE | https://doi.org/10.1371/journal.pone.0313641 February 12, 2025 18/24


https://doi.org/10.1371/journal.pone.0313641

PLOS ONE

Electronic health record in military healthcare systems

o Interoperability: Web-based systems can provide seamless integration with other systems or
applications through APIs (Application Programming Interfaces). This enables data sharing
and communication between different systems, improving efficiency and productivity.

Redundancy and backup: Web-based systems often have built-in redundancy and backup
mechanisms to ensure data integrity and continuity of operations. This minimizes the risk of
data loss or system downtime in case of failures.

o Performance monitoring: Web-based systems can offer performance monitoring and analyt-
ics tools to track system usage, response times, and overall system health. This data can be
used to optimize system performance and identify potential bottlenecks.

Flexibility and customization: Web-based systems can be easily customized and tailored to
meet the specific requirements of an organization. This flexibility allows for the system to
adapt to changing business needs and user preferences [58-60].

By taking a system-level approach to understanding web-based systems, organizations can
gain a comprehensive understanding of the various components and interactions within the
system. This can help in optimizing system performance, enhancing user experience, and
achieving business objectives effectively [61].

Overall, these components play crucial roles in facilitating interoperability, data exchange,
privacy, coding and classification, standardization, development, and access in EHR systems.

The implementation of EHR indeed comes with its fair share of challenges. To overcome
these challenges, several actions can be taken, including adequate planning and requirements
assessment, leadership buy-in and support, effective change management, user training and
support, standards adoption, use of data privacy and security measures, continuous evaluation
and optimization. By addressing these challenges proactively and implementing appropriate
strategies, organizations can overcome barriers and leverage the full potential of EHR systems,
improving patient care, clinical outcomes, and operational efficiencies [62].

Another important point, in addition to the circuit mentioned above, is recognizing the
involvement of civilian healthcare providers in delivering medical services to military person-
nel. Although military healthcare organizations typically handle primary care, more special-
ized or advanced treatments are often provided by civilian healthcare facilities. This can
complicate the management of military electronic health records (EHRs) since information
may need to be shared or integrated between military and civilian healthcare systems. It under-
scores the importance of seamless coordination and communication between military and
civilian healthcare providers to ensure comprehensive and effective healthcare for military per-
sonnel. while advanced care is often referred to civilian healthcare providers. This significant
dynamic affects the effectiveness and comprehensiveness of military EHRs, as it necessitates a
seamless integration of both military and civilian health records to ensure continuity of care
for military personnel [63].

Conclusion

The immediate access to comprehensive patient information, regardless of location, is vital
during military deployments and emergency situations to ensure efficient diagnosis, treat-
ment, and monitoring of military personnel. Thus, there is an urgent need to integrate EHR
into military healthcare systems [64]. This systematic review contributes to the existing knowl-
edge by providing an overview of EHR usage in military healthcare systems, emphasizing the
necessary requirements, available standards, and challenges. It could serve as a strategic start-
ing point for EHR implementation in military healthcare systems, particularly in countries
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where e-health planning and development are still in early stages. The findings set the stage for
future research and provide insight to policymakers and practitioners regarding the potential
benefits and obstacles associated with EHR adoption in military healthcare settings. However,
the implementation of EHR, especially when dealing with sensitive information, is a time-con-
suming process that requires a large, multidisciplinary expert team.

Limitations

The broad subject of EHR includes various aspects and recent studies in this field have a large
scope. Therefore, this study focuses mainly on informatics and management issues of EHR
implementation in military healthcare systems. However, technical, legal, and organizational
issues, which are important bottlenecks, were not covered. It is recommended that future stud-
ies address each of these areas separately. Additionally, the study was limited by lack of access
to some articles due to unavailable full text and non-English language.
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