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Abstract

At the time of the COVID-19 pandemic, providing access to data (properly optimised regard-
ing personal data protection) plays a crucial role in providing the general public and media
with up-to-date information. Open datasets also represent one of the means for evaluation
of the pandemic on a global level. The primary aim of this paper is to describe the methodo-
logical and technical framework for publishing datasets describing characteristics related to
the COVID-19 epidemic in the Czech Republic (epidemiology, hospital-based care, vaccina-
tion), including the use of these datasets in practice. Practical aspects and experience with
data sharing are discussed. As a reaction to the epidemic situation, a new portal COVID-19:
Current Situation in the Czech Republic (https://onemocneni-aktualne.mzcr.cz/covid-19)
was developed and launched in March 2020 to provide a fully-fledged and trustworthy
source of information for the public and media. The portal also contains a section for the
publication of (i) public open datasets available for download in CSV and JSON formats and
(i) authorised-access-only section where the authorised persons can (through an online
generated token) safely visualise or download regional datasets with aggregated data at the
level of the individual municipalities and regions. The data are also provided to the local
open data catalogue (covering only open data on healthcare, provided by the Ministry of
Health) and to the National Catalogue of Open Data (covering all open data sets, provided
by various authorities/publishers, and harversting all data from local catalogues). The data-
sets have been published in various authentication regimes and widely used by general pub-
lic, scientists, public authorities and decision-makers. The total number of API calls since its
launch in March 2020 to 15 December 2020 exceeded 13 million. The datasets have been
adopted as an official and guaranteed source for outputs of third parties, including public
authorities, non-governmental organisations, scientists and online news portals. Datasets
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currently published as open data meet the 3-star open data requirements, which makes
them machine-readable and facilitates their further usage without restrictions. This is essen-
tial for making the data more easily understandable and usable for data consumers. In con-
junction with the strategy of the MH in the field of data opening, additional datasets meeting
the already implemented standards will be also released, both on COVID-19 related and
unrelated topics.

Introduction

Open data, i.e. “data that can be freely accessed, used, modified, and shared by anyone for any
purpose”, represents a systematic approach to making selected government-produced datasets
available for further manual or automatic processing in a uniform and clearly defined way [1].
At the time when the COVID-19 pandemic paralysed the entire world, providing access to
data (suitably prepared from the perspective of personal data protection) plays a crucial role in
providing the general public and media with up-to-date information. Open datasets represent
one of the means for evaluation of the pandemic on a global level. The sources of such datasets
include, for example, the WHO (World Health Organization), ECDC (European Centre for
Disease Control) via Our World in Data [2], and the EU Open Data Portal [3]. Many datasets,
including those published by the Johns Hopkins University [4], are available through the
GitHub platform [5, 6]. Typically, websites guaranteed by governments or governmental agen-
cies in the individual countries are used as sources of information for such international and/
or global statistics. The same is true about the Czech Republic [7], presenting both visualisation
and direct links to all open datasets on the COVID-19 epidemic situation on a website guaran-
teed by the Ministry of Health (MH). A similar approach was adopted by many other coun-
tries, including the USA [8], France [9], Germany [10], Austria [11], Spain [12], United
Kingdom [13], etc. Datasets of other countries, e.g., Australia, Italy, South Africa, or Argentina,
are available on GitHub [14].

From our perspective, datasets can be published as open data for several reasons: a) for the
purposes of transparency (enabling verification of spending and financial management of
institutions funded by the national budget, of the performance of the institutions, contracts,
etc.) b) for providing complex population data (population characteristics, epidemiological
statistics, medications, performance characteristics, etc.) and, last but not least, c) to offer fully
aggregated data for the scientific and analytical purposes (secondarily created datasets describ-
ing groups of objects or subjects or even individual anonymised records of individuals, e.g.,
anonymised records of births, hospitalisations, surgeries, etc.). Some datasets are, as described
below in greater detail, published in a regulated regime. Data published in this regime consti-
tute a direct source of information about institutions, insurance payers, healthcare providers,
or data intended for further processing with the aim to influence the behaviour of target sub-
jects. In the Czech Republic, a National Catalogue of Open Data guaranteed by the MH has
been developed and maintained by a joint team of the Institute of Health Information and Sta-
tistics of the Czech Republic and the Institute of Biostatistics and Analyses at the Faculty of
Medicine of the Masaryk University in Brno over the last decade.

The primary aim of this paper is to describe the methodological framework including basic
technical background for publishing datasets describing basic as well as advanced epidemio-
logical characteristics related to the COVID-19 epidemic in the Czech Republic, including the
use of these datasets in practice. The entire process of design, development and
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implementation of a robust system for tracking and reporting respiratory diseases caused by
SARS-CoV-2 is based on a previously successfully used method for acquisition, processing,
and presentation of information [15]. The system is based on a framework for cooperation
between the Ministry of Health of the Czech Republic (MH), which collects the records from
the testing points, and regional public health authorities (RPHAs). The infrastructure designed
within the Czech National Health Information System (NHIS) processes these data and sup-
ports reporting of the results of testing for COVID-19 on a daily basis. Open datasets form an
inherent part of the NHIS, providing information to the general public. Having this system in
place has proved to be a big advantage in the current COVID-19 situation, as it was easily
adaptable to suit the current requirements for information processing and presentation.

Methods

The methodological principles leading to the publication of prepared datasets presenting basic
and advanced epidemiological characteristics will be described in this section.

The methods of data publishing and sharing

All regimes of the data provision from NHIS strictly require a certain degree of legislative regu-
lation and must fully meet the criteria set for NHIS by the Czech legislation, particularly Act
No. 372/2011 on health services and their provision. In other words, publishing of open data
cannot be misinterpreted as publication of primary records without any regulation and stan-
dardisation; the term “open data”, therefore, does not necessarily describe primary database
records (the data may be aggregated, statistically processed, etc.). The dataset design, prepara-
tion, and publishing should respect the algorithm of dataset preparation shown below, which
always respects several principal rules: (i) individual natural persons must not be identifiable,
(ii) individual legal persons must not be identifiable unless expressly stated by the law, (iii) sec-
ondary processing must lead to the pseudonymisation of the dataset, (iv) the purpose of the
dataset publication must correspond to the NHIS purpose, and (v) the standardised process of
approval and publishing must be adhered to (Fig 1). The basic requirement of a comprehen-
sive process, which is met by this approach, is to ensure the necessary completeness, validity
and overall quality of data.

Publication of a dataset consists of six consequent steps that describe key phases on the
preparation and implementation. Step 1: Proposal of a dataset concept in the form of short

description, which can be rised by any entity; usually a state institution, a health insurance
company, a professional (medical) society, a research institution, or an academic institution.
Step 2: The delivered concept is reviewed from the perspective of data availability, export feasi-
bility, design, and personal data regulations. Step 3: After approval, a methodology for the
dataset processing is proposed (data export from central registries, data pre-processing and
cleaning, analytical adjustments and validation mechanisms). Step 4: The dataset is generated

Step 1 Step 2 Step 3 Step 4 Step 6

Concept design Concept evaluation Feasibility analysis Dataset production Publication
Proposed by state Purpose, data Data extraction, Structure, methods Personal data National Catalog of
administration, availability, processing, analysis, | of production, protection, Open Data
external subjects feasibility, legal validation metadata description | factual content,

(health insurance perspective IT solution WWW.UZis.Cz

companies, expert societies,
research institutions)

Fig 1. A chart of dataset production and publication.
https://doi.org/10.1371/journal.pone.0267397.9001
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in an open data standardised format according to the predefined scheme, including an obliga-

tory description with metadata. Step 5: Review and validation of the dataset and its content is a
mandatory procedure before publication (manual approach is always needed, as well as techni-
cal control in order to follow open data standards and best practices). Step 6: Final publication

of the dataset in the National Catalogue of Open Data.

Freely available primary data. This publication regime is very rarely used for the publica-
tion of data from the NIHS internal systems. In this regime, the primary database records are
published without any processing. In principle, this regime is only allowed for characteristics
of “inanimate subjects” without any relations to personal data. Examples may include service
providers as defined in the respective acts, machines, swimming pools, chemical substances or
drugs, and their primary characteristics.

Primary data publishable after necessary processing. Such datasets are individually
designed (based on proposals of groups of experts, such as clinicians or healthcare providers),
reviewed, and finalised, including the descriptive parameters defining target subjects or object
cohorts. Data published in this form prevent the identification of any natural or legal person.
Adherence to a standardised methodology (data format unification, metadata description,
publishing in central catalogue) when creating the dataset and senior expert review (advanced
stakeholders in a particular healthcare domain, representatives of data management, data anal-
ysis, and development team) or approval are prerequisites for publishing in this regime. Exam-
ples of such necessary amendments include highlighting of missing values, correction of
erroneous records, aggregation of records for patients’ age categories, calculation of new vari-
ables or indices from the raw data, etc. Usually, these records are completely deleted (in cases
of incorrect and invalid information), directly corrected in the central database or supple-
mented in accordance with the methodological instructions of the register.

Data requiring reference interpretation—Reference statistics. Publication of statistics
characterising a group (cohort) of subjects/objects (e.g. a region, period of time, patient cohort,
type of medical procedures, provider category, etc.) can be also perceived as a publication of
open data and/or knowledge. The user receives summary statistics and information about
methods and calculation algorithms. The “reference interpretation” in this context means “a
comment or summary to data output given by an expert in the field, usually given to data and
values that have more sophisticated background and require careful interpretation with respect
to objective uncertainties”. In the future, a special subcategory of reference departmental statis-
tics will be formed; the list of such statistics will be approved in an executive regulation issued
by the MH. These statistics must be as a rule accompanied by departmental interpretation and
can be published in a way allowing the identification of an individual healthcare provider or
health insurer. It is necessary to point out that such records bear a high risk of misinterpreta-
tion that could lead to erroneous decisions on the side of patients, healthcare providers, or reg-
ulatory bodies. As an example of such a parameter, we can name the hospital mortality—a
figure requiring sophisticated analytical processing and interpretation with respect to case mix
and other factors. Publishing such data is covered by special executive regulations.

Technical background

From the long-term perspective, the Institute of Health Information and Statistics of the
Czech Republic (IHIS CR), together with the Ministry of Health, have the aim to make as
much information as possible from selected registries available as open data through the
deployment and maintenance of the local Open Data Catalogue of the MH [16] and its feeding
with data. These datasets are subsequently included in the National Open Data Catalogue [17],
which covers and indexes (on 16 December 2020) records on datasets from other 24 local
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catalogues, such as the local Open Data Catalogue of the Ministry of Finance, or the Vyso¢ina
region.

The technical cornerstone for the collection and storage of data about the COVID-19 epi-
demic on the national level is represented by the Information System of Infectious Diseases
(ISID), serving for entering individual cases at the level of regional public health authorities
(RPHAS). The system supports entering of individual cases with individual diagnoses. Similar
to other public health registries, ISID has been developed and operated in the unified
departmental environment that successfully passed the audit by the National Security Author-
ity and the Office for Personal Data Protection of the Czech Republic.

As a reaction to the unexpected epidemic situation, a new portal COVID-19: Current Situa-
tion in the Czech Republic was developed and launched to provide a fully-fledged and trustwor-
thy source of information for the public and media. This online tool provides an interactive
overview of the current COVID-19 spreading status in the Czech Republic [7]. This portal also
contains a section devoted to datasets containing basic descriptive information on each of
them. In open datasets, this information always includes metadata (the name and basic
description of the dataset, date and time of last update, standardised dataset scheme); the data
are available for download in CSV and JSON formats. In addition, for the purposes of support-
ing regional and local crisis management, the portal contains an authorised-access-only sec-
tion where the authorised persons (representatives of local and regional authorities, members
of emergency sevices) can—through an online generated token—safely visualise or download
regional datasets with aggregated data at the level of the individual municipalities. The basic
condition that the data cannot contain details facilitating direct patient identification must be
of course always met.

The general background of open data publishing. All methods of release and processing
of open data in the NHIS are stipulated by Act No. 372/2011 Coll., detailing that the data can
be published or provided i) only as a summary or in an anonymized form, i) for purposes that
are not limited by legislation, and iii) for use in commercial activities, study or scientific pur-
poses, or for public inspection of state-funded subjects. A regime for data publishing and avail-
ability is assigned by legislation to every data source, register or component of the NHIS, using
categorization as follows: (i) non-public systems, (ii) systems accessible only to legislatively
designated readers/editors, (iii) sources of reference statistical data for particular (named) pur-
poses and readers, (iv) sources of statistical data published as open datasets, (v) open sources
in the “open data” regime. The NHIS as a unified nationwide information system is designated
mainly for: (1) Processing data on the health status of the population, on activities of healthcare
providers and on their economy, on healthcare professionals and other workers in health ser-
vices, for the purpose of obtaining information about the extent and quality of provided health
services, for their management and for the creation of health policy. (2) Maintaining National
Health Registers and processing data kept in the registers. (3) Maintaining the National Regis-
ter of Health Services Providers and the National Register of Healthcare Professionals and pro-
cessing data kept in the registers. (4) Performing and processing sample surveys on health
status of the population, on health determinants, on the need and consumption of health ser-
vices and satisfaction with the services and on expenditure on health services. (5) The needs of
science and research in the field of health. (6) Processing the data listed under numbers (1)
and (4) (as mentioned above) for statistical purposes and for providing data and statistical
information, including information provided to international institutions, in the extent deter-
mined by this or other legal regulations.

The process of data acquisition is always in accordance with the scheme presenting dataset
production and publication (see Fig 1). The crucial step consists in data standardization and
metadata description of the set according to the valid rules of data set creation and best
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¢ Data collection A
e Data aggregation
¢ Uploading data to the file server )
e Data collection and structure modification
e Continuous integration
Development . " A
Servers * Validation and testing )
LT I
¢ Data publishing (API)
* Preparation/creation of underlying data for visualizations
Application in 5
MEas o Data refreshment in the local catalogue of open data )
N
¢ Data publishing
TSl ¢ Data preparation for harvesting by the National Catalogue of Open Data
Data Catalogue )

Fig 2. The process of data processing and publishing.
https://doi.org/10.1371/journal.pone.0267397.g002

practices. Once the primary data are stored in central database, they are validated both at the
level of the application layer and at the level of the database, ensuring the integrity of individual
records. Subsequently, the data are anonymised (i.e., patients’ personal data are removed), and
uploaded into the analytical database where they are supplemented with data from other regis-
tries (place of residence, death records, etc.). The data are subsequently transformed into a
final dataset, which is exported into the CSV format and standardised. Finally, the dataset is
stored at the internal cloud file server and a periodical transfer (for example once per day/
week/month/year) to open data server is set up.

The process of COVID-19 datasets preparation, validation, and publication. The pro-
cess of entering, processing, and subsequent visualisation of data describing the current epide-
miological situation in relation to the new coronavirus SARS-CoV-2 requires meticulous
validation. The complete workflow of how the patient suspected of being SARS-CoV-2 positive
is referred by his general practitioner or regional public health authority (RPHA) for biological
sampling at the testing point, how the patient record flows through the system, and how the
record is further processed and stored in the Information System of Infectious Diseases
(ISID), is described in detail in [15]. In terms of web-based software deployment architecture,
the following tiers have been created (i) development instance, (ii) staging instance (a mirror
of production instance), and (iii) production instance.

The production instance [18] of the application COVID-19: An Overview of the Current Sit-
uation in the Czech Republic for publishing freely available datasets is publicly available and
provides extensive summaries shown below, in the section Results. To facilitate safe data shar-
ing and, therefore, crisis management on both the national and regional levels (regions and
municipalities with extended competence), a special interface was developed, facilitating easy
access to selected authorised persons.

In the last stage of the dataset update (which takes place once to twice a day), the data are
sent to the application interface of our local open data catalogue of the MH (covering only
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open data on healthcare, provided by the Ministry of Health). The main datasets are available
in the CSV and JSON formats. From this catalogue, the data are harvested by the National Cat-
alogue of Open Data (covering all open data sets, provided by various authorities/publishers,
and harversting all data from local catalogues). Both catalogues contain links to datasets and
their metadata (name, description, update frequency, keywords, and contact persons). The
entire process is captured in Fig 2.

Some datasets might have been extended by additional attributes or their structure might
have been changed after publishing (for example, data describing demography or region/dis-
trict coding, which provide an additional point of view, regarding population distribution in
this particular case). To maintain backward compatibility, the datasets are available in all ver-
sions using the application programming interface (API) [19]. Finally, after careful data
design, processing, preparation, validation and standardisation, the data are published manu-
ally in the local catalogue using a graphical user interface, which is accesible only for autho-
rised members of the open data team at the Ministry of Health.

Results
COVID-19 datasets

This section describes epidemiological characteristics that were so far published for the pur-
poses of the online presentation and subsequent manual or automated processing on the portal
COVID-19: An Overview of the Current Situation in the Czech Republic. These data are avail-
able either as open data (primary data publishable after necessary processing) or as limited
access data (data requiring reference interpretation—reference statistics). The achieved results
follow both methodological and well as technological perspective, which is described in the
Methods section.

Public datasets. Depending on the dataset, the update is usually performed at 08.00 AM
each day. It contains data validated by midnight of the previous day. Each dataset is recorded
in the National Catalogue of Open Data, and is therefore fully trackable in the central catalogue
system. The main benefits and added values of this catalogue include the possibility of full-text
and parametric search, a direct interconnection with the National Catalogue of Open Data of
the Czech Republic, and the necessary support for international standards in the publication
of open data. Moreover, users can employ these open data to reconstruct almost all summaries
published on the web interface COVID-19: An Overview of the Current Situation in the Czech
Republic. The overview of the datasets including their structure and description is detailed in
S1 Table.

« Epidemiology—datasets based on everyday reports on newly confirmed and terminated
cases of the COVID-19 infection submitted to the ISID system by RPHAs and laboratories.

o Tests—daily and cumulative data on the numbers of performed antigen tests according to
type, indication, and region/district.

 Vaccination—distribution and consumption of COVID-19 vaccines number of vaccinated
people according to vaccination centres and profession.

o Hospital care availability mapping—daily changes in the available hospital capacity in the
individual regions (the total number of available beds, machines, personnel).

« Distribution of personal protective equipment (PPE)—data about the distribution of PPE
(glasses, disinfectants, masks, respirators, etc.) from the Administration of National Material
Reserves to individual regions.
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Restricted-access COVID-19 data. Datasets for predictive modelling—secured datasets
covering the period from the beginning of the epidemic to the date one week before the cur-
rent date. The one-week delay allows publication of a comprehensive, fully validated dataset;
the delay is intentional because after the original report on positivity, supplementary data can
be added to the original records, or the records can be amended to make them more accurate
(e.g. the patient’s place of residence) (S2 Table).

Datasets for regions of the Czech Republic: Administration of municipalities with extended
competencies (MEC)—datasets intended for the MEC administrations includes a complex
overview of the basic epidemiological parameters with a special focus on the vulnerable elderly
population groups (65+, 75+) at the geographical level of the individual MECs and districts;
selected data are also available at the level of individual municipalities (S3 Table).

Datasets for crisis management of the Czech Republic at the national level—a set of daily
reports documenting the current condition and course of the COVID-19 epidemic in the
Czech Republic to regularly supply the top management of the Czech healthcare system and of
the Integrated Central Crisis Management Team of the Ministry of Health with the latest data,
including the current capacities of acute hospital-based care from the Intensive Care Control
Centre [20] (S3 Table).

Reports, summaries, and online interactive visualisations of available data

This section provides an overview of selected outputs of individual datasets and their real
usage in practice at both regional and national levels. These include web applications primarily
intended for the general and expert public, media, and news channels. Besides the MH, repre-
sentatives of cities, regions, news servers, and other subjects participated in the development of
these systems.

COVID-19: The overview of the current situation in the Czech Republic. An official
Czech website guaranteed by the Ministry of Health provides the statistics and interactive pre-
sentation of the COVID-19 epidemic in the country, as well as time series and cumulative
overviews from its beginning (see Fig 3) [7]. Data are updated on a daily basis from the Infor-
mation System of Infectious Diseases. The tool has been widely used by media, national and
regional authorities, and the general public [15].

122 697

110 000
100 000!
90 000
80 000
70 000
60 000
50 000
40 000
30000
20000

10 000

e ——

0
01.03.2020 04.04.2020 27.04.2020 20.05.2020 13.06.2020 06.07.2020 29.07.2020 21.08.2020 13.09.2020 06.10.2020 29.10.2020 22.11.2020 28.12.2020

Fig 3. The trend profile of the COVID-19 active cases in the Czech Republic.
https://doi.org/10.1371/journal.pone.0267397.9g003
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Scenarios of the epidemic /
course according to the R

Daily number of individuals with
newly detected COVID-19

Dashboard for Integrated Central Crisis Management Team of the Ministry of
Health. The Dashboard [21] is a management tool for the Integrated Central Management
Team providing a real-time analytical overview and data sharing. This tool, along with the
data sources, provides complex analytical reporting for the government of the Czech Republic
and the supporting workgroups and predictive models for mathematical determination of var-
ious scenarios of the epidemic. The application provides the user with the option to simply
change the graph parameters and to show data based on visual filters (regions, districts, dis-
tricts of Prague, age groups, etc.). Access to this application is restricted to the members of the
government, top management of MH and of workgroups participating in the crisis manage-
ment, representatives of the Czech Armed Forces, and other involved institutions.

Predictive models. A simple epidemiological model [22] was based on published dataset
describing current epidemiological situation in the Czech Republic and developed at the Insti-
tute of Health Information and Statistics of the Czech Republic to help decision-makers under-
stand the course of the epidemics (including the estimation of the effective reproduction
number) and to facilitate short-term predictions. The model uses the classical S(E)IR approach
[23] with the following compartments: S (susceptible), I (infected, set of compartments), Ryypa
(subclinical cases), and R (removed, laboratory-confirmed COVID-19 cases). In addition, a
more complex SEIR model was adapted [24] and is being used for the explanation and fore-
casting of the COVID-19 epidemic (see Fig 4).

The use of open data by other bodies. Nowadays, many third-party services are con-
nected directly on selected open data, using a permanent URL address of an API secure token.
All these overviews and summaries are built on the datasets introduced in the section Public
datasets. The Golemio Data Platform [25] is a set of technical tools for integration, storage,
visualisation, and sharing of data managed by experts on municipal data. The Golemio Data
Platform, which is built on the Microsoft Power BI technology, aims to provide quality IT
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Fig 4. Situation in the entire Czech population: Possible scenarios for various values of the reproduction number R.
https://doi.org/10.1371/journal.pone.0267397.9004
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services to the City and District councils in the field of Smart City data processing. Novinky.cz
[26], one of the leading news servers in the Czech Republic, uses the Flourish platform for visu-
alisation of the coronavirus spreading in the individual municipalities and Prague districts.
The same technology is used e.g. by the BBC, Bosch company, or British Council. Another
example of the work with open data is the authenticated map visualisation operated by the
Association of Local Councils of the Czech Republic (website is accessible only for ArcGis-
Members). Through map layers and the ESRI (Environmental Systems Research Institute)
technology, this visualisation clearly depicts the current situation in the municipalities of the
Czech Republic and the social services threatened by the COVID-19 disease. The overview
allows the visualisation of nursing homes and retirement homes in relation to the current
number of COVID-19 cases in the respective municipality.

Statistical overview of the access to the datasets

The datasets are available through an application interface (API) [19] on the platform COVID-
19: An Overview of the Current Situation in the Czech Republic. It is one of the access points to
the datasets provided in the context of the COVID-19 epidemic. The API represents an alter-
native access point to the datasets published in the National Catalogue of Open Data of the
Czech Republic and is optimised for automated data processing. Recently implemented func-
tions include, e.g., the introduction of improved data compression, enabling the use of the
resources by other domains (Cross-Origin Resource Sharing), minification of the datasets,
unification, and standardisation of the attribute names, etc.

Most datasets are provided in the CSV and JSON data formats (including the minified ver-
sion). The open data schema is described in accordance with the best practices of the standard-
ised open data publication.

As of 30 June 2021, a total of 673 registered users were permitted to use the restricted-access
datasets. There were 261 representatives of national, regional and local authorities and crisis
management teams, and 412 users accessing data for predictive modelling. Researchers from
Czech and foreign universities were the most frequent type of users working with data model-
ling (34%), followed by private persons (31%), private companies (17%), public sector and
institutions (10%) and media (8%). The total number of API calls from 30 September 2020 to
30 June 2021 was 861,705; the hospitalised patients being the most popular dataset with
323,004 calls. A total of 56 datasets have already been published on the COVID-19 epidemic,
describing comprehensively the current situation in the Czech Republic (the smallest dataset
“Basic overview” has 4 kB, the largest dataset “Vaccination according to profession” has 3.2
GB). Additional datasets are constantly being prepared in response to new stakeholders” and
users’ requirements and requests.

Discussion

The presented framework covering open data as well as secured datasets has been widely used
by the general public, researchers, public authorities and decision makers. These datasets have
been adopted as an official and guaranteed source for outputs provided by third parties,
including public authorities, non-governmental organisations, researchers and online news
portals.

Existing platforms and information systems can be employed to enhance emergency risk
communication. Information and communication systems should be tailored to users’ needs
and involve local stakeholders to guarantee the flow of information across sectors [27]. From
our perspective, there are several major points in which official and validated national datasets
on COVID-19 epidemic have played a crucial role. They support communication from
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national, regional, and local authorities to the general public, explaining the current situation
and adopted measures. Since the datasets have been used by different types of users (from indi-
vidual data enthusiasts over companies and institutions to the government and mainstream
media), the same information reaches different target populations through various communi-
cation channels. One of the secondary aims of the authors has therefore been setting up a com-
munity interested in processing, analysis and visualisation of health data in order to maximise
the impact of these activities across stakeholders, media, and the general public. Based on our
long-term experience with involved users and stakeholders in the field of health data, we have
identified the following major technical and methodological limitations that complicated the
proper and smooth use of published data: (i) The size of selected data files in combination with
MS Excel tool that do not allow their retrieval and subsequent processing. (ii) A metadata
description in a machine-readable and standardised format that several users have not been
able to find and understand. (iii) Reverse changes in data related to data collection and report-
ing methodology caused distrust and misunderstanding of published information. (iv) The
inability to correctly interpret data by representatives of selected media channels due to their
lack of understanding of data collection methodology and the importance of epidemiological
characteristics.

An extension of existing datasets and the publication of new ones have closely followed the
development of the COVID-19 epidemic, the requirements of national and local authorities
and the interest of the general public—starting with overviews of the epidemic in spring 2020,
over numbers of hospitalisations and availability of intensive care during the autumn 2020
surge, to the progress in vaccination in early 2021. There has been a high demand by media
and data analysts for open datasets on a particular agenda right after its start. The preparation
of a properly structured and, above all, validated dataset always requires an individual assess-
ment. It must be thoroughly assessed what information the dataset contains, including the
level of detail (with respect to the EU General Data Protection Regulation). With any combina-
tion of filters over the individual attributes of the dataset, the number of records found must
be at least 10, otherwise a risk might occur that a specific person would be traceable. The mere
existence of source data is far from being equivalent to publishing a dataset. The complete list-
ing of source databases should always be carefully checked, bearing in mind the subsequent
automation in export, preprocessing, analytic procedures, and the deployment of final publica-
tion scripts. If the above prerequisites are met, the dataset can be fully published as open data.
Some data are included in internal decision-making systems and their publication may be sub-
ject to different processes and approvals. This is often in contradiction with requirements for
an “absolute” openness and building trust of professionals and the general public. In particular,
this was the case of data on the availability of acute care in individual hospitals, or data on the
vaccination process in different types of healthcare providers. Thus, if a publication of any
dataset is planned, its design and preparation should be an integral part of the whole agenda or
process of collection and publication of new data.

Datasets currently published as open data meet the 3-star open data requirements, which
makes them machine-readable and facilitates their further usage without restrictions. This is
essential for making the data more easily understandable and usable for data consumers. Nev-
ertheless, most datasets contain also geographical data, typically used for territorial differentia-
tion. Such data need additional processing or context. Hence, transformation of these datasets
to more complex RDF formats is planned as these formats support/facilitate contextualisation
by linking to existing resources. The current course of the epidemics makes the importance of
such datasets ever more and more apparent and hence, our goal is to proceed to publish 5-star
linked open data in the future versions of the API. This approach will allow us to ensure the
necessary interoperability and thus remove the limitations associated with dataset mapping
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and interconnection. We are moving towards a state where it will be possible to easily inter-
connect different systems at the data layer, which is absolutely crucial for an effective commu-
nication among various web applications.

Personal data processing and ethics are always an important issue in acquisition of health
data based on particular method of publishing and sharing. Each dataset must be individually
proposed, designed, analysed and validated. Moreover it must comply with general regulations
(such as General Data Processing Regulation in EU countries) and national legislation, which
are sometimes in contradiction with requirements for data openness and detailedness. This is
the reason why three different methods of publishing and sharing have been defined. The
mode of publication and legally regulated data availability is clearly defined for each dataset
from the National Health Information System,; in this regard, the law distinguishes among
non-public data, data accessible only to legally defined readers/editors, reference statistical
data for identified purposes and identified applicants, and statistical data published in the
form of open datasets. For example, too detailed information about a person’s sex, age and
place of residence can lead to his/her identification, particularly in small communities. It is
therefore important to consider the proper degree of geographical (region, district, municipal-
ity) and demographic (specific age vs. age group) type of information that is published. Open
data represent the publication of secondarily produced datasets and processed statistics, which
must always comply with the legislation in force.

Based on literature review, documented and shared public health data can help to prevent
catastrophic events. Such data can also help health researchers and, by extension, improve
health status of a city, a state, a nation, or the world at large [28]. In the current COVID-19
pandemic, the need to share and collaborate openly has proved to be more important than per-
sonal careers or organisational goals [29]. The COVID-19 pandemic has made it clear that the
health informatics community agrees with and strongly demands unified frameworks for shar-
ing and exchanging digital epidemiological data and, accordingly with data protection regula-
tions, facilitating the flow of information between health workers, stakeholders, policy makers
and the public. The demand for digital data sharing has also raised some crucial points of dis-
cussion [30]. Nowadays, many country-specific open data guidelines have been created (e.g. in
the United States [31] or Canada [32]). The publication of data in the Czech healthcare sector
as an integral part of building e-government—and ensuring the necessary interoperability
across the European Union—is based on methodological recommendations under the guaran-
tee of the Department of the Chief Architect of eGovernment of the Ministry of the Interior of
the Czech Republic. Specifically, this includes the strategic framework Czech Republic 2030,
the action plan for Society 4.0 and the legal regulation of open data in the form of Act No. 106/
1999 Coll., on free access to information [33]. In accordance with the strategic document EU
implementation of the G8 Open Data Charter [34], essential datasets with maximum informa-
tion added value for users at national and EU level are identified and subsequently published
with the aim of prospective linking with the EU Open Data Portal. As part of a long-term effort
to publish not only COVID-19 data, internationally valid recommendations such as the FAIR
principles [35], which stress various preconditions for data sharing and emphasise the meth-
odological and transparency requirements in reporting scientific research into the domain of
data stewardship [36], are being considered.

Data sharing is one of the pillars of scientific progress, and cooperation between different
countries and cultures is the fastest way to accumulate valuable knowledge and face challenges
such as the current pandemic [37]. In conjunction with the strategy of the MH in the field of
data opening, additional datasets meeting the already implemented standards will be also
released, both on COVID-19 related and unrelated topics. The Ministry and its subsidiary
organisations possess an immense amount of data in the National Health Information System,
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which contains long-term records in tens of registries. The plan is to gradually make data of
these registries available over the next few years by automated publishing of selected open
datasets that will go through the full life-cycle of the dataset according to the given methodol-
ogy (see section Methods).
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