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Abstract

We report on the results of a Covid-19 contact tracing app measurement study carried out

on a standard design of European commuter tram. Our measurements indicate that in the

tram there is little correlation between Bluetooth received signal strength and distance

between handsets. We applied the detection rules used by the Italian, Swiss and German

apps to our measurement data and also characterised the impact on performance of

changes in the parameters used in these detection rules. We find that the Swiss and Ger-

man detection rules trigger no exposure notifications on our data, while the Italian detection

rule generates a true positive rate of 50% and a false positive rate of 50%. Our analysis indi-

cates that the performance of such detection rules is similar to that of triggering notifications

by randomly selecting from the participants in our experiments, regardless of proximity.

1 Introduction

There is currently a great deal of interest in the use of mobile apps to facilitate Covid-19 con-

tact tracing, see e.g. [1–3]. The basic idea of a contact tracing app is that if two people carrying

mobile handsets installed with the app spend significant time in close proximity to one another

(e.g. spending 15 minutes within 2 metres) then the apps on their handsets will both record

this contact event.

Contact tracing apps based on the Google/Apple Exposure Notification (GAEN) API [4]

are currently being rolled out across Europe, with apps already deployed in Italy, Switzerland

and Germany. These apps use Bluetooth received signal strength to estimate proximity and

will likely be used as an adjunct to existing manual contact tracing and test systems. Existing

manual systems can usually readily identify the people with whom an infected person share

accommodation and with work colleagues with whom the infected person is in regular contact.

More difficult is to identify people travelling on public transport with whom an infected per-

son has been in contact, since the identities of these people are usually not known to the

infected person and are generally not otherwise recorded. Public transport is therefore poten-

tially an important use case where effective contact tracing apps may be of significant assis-

tance in infection control.
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We report on the results of a Covid-19 contact tracing app measurement study carried out

on a commuter tram. The tram is of a standard design widely used in Europe. Measurements

were collected between 108 pairs of handset locations and are publicly available [5].

In summary, our measurements indicate that in the tram there is little correlation between

received signal strength and distance between handsets. Similar ranges of signal strength are

observed both between handsets which are less than 2m apart and handsets which are greater

than 2m apart (including when handsets are up to 5m apart). This is likely due to reflections

from the metal walls, floor and ceiling within the tram, metal being known to be a strong

reflector of radio signals [6, 7], and is coherent with the behaviour observed on a commuter

bus [8].

We applied the detection rules used by the Italian, Swiss and German contact tracing apps

to our measurement data and also characterised the impact on performance of changes in the

parameters used in these detection rules. We find that the Swiss and German detection rules

trigger no exposure notifications, despite around half of the pairs of handsets in our data being

less than 2m apart. The Italian detection rule has a true positive rate (i.e. correct detections of

handsets less than 2m apart) of around 50%. However, it also has a false positive rate of around

50% i.e. it incorrectly triggers exposure notifications for around 50% of the handsets which are

greater than 2m apart. This performance is similar to that of triggering notifications by ran-

domly selecting from the participants in our experiments, regardless of proximity.

We observe that changing the people holding a pair of handsets, with the location of the

handsets otherwise remaining unchanged, can cause variations of ±10dB in the attenuation

level reported by the GAEN API. This is pertinent because this level of “noise” is large enough

to potrentially have a substantial impact on proximity detection.

2 Methodology

2.1 Ethical approval

The experimental protocol was reviewed and approved by the Ethics Committee of the School

of Computer Science and Statistics, Trinity College Dublin. The ethics application reference

number is 20200503. Oral consent was obtained from participants.

2.2 Experimental protocol

Our experimental measurements were collected on a standard light-rail tram carriage used to

carry commuters in Dublin, Ireland, see Fig 1(a). We recruited seven participants and gave

each of them Google Pixel 2 handsets. We asked them to sit in the relative positions shown in

Fig 1(b). This positioning aims to mimic passengers respecting the relaxed social distancing

rules likely during easing of lockdown and with the distances between participants including a

range of values < 2m and a range of values> 2m, see Fig 2. Each experiment is 15 minutes

duration giving around 3 scans by the GAEN API when scans are made every 4 mins (per mea-

surements reported in [9]). A Wifi hotspot was set up on the tram and the participants were

asked to hold the handset in their hand and use it for normal commuter activities such as

browsing the internet.

After the first experiment was carried out participants were then asked to switch seats (they

chose seats themselves) and a second 15 minute experiment run. After the second experiment

participants were again asked to change seats for the third 15 minute experiment and, in addi-

tion, two participants were asked to place their handsets in their left trouser pocket (in an ori-

entation of their choice).

Each handset had the GAEN API and a modified version of the Google exemplar Exposure

Notification app [10] installed, and was registered to a gmail user included on the Google
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GAEN whitelist so as to allow use of the GAEN API by the Exposure Notification app. Each

handset also had a GAENAdvertiser app developed by the authors installed. This app imple-

ments the transmitter side of the GAEN API and allowed us to control the TEK used and also

to start/stop the broadcasting of Bluetooth LE beacons.

At the start of each 15 minute experiment participants were asked to configure the GAE-

NAdvertiser app with a new TEK and then to instruct the app to start broadcasting GAEN bea-

cons. At the end of the experiment the GAENAdvertiser stopped broadcasting beacons. In this

way a unique TEK is associated with each handset in each experiment, and these can be used

to query GAEN API to obtain separate exposure information reports for each handset in each

experiment.

Following all three experiments the handsets were collected, the TEKs used by each handset

extracted and the GAEN API on each then queried for exposure information relating to the

TEKs of the other handsets. In total, therefore, from these experiments we collected GAEN

Fig 1. (a) Tram on which measurements were collected. (b) Relative positions of participants during tests.

https://doi.org/10.1371/journal.pone.0239943.g001

Fig 2. Distribution of distances between participants in experiments.

https://doi.org/10.1371/journal.pone.0239943.g002
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API reports on Bluetooth LE beacon transmissions between 108 pairs of handset locations.

This measurement data is publicly available [5].

To provide baseline data on the radio propagation environment we also used the standard

Android Bluetooth LE scanner API to collect measurements of RSSI as the distance was varied

between two Google Pixel 2 handsets placed at a height of approximately 0.5m (about the same

height as the tram seating) in the centre aisle of the tram carriage.

2.3 Hardware & software used

We used Google Pixel 2 handsets running GAEN API version 202512001 As reported in the

Settings-COVID 19 Notifications handset display, which includes a major update by Google

issued on 13th June 2020.

We used a version of the Google exemplar Exposure Notification app modified to allow us

to query the GAEN API over USB using a python script (the source code for the modified app

is available on github [10]).

In addition we also wrote our own GAENAdvertiser app that implements the Bluetooth LE

transmitter side of the GAEN API [4]. GAENAdvertiser allows us to control the TEK, and in

particular reset it to a new value at the start of each experiment. In effect, resetting the TEK

makes the handset appear as a new device from the point of view of the GAEN API, and so this

allows us to easily collect clean data (the GAEN API otherwise only resets the TEK on a hand-

set once per day). We carried out extensive tests running GAENAdvertiser and the GAEN API

on the same device to confirm that under a wide range of conditions the responses of the

GAEN API on a second receiver handset were the same for beacons from GAENAdvertiser

and the GAEN API, see [9] for further details. Subsequent to our measurement study Google

has now published the code for the transmitter side implementation and details of the receiver

side attenuation calculation [11, 12]. These also confirm that the GAENAdvertiser implemen-

tation is essentially identical to the Google transmitter-side implementation.

GAENAdvertiser is open source and can be obtained by contacting the authors (we have

not made it publicly available, however, since it can be used to facilitate a known replay attack

against the GAEN API [13]).

2.4 GAEN use of Bluetooth for proximity detection

The basic idea of a contact tracing app is that if two people carrying mobile handsets installed

with the app spend significant time in close proximity to one another (e.g. spending 15 min-

utes within 2 metres) then the apps on their handsets will both record this contact event. If,

subsequently, one of these people is diagnosed with Covid-19 then the contact events logged

on that person’s handset in the recent past, e.g. over the last two weeks, are used to identify

people who have been in close contact with the infected person. These people might then be

made aware of the contact and advised to self-isolate or take other appropriate precautions.

For this approach to be effective it is, of course, necessary that the app can accurately detect

contact events.

The GAEN API uses Bluetooth LE wireless technology as the means for detecting contact

events. Bluetooth LE devices can be configured to transmit beacons at regular intervals. To dis-

tinguish between beacons sent by different handsets each handset running GAEN generates

a random Temporary Exposure Key (TEK) once a day. This TEK is then used to generate a

sequence of Rolling Proximity Identifiers (RPIs), approximately one for each 10 minute interval

during the day (so around 144 RPIs are generated). The GAEN system running on a handset

transmits beacons roughly every 250ms. Each beacon contains the current RPI value. Approxi-

mately every 10 minutes the beacons are updated to transmit the next RPI value. By constantly
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changing the content of beacons in this way the privacy of the system is improved. In addition

to the RPI each beacon also carries encrypted metadata containing the wireless transmit

power level used. Although beacons are emitted roughly every 250ms, on the receiving side,

devices only scan for beacons roughly every 4 minutes [9].

The basic idea is that the signal strength with which a beacon is received provides a

rough measure of the distance between transmitter and receiver. Namely, when the received

signal strength is sufficiently high then this may indicate a contact event and, conversely,

when the received signal strength is sufficiently low then this may indicate that the handsets

are not in close proximity. This is based on the fact that in general the radio signal gets

weaker as it travels further since the transmit power is spread over a greater area. However,

many complex effects can be superimposed upon this basic behaviour. In particular, obsta-

cles lying on the path between the transmitter and receiver (furniture, walls etc) can absorb

and/or reflect the radio signal and cause it to be received with higher or lower signal

strength. A person’s body also absorbs radio signals in the 2.4 GHz band used by Bluetooth

LE and so the received signal strength can be substantially reduced if their body lies on the

path between the transmitter and receiver. The relative orientation of two handsets can

strongly affect the received signal strength owing to way antennae are packaged within the

handset body. In indoor environments walls, floors and ceilings can reflect radio signals

even when they are not on the direct path between transmitter and receiver, and so increase

or decrease the received signal strength. See, for example, [14] for measurements illustrating

such effects in real environments.

2.5 Querying the GAEN API

The GAEN system presents an interface to health authority apps This interface allows these

apps to submit a request that includes an Exposure Configuration data structure to the GAEN

system [4]. The Exposure Configuration data structure allows specification of the TEK to be

queried, the start time and duration of the interval of interest (specified in 10 minute intervals

since 1st Jan 1970) and a low and high attenuation threshold (specified in dB). The GAEN sys-

tem responds with one or more Exposure Information data structures that report an exposure

duration (field durationMinutes) and an array with three atttenuation duration values, giving

the duration (in minutes) that the attenuation level is below the low threshold, the duration

the attenuation level is between the low and high thresholds and the duration above the high

threshold. It is also possible to query for an Exposure Summary response, but we did not make

use of this since the relevant information that this contains can be derived from the Exposure

Information reports.

For each TEK and time interval we made repeated queries to the GAEN API holding the

low threshold constant at 48dB and varying the high threshold from 49dB to 100dB (in 1dB

steps up to 80dB, then in 5dB steps since noise tends to be higher at higher attenuation levels).

By differencing this sequence of reports we can infer the attenuation duration at each individ-

ual attenuation level from 48dB through to 100dB.

At the time of our meaurement study the GAEN documentation did not precisely state how

the attenuation level is calculated, nor did it give details as to how the attenuation duration is

calculated. The analysis in [9], indicated the attenuation level is calculated as PTX − PRX, where

PTX is the transmit power level sent in the beacon metadata and PRX is given by a filtered RSSI

For Google Pixel 2 handsets (and others) the RSSI is recorded only from beacons transmitted

on one of the three radio channels used by Bluetooth LE for transmitting beacons, see [9].

measurements plus a calibration offset. Google has subsequently published documentation

[12] that confirms this.
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For the Google Pixel 2 handsets and GAEN API version 202512001 used in our experiments

PTX is -31dB and the calibration offset is -6dB. Google supplied us with the calibration and off-

set values used for all handset models in GAEN version 202512001 and we have posted these

in our online study archive [5]. Note that we observed that the noise floor (the RSSI below

which beacons can no longer be reliably decoded) is around -100dB in a Pixel 2, giving a maxi-

mum measureable attenuation of around 75dB i.e. above this attenuation level beacons are

generally not decoded successfully and so no RSSI values are reported by Bluetooth scans.

3 Results

3.1 Attenuation vs Distance

Fig 3(a) plots the attenuation measured between two handsets placed at seat height in the aisle

of the tram as the distance between them is varied. These measurements were taken using the

standard Android Bluetooth LE scanner API (rather than the GAEN API). This scanner API

reports an RSSI value for each received beacon. Following [9] updated to reflect GAEN calibra-

tion changes pushed by Google on 13th June 2020, for the Google Pixel 2 handsets used in our

experiments we map from RSSI to attenuation level using the formula -31-(RSSI-6) dB.

It can be seen that the attenuation initially increases as the distance is increased from 0.5m

to 1.5m, as might be expected. But thereafter the attenuation level stays roughly constant with

increasing distance out to 2.5m. There is then a sharp rise in the attenuation at 3m. This corre-

sponds to the end of a group of seats and the start of a flexible joint between two carriages. As

the distance is increased further it can be seen that the attenuation starts to fall. The attenua-

tion is around 52dB at 1.5m and around 60dB at 4m.

The baseline measurements in Fig 3 indicate that the radio attenuation within the tram

does not simply increase with the distance between handsets. This is similar to the behaviour

observed in previous GAEN measurements taken on a bus [8], and is of course pertinent to

the use of attenuation level as a proxy for distance. Although further measurements are needed

to confirm this, it seems likely that this effect is due to reflections from the tram walls, ceiling

and floor, all of which are made of metal and highly reflective at the Bluetooth radio frequency.

Fig 3. (a) Measurements of attenuation between two handsets as the distance between them is varied along the centre

aisle in the tram carriage, (b) shows the setup used. The vertical dashed lines indicate when the distance between the

handsets was changed, starting at 0.5m and then increasing by 0.5m at each step. The solid horizontal lines indicate the

mean attenuation level at each distance. Measurements taken using the standard Android Bluetooth LE scanner API.

https://doi.org/10.1371/journal.pone.0239943.g003
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3.2 Attenuation between passengers

The full attenuation duration data reported by GAEN API is given in the Appendix and is pub-

licly available online [5]. In this section we analyse two aspects of this data: (i) the relationship,

if any, between attenuation level and distance between handsets and (ii) the magnitude of the

variations in the attenuation level induced by differences in the way participants hold their

handsets.

3.3 Trend with distance

Fig 4 plots the mean attenuation level vs the distance between participants in the three tests.

The mean is calculated by weighting each attenuation level by the duration at that level

reported by the GAEN API and then summing over all attenuation levels. It can be seen that

there is no clear trend in the mean attenuation level as the distance changes, with similar

ranges of attenuation levels observed at all distances, except perhaps for distances below 1m

where the attenuation level is more tightly clustered.

The GAEN API records the duration at each attenuation, and so effectively the full distribu-

tion of attenuation levels rather than just the mean. Fig 5 plots the sum-duration that the mea-

sured attenuation level is below 55dB, 63dB, 68dB and 73dB. For each pair of handsets these

values are the rescaled empirical CDF of the attenuation level evaluated at the specified values.

Recall that a typical definition of a proximity event is spending 15 minutes or more at a dis-

tance of 2m or less apart. We have therefore indicated the 2m distance with a vertical line in

Fig 5, and attenuation durations greater than 15 minutes by the shaded areas.

For reliable detection of proximity events what one might like is that for an appropriate

choice of threshold value the attenuation levels lie within the shaded area when the distance is

less than 2m and outside the shaded area when the distance is greater than 2m. Unfortunately

we do not see such behaviour in Fig 5. Instead, consistent with Fig 4 we see no consistent trend

between attenuation duration and distance below/above 2m.

Fig 4. Mean attenuation level vs distance between handsets.

https://doi.org/10.1371/journal.pone.0239943.g004
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3.4 Magnitude of inter-test variations

Between each of the three experiments the participants switch seats. The seat positions them-

selves remain the same, only the person sitting in the seat changes, allowing us to see the

impact of differences in the way that each participant uses their handset. For beacons transmit-

ted from each seat position Fig 6 shows the mean attenuation level observed at the other seat

positions (see the Appendix for the full attenuation duration data). The attenuation level

observed in test 1 is plotted vs the attenuation level observed in test 2. It can be seen that the

points are clustered around the 45˚ line, but variations of ±10dB between the two tests are

common. Since the seating locations and environment within the tram are the same between

experiments, participants have similar build and height and use the same model of handset,

these variations can be attributed to differences in the way each particpant holds their handset

and/or changes between tests in the way the same particpant holds their handset. Such sub-

stantial variations in attenuation level are obviously pertinent to the use of attenuation level for

proximity detection.

3.5 Exposure notification true/false positive detection rate

The GAEN API is intended for use by health authority Covid-19 contact tracing apps [4].

When a person is found to be infected with Covid-19 the TEKs from their handset are

uploaded to a central server. The health authority app on another person’s handset can then

Fig 5. Sum-duration that the measured attenuation level is below 55dB, 63dB, 68dB and 73dB vs distance between

handsets. The shading marks the area where the sum-duration exceeds 15 minutes.

https://doi.org/10.1371/journal.pone.0239943.g005
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download these TEKs, and use them to compare against the set of beacons received by the

handset. If there is a match, the attenuation duration values reported by the GAEN API can

then be used to estimate the risk of infection and trigger an exposure notification is this risk is

sufficiently high.

A typical requirement is for a person to have spent at least 15 minutes within 2m of the

infected person in order to trigger an exposure notification. The mapping from GAEN attenu-

ation durations to exposure notification is therefore largely based on use of attenuation level as

a proxy for proximity between handsets.

3.5.1 Swiss & German exposure notification rules. Switzerland deployed a Covid-19

contact tracing app based on the GAEN API on 26 May 2020 [15]. The documentation for this

app states that it queries the GAEN API with low and high attenuation thresholds of t1 = 50dB

and t2 = 55dB and then bases exposure notifications on the quantity ES = B1 + 0.5B2, where

B1 is the attenuation duration below 50dB reported by the GAEN API and B2 is the attenua-

tion duration between 50dB and t2 [16]. An exposure notification is triggered when ES is

greater than 15 mins, see Table 1.

Germany deployed a Covid-19 contact tracing app based on the GAEN API on 15 June

2020 [17]. The app is open source. By inspecting the documentation and code, and querying

the server API to obtain the app configuration settings This means that the app configuration

Fig 6. Mean attenuation level in test 2 vs test 1 for the same seat position. The legend indicates the seat index of the

transmitting handset, see Fig 1(b) for the location. The solid line is the 45˚ line and the dashed lines the ±10dB lines

about this.

https://doi.org/10.1371/journal.pone.0239943.g006

Table 1. Summary of detection rules studied. B1 is the the attenuation duration below threshold t1, B2 is the attenua-

tion duration between t1 and t2, B3 is the attenuation duration below t2.

App Detection Rule Parameter Values

Swiss App B1 + 0.5B2 > 15 mins t1 = 50db, t2 = 55dB

German App B1 + 0.5B2 > 10 mins t1 = 55db, t2 = 63dB

Italian App B3 > 15 mins t2 = 73dB

https://doi.org/10.1371/journal.pone.0239943.t001
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can be dynamically updated. We downloaded the detection settings from the server on 21 June

2020 and they are included in the study data repository [5], we determined that the German

app follows an approach similar to the Swiss app for triggering an exposure notification, but

uses values t1 = 55dB and t2 = 63dB and an exposure duration on 10 minutes.

We applied the Swiss and German exposure notification rules to the tram dataset. Fig 7(a)

plots the true and false positive rates for t1 = 50dB and as t2 is varied from 55dB upwards and

the ES threshold varied from 10 minutes to 15 mins. The mean rates are shown with one stan-

dard deviation indicated by the error bars. The mean and standard deviation are obtained by a

standard bootstrapping approach The dataset was resampled with replacement n = 1000 times,

the exposure notification percentage calculated for each sample and then the mean and stan-

dard deviation of these n estimates calculated. We selected n by calculating the mean and stan-

dard deviation vs n and selecting a value large enough that these were convergent. Fig 7(b)

plots the true and false positive rates when t1 = 55dB.

It can be seen from Fig 7(a) that selecting t1 = 50dB and t2 = 55dB (the values used in the

Swiss app) yields no positive detections, despite approximately 50% of the handset pairs in the

tram dataset being within a 2m distance of one another. Increasing t2 to 62dB and above yields

a small increase in detection rate, with true and false detection rates roughly equal (we com-

ment further on the implications of this below).

It can be seen from Fig 7(b) that selecting t1 = 55dB and t2 = 63dB (the values used in the

German app) there are are no detections when the threshold for ES is 15 minutes but when a

threshold of 10 minutes is used, as in the app, then the true and false positive detection rates

both rise to 9%. Increasing t2 does not increase these detection rates.

3.5.2 Italian exposure notification rule. Italy deployed a Covid-19 contact tracing app

based on the GAEN API on 1 June 2020 [18, 19]. The app is open source. By inspecting the

documentation and code, and querying the server API to obtain the app configuration settings

We downloaded the detection settings from the Italian app server on 21 June 2020 and they

are included in the study data repository [5], we determined that the app follows a different

approach to the Swiss and German apps, triggering an exposure notification whenever the

attenuation duration is above threshold t2 = 73dB i.e. without the weighting of 0.5 used in the

Swiss and German exposure notification rules.

Fig 7. Exposure notification true and false positive rates when the threshold strategy used in the Swiss and

German contact tracing apps is applied to the GAEN tram dataset. Data is shown vs attenuation level and duration

thresholds, solid lines indicate true positive rates and dashed lines the corresponding false negative rates.

https://doi.org/10.1371/journal.pone.0239943.g007
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We applied this exposure notification rule to the tram dataset. Fig 8(a) plots the true and

false positive rates as threshold t2 is varied from 55dB upwards and the threshold for ES is var-

ied from 10 minutes to 15 mins. For t2 = 73dB the true and false positive detection rates are

both around 50% when the threshold for ES is 15 minutes, rising to 80% when the threshold

for ES is reduced to 10 minutes. As noted in Section 2.5, with the calibration values used in the

GAEN API the maximum observable attenuation level with Google Pixel 2 handsets is around

75dB (above this level beacons are generally no longer successfully received). Selecting

t2 = 73dB therefore means that almost the full range of possible attenuation levels will trigger

an exposure notfication. High detection rates are therefore unsurprising, but the detection has

little discrimination and essentially would trigger exposure notifications for all participants in

our tests regardless of proximity.

Fig 8(a) also shows the true and false positive detection rates for other choices of threshold

t2. While the detection rates are generally substantially higher than with the Swiss and Ger-

man detection rules, it can be seen that the false positive rate increases almost exactly in line

with the true positive rate. This can be seen more clearly when this data is replotted in ROC

format, see Fig 8(b). It can be seen that the true vs false positive curve lies close to the 45˚ line

(to avoid clutter we do not plot the error bars from Fig 8(a) on Fig 8(b) but the small devia-

tion from the 45˚ line is not statistically significant.). That is, the detection performance is

poor, and comparable to simply selecting from participants at random when making expo-

sure notifications.

4 Discussion

A limitation of this study is that it is confined to handsets using the Android operating system.

The GAEN API is also implemented on Apple iOS devices, but Apple have severely limited the

ability of testers to make measurements (each handset is limited to querying the GAEN API a

maximum of 15 times a day, and Apple has no whitelisting process to relax this constraint.

Fig 8. Exposure notification true and false positive rates when a simple threshold strategy is applied to the GAEN tram

dataset. (a) True and false positive rates vs attenuation level and duration thresholds, solid lines indicate true positive rates and

dashed lines the corresponding false negative rates (the Immuni app uses a 73dB threshold). (b) ROC plot corresponding to mean

rates in (a), dashed line indicates 45˚ line.

https://doi.org/10.1371/journal.pone.0239943.g008
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Our measurement approach uses 34 queries to extract fine-grained attenuation data per pair

of handset locations.

We equipped participants with the same model of handset in order to remove this as a

source of variability in the data and instead focus on variability caused by the radio environ-

ment and the way that people hold their handsets. Google and Apple are currently undertaking

a measurement campaign to select calibration values within the GAEN API with the aim of

compensating for differences between handset models. We therefore expect that our measure-

ments should also be applicable to a range of handsets, although this remains to be confirmed.

With regard to calibration, we note that Bluetooth received signal strength is affected by

several factors including (i) differences between different models/makes of handset, (ii) fluctu-

ations in the relative orientation of handsets (even small changes can have a large impact), (iii)

absorption by human bodies (especially when phone is in a pocket), bags etc, (iv) radio wave

reflection from walls, floors, furniture. See [14] for measurements highlighing the potential for

significant impact of these factors. Calibration may mitigate (i), although this remains unclear

at present and variations between handsets might be expected to degrade performance com-

pared to our measurements, but not (ii)-(iv).

In both the tram measurements reported here and previous measurements in a commuter

bus [8] only a weak correlation between received signal strength and distance between hand-

sets is observed. A direct comparison of detection accuracy in these two datasets is unfortu-

nately not possible since in the bus measurements all pairs of handsets were within 2m of one

another and so only the rate of false negatives can be evaluated.

5 Conclusion

We report on the results of a Covid-19 contact tracing measurement study carried out on a

commuter tram in Dublin, Ireland. Our measurements indicate that in the tram there is little

correlation between received signal strength and distance between handsets. We applied the

detection rules used by the Italian, Swiss and German apps to our measurement data and also

characterised the impact on performance of changes in the parameters used in these detection

rules. We find that the Swiss and German detection rules trigger no exposure notifications on

our data, while the Italian detection rule generates a true positive rate of 50% and a false posi-

tive rate of 50%. Our analysis indicates that the performance of such detection rules is similar

to that of triggering notifications by randomly selecting from the participants in our experi-

ments, regardless of proximity.

Appendix

Data presentation format

We present the full attenuation duration data using a coloured heatmap. We split the range of

attenuation values into 2dB bins, i.e. 70-72dB, 72-74dB and so on, up to 80dB when 5dB bins

are thereafter used since the data is noisier at these low signal levels. Within each bin the colour

indicates the percentage of the total duration reported by the GAEN API that was spent in that

bin, e.g bright green indicates that more than 90% of the time was spent in that bin. The map-

ping from colours to percentages is shown on the righthand side of the plot. Bins with no

entries (i.e. with duration zero) are left blank. Where appropriate we also include a solid line in

plots that indicates the average attenuation level at each transmit power level (the average is

calculated by weighting each attenuation level by the duration at that level and then summing

over all attenuation levels).

For example, in Fig 9(a) the left-hand heatmap shows the attenuation durations measured

between participants 1 and 4. The attenuation spends around 60% of its time in the 74-76dB
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bin, with the rest of the time roughly evenly split between 62-64dB, 66-68dB, 70-72dB. The

weighted average attenuation is 70dB.

Measurement data

Figs 9–11 plot the exposure information between each pair of handsets reported by the

GAEN API for each of the three experiments. To assist with interpreting the plots the

reports in each plot are ordered by increasing distance between the pairs of participants (see

Fig 1(a)). No data is shown when no beacons were received between a pair of handsets, e.g.

between particpants 2 and 3 in Fig 9(b) and 9(c). It can be seen that occasionally there is an

increasing trend in attenuation, for example see Figs 9(c) and 11(c), but this is infrequent.

Fig 9. Attenuation durations reported by GAEN API on completion of the first test. Pairs indicated on x-axis in

each plot are ordered by increasing distance.

https://doi.org/10.1371/journal.pone.0239943.g009
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Occasionally there is a decreasing trend in attenuation, for example see Figs 9(e) and 11(d).

Overall, however no consistent trend is evident in the change in attenuation level with

increasing distance.

In Fig 11 participants 1 and 3 place their handsets in their left trouser pocket rather than

their hand. Intuitively, one might expect this change to increase the attenuation level since the

particpants body is now more likely to affect transmission and reception of radio signals. How-

ever, comparing Fig 11(a) and 11(c) with Figs 9 and 10 it can be seen that this change does not

cause any consistent change in the observed attenuation level. For example, comparing Figs 11

(a) and 10(a) the attenuation level between participants 1 and 5 decreases from test 2 to test 3,

while the attenuation level between participants 1 and 3 increases.

Fig 10. Attenuation durations reported by GAEN API on completion of the second test (with the same

participants as in the first test, but with their seating positions swapped about). Pairs indicated on x-axis in each

plot are ordered by increasing distance.

https://doi.org/10.1371/journal.pone.0239943.g010

PLOS ONE Evaluation of GAEN API for proximity detection in a light-rail tram

PLOS ONE | https://doi.org/10.1371/journal.pone.0239943 September 30, 2020 14 / 16

https://doi.org/10.1371/journal.pone.0239943.g010
https://doi.org/10.1371/journal.pone.0239943


Acknowledgments

The authors would like to extend their thanks to the Irish Health & Safety Executive (HSE) for

arranging with Google for us to have whitelisted access to the GAEN API, and to Transdev

Dublin Light Rail for kindly providing access to one of their trams. We emphasise that any

views expressed in this report are the authors own, and may not be shared by the HSE, Trans-

dev or Trinity College Dublin.

Author Contributions

Conceptualization: Douglas J. Leith, Stephen Farrell.

Fig 11. Attenuation durations reported by GAEN API on completion of the third test (with the same participants

as in the first test, but with their seating positions swapped about and participants 1 and 3 with handsets in their

trouser pocket rather than their hand). Pairs indicated on x-axis in each plot are ordered by increasing distance.

https://doi.org/10.1371/journal.pone.0239943.g011

PLOS ONE Evaluation of GAEN API for proximity detection in a light-rail tram

PLOS ONE | https://doi.org/10.1371/journal.pone.0239943 September 30, 2020 15 / 16

https://doi.org/10.1371/journal.pone.0239943.g011
https://doi.org/10.1371/journal.pone.0239943


Investigation: Douglas J. Leith, Stephen Farrell.

Methodology: Douglas J. Leith.

Validation: Stephen Farrell.

Writing – original draft: Douglas J. Leith.

Writing – review & editing: Douglas J. Leith, Stephen Farrell.

References
1. Ferretti L, Wymant C, Kendall M, Zhao L, Nurtay A, Abeler-Dörner L, et al. Quantifying SARS-CoV-2

transmission suggests epidemic control with digital contact tracing. Science. 2020. https://doi.org/10.

1126/science.abb6936 PMID: 32234805

2. Irish Times. EU urges vigilance to avoid coronavirus second wave; 17 May 2020. Available from:

https://www.irishtimes.com/news/world/europe/eu-urges-vigilance-to-avoid-coronavirus-second-wave-

1.4255632.

3. Apple and Google partner on COVID-19 contact tracing technology; 10 April, 2020. Available from:

https://www.apple.com/newsroom/2020/04/apple-and-google-partner-on-covid-19-contact-tracing-

technology/.

4. Exposure Notifications: Android API Documentation; accessed 6 June 2020. Available from: https://

static.googleusercontent.com/media/www.google.com/en//covid19/exposurenotifications/pdfs/

Android-Exposure-Notification-API-documentation-v1.3.2.pdf.

5. Leith DJ, Farrell S. Dublin Luas Tram GAEN Attenuation Durations Dataset; 23 June 2020. Available

from: https://github.com/doug-leith/dublintram_gaen_dataset.

6. Kita N, Ito T, Yokoyama S, Tseng M, Sagawa Y, Ogasawara M, et al. Experimental study of propagation

characteristics for wireless communications in high-speed train cars. In: 2009 3rd European Conference

on Antennas and Propagation; 2009. p. 897–901.

7. Zhang L, Moreno J, Briso C. Experimental characterisation and modelling of intra-car communications

inside highspeed trains. IET Microwaves, Antennas and Propagation. 2019; 13(8):1060–1064. https://

doi.org/10.1049/iet-map.2018.6132

8. Leith DJ, Farrell S. Measurement-Based Evaluation Of Google/Apple Exposure Notification API For

Proximity Detection In A Commuter Bus; 15 June 2020. Available from: https://www.scss.tcd.ie/Doug.

Leith/pubs/bus.pdf.

9. Leith DJ, Farrell S. GAEN Due Diligence: Verifying The Google/Apple Covid Exposure Notification API.

In: CoronaDef21, Proceedings of NDSS ‘21; 2021. Available from: https://www.scss.tcd.ie/Doug.Leith/

pubs/gaen_verification.pdf.

10. Leith DJ, Farrell S. Modified Exposure Notification App; 9 June 2020. Available from: https://github.

com/doug-leith/BLEapp.

11. Google API For Exposure Notifications: Source Code Snippets; accessed 8 Aug 2020. Available from:

https://github.com/google/exposure-notifications-internals.

12. Google API For Exposure Notifications: Exposure Notifications BLE attenuations; accessed 8 Aug

2020. Available from: https://developers.google.com/android/exposure-notifications/ble-attenuation-

overview.

13. Farrell S, Leith DJ. A Coronavirus Contact Tracing App Replay Attack with Estimated Amplification Fac-

tors; 19 May 2020. Available from: https://down.dsg.cs.tcd.ie/tact/replay.pdf.

14. Leith DJ, Farrell S. Coronavirus Contact Tracing: Evaluating The Potential Of Using Bluetooth Received

Signal Strength For Proximity Detection. ACM Computer Communication Review. 2020; 50(4).

15. BBC News. Coronavirus: First Google/Apple-based contact-tracing app launched; Accessed 14 June

2020. Available from: https://www.bbc.com/news/technology-52807635f.

16. DP-3T Team. DP-3T Exposure Score Calculation Summary; Accessed 14 June 2020. Available from:

https://github.com/DP-3T/documents/blob/master/DP3T%20-%20Exposure%20Score%20Calculation.

pdf.

17. Corona-Warn-App Open Source Project; accessed 23 June 2020. Available from: https://www.

coronawarn.app/en/.

18. Immuni App Web Site; accessed 23 June 2020. Available from: https://www.immuni.italia.it/.

19. Immuni Apple Store Version History; accessed 23 June 2020. Available from: https://apps.apple.com/

us/app/immuni/id1513940977/.

PLOS ONE Evaluation of GAEN API for proximity detection in a light-rail tram

PLOS ONE | https://doi.org/10.1371/journal.pone.0239943 September 30, 2020 16 / 16

https://doi.org/10.1126/science.abb6936
https://doi.org/10.1126/science.abb6936
http://www.ncbi.nlm.nih.gov/pubmed/32234805
https://www.irishtimes.com/news/world/europe/eu-urges-vigilance-to-avoid-coronavirus-second-wave-1.4255632
https://www.irishtimes.com/news/world/europe/eu-urges-vigilance-to-avoid-coronavirus-second-wave-1.4255632
https://www.apple.com/newsroom/2020/04/apple-and-google-partner-on-covid-19-contact-tracing-technology/
https://www.apple.com/newsroom/2020/04/apple-and-google-partner-on-covid-19-contact-tracing-technology/
https://static.googleusercontent.com/media/www.google.com/en//covid19/exposurenotifications/pdfs/Android-Exposure-Notification-API-documentation-v1.3.2.pdf
https://static.googleusercontent.com/media/www.google.com/en//covid19/exposurenotifications/pdfs/Android-Exposure-Notification-API-documentation-v1.3.2.pdf
https://static.googleusercontent.com/media/www.google.com/en//covid19/exposurenotifications/pdfs/Android-Exposure-Notification-API-documentation-v1.3.2.pdf
https://github.com/doug-leith/dublintram_gaen_dataset
https://doi.org/10.1049/iet-map.2018.6132
https://doi.org/10.1049/iet-map.2018.6132
https://www.scss.tcd.ie/Doug.Leith/pubs/bus.pdf
https://www.scss.tcd.ie/Doug.Leith/pubs/bus.pdf
https://www.scss.tcd.ie/Doug.Leith/pubs/gaen_verification.pdf
https://www.scss.tcd.ie/Doug.Leith/pubs/gaen_verification.pdf
https://github.com/doug-leith/BLEapp
https://github.com/doug-leith/BLEapp
https://github.com/google/exposure-notifications-internals
https://developers.google.com/android/exposure-notifications/ble-attenuation-overview
https://developers.google.com/android/exposure-notifications/ble-attenuation-overview
https://down.dsg.cs.tcd.ie/tact/replay.pdf
https://www.bbc.com/news/technology-52807635f
https://github.com/DP-3T/documents/blob/master/DP3T%20-%20Exposure%20Score%20Calculation.pdf
https://github.com/DP-3T/documents/blob/master/DP3T%20-%20Exposure%20Score%20Calculation.pdf
https://www.coronawarn.app/en/
https://www.coronawarn.app/en/
https://www.immuni.italia.it/
https://apps.apple.com/us/app/immuni/id1513940977/
https://apps.apple.com/us/app/immuni/id1513940977/
https://doi.org/10.1371/journal.pone.0239943

