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Abstract

Nowadays, location based service (LBS) is one of the most popular mobile apps and follow-
ing with humongous of location data been produced. The publishing of location data can pro-
vide benefit for promoting the quality of service, optimizing the commercial environment as
well as harmonizing the infrastructure construction. However, as location data may contain
some sensitive or confidential information, the publishing may reveal privacy and bring haz-
ards. So the published data had to be disposed to protect the privacy. In order to cope with
this problem, a number of algorithms based on the strategy of k-anonymity were proposed,
but this is not enough for the privacy protection, as the correlation between the sensitive
region and the background knowledge can be used to infer the real location. Thus, consider
about this condition, in this paper a e-sensitive correlation privacy protection scheme is pro-
posed, and provides correlation indistinguishable to the location data. In this scheme,
entropy is first used to determine the location centroid of each cell to build up the voronoi dia-
gram. Then the coordinate of the untreated location data that is located in the cell is trans-
ferred into the centroid vicinity. Accordingly, the sensitive correlation is destroyed by the
coordinate of each published data. The process of transferring the location data is deter-
mined by metrics of e-sensitive correlation privacy, and is rigorous in mathematical justifica-
tion. At last, security analysis is proposed in this paper to verify the privacy ability of our
proposed algorithm based on voronoi diagram and entropy, and then we utilize the compar-
ative experiment to further affirm the advantage of this algorithm in the location data privacy
protection as well as the availability of published data.

Introduction

For the past few years, with the development of mobile communication technology, location
based service (LBS) has become more important in people’s daily life, and more and more peo-
ple became to enjoy the convenience of this type of service. Along with the service, humongous
of location data is produced and collected by the service provider. Then the data is published
to organizations such as scientific research institution, government departments as well as the
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commercial enterprise, so as to develop the correlation technique, the policies and regulations
and the commercial popularizing. However, location information is important to the user, as
it may contain sensitive or confidential information [1-3]. So the publishing of location data
may reveal the location privacy of the user, especially for the publishing of locations in the
vicinity of the hospital or consuming place.

In order to cope with the problem of privacy disclosure in the publishing of location data,
several works had been proposed in the past few years. In 2010, Fung et al.[4] had given a sur-
vey on the development situation of privacy protection in data publishing, and in the survey
they classified the scheme of publishing data protection as suppression and generalization.
They also thought, as a particular type of publishing data, location data contains the sensitivity
of itself as well as the sensitivity to correlate other sensitive information. For one thing, loca-
tion information may reveal the behavior privacy of the user in daily habits, such as the routing
of morning exercises, the favorite supermarket and so on. For another, it can be used to infer
other sensitive locations, such as the home address, the workplace, even the entertainment
venues. So the treatment of location data will be different from other data in privacy protec-
tion. To cope with the privacy of location data publishing, Xu et al.[5] considered the transfor-
mation of sensitive locations. They thought that if the sensitive location is removed from the
set of publishing data, the privacy of the user will be protected. But they failed in cutting off the
correlation between the private location and the background knowledge of sensitive location.
The correlation can be used by the adversary to correlate with the published information to
infer the privacy of the user. Bonchiet al.[6] regarded the location privacy as the process of hid-
ing the routing in location trajectory. They obfuscated the intermediate nodes of the trajectory
and published the data that just contains the information of origination and destination, so the
data of the whole routing is obfuscated. But most of the time, origination and destination loca-
tions are just sensitive locations of the user. Sui et al.[7] took care of the parking location in the
user’s movement, and utilized the spatio-tenporal tunnel to transmit the parking location into
a similar sub-trajectory to obfuscate the publishing data. Zhao et al.[8]suppressed the informa-
tion of the sensitive location in the routing of the user. They also considered the correlation
between the publishing location and the sensitive location, and suppressed the correlation data
with the occurrence frequency. Wang et al.[9] provided a Markov prediction based scheme in
traffic monitor of data of publishing, and utilized the stretch of predicted road to reduce the
correlation between the publishing location and the sensitive location.

No doubt that, these algorithms had provided privacy protection service to location data in
publishing. However, with increasing background knowledge grasped by the adversary, he can
utilize the relation between the published location and sensitive location to correlate the loca-
tion privacy, which made the primary strategy based on k-anonymity became no longer effi-
ciency in measuring privacy. Moreover, these algorithms often made vast transformation on
the prepared data, and reduced the availability of published data. Thus, a scheme can provide
private service for the publishing of location data, resist the attack of sensitive location correla-
tion, slip the leash of k-anonymity and provide higher data availability as needed. In this
paper, we had attempted to solve above problems and proposed a £-sensitive correlation indis-
tinguishable scheme with differential privacy. In this scheme, the feature of location data is
considered firstly, and we had found that the location which has the similar probability to cor-
relate all sensitive locations is difficult to be correlated by the adversary. Furthermore, loca-
tions with similar attributes could be substituted by a location in the same set without or rarely
affecting the availability. Then based on above foundation, we provide an algorithm with
entropy and voronoi diagram (short for E-V) to achieve the £-sensitive correlation indistin-
guishable. At last, we had proposed security analysis in this paper, and had a detailed descrip-
tion on how the E-V provides privacy protection service for publishing location data. Results
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of comparative experiments with detailed interpretations are shown to further affirm the
advantage of this algorithm in location data privacy protection as well as the availability of
published data. Thus, based on security analysis and comparative experiment, we can consider
that our proposed E-V algorithm with £-sensitive correlation indistinguishable is suitable for
application in the realistic environment and has vast potential for future development.

The contribution of this paper is mentioned as follows.

o We proposed a -sensitive correlation indistinguishable scheme with differential privacy,
and utilized the £-sensitive correlation indistinguishable to measure the degree of coordinate
adjacency, so the transmitted location can protect the privacy and provide minor influence
on data availability.

« We provided an algorithm with entropy and voronoi diagram (short for E-V) to achieve the
e-sensitive correlation indistinguishable.

o We experimentally evaluate the proposed scheme with the actual data, the analytical and
simulation results show that our scheme can achieve the objectives efficiently.

The rest of this paper is organized as follows. Firstly, we introduced the related work in Sec-
tion 2. Section 3 presents the process of publishing data together with security analysis. Then
we show experimental results and cause analysis in Sections 4. Finally, we draw conclusions in
Section 5.

Related works

Based on the use-pattern of location data, the proposed privacy protection algorithms can be
classified into two types. The first one is designed for location based service in location protec-
tion of real time. The other is designed for the location data which is used for publishing.

To algorithms of real time location data protection, k-anonymity [10] is the most used strat-
egy. They utilized a trusted third party called central server to find at least k- 1 other users to
generalize the real location of the user, and send the real location with the generalized location
to the LBS server, so the adversary cannot identify the specified user in an anonymous location
set. Since then, other schemes such as the semantic p-sensitivity [11] and the query I-diversity
[12] had evolved from the conception of k-anonymity. In recent years, researchers have began
to pay close attention to the generalization of location trajectory in continuous query[13, 14],
the privacy protection scheme without central server [15-17], as well as the correlation in attri-
butes during the routing of continuous query[18-21],others include the schemes of encryp-
tion[22-24].

Privacy protection algorithms in the publishing of location data were mainly concentrated
on suppression and generalization. In general, suppression is used to get rid of the data that
concerned with the potential privacy of the user. The process of suppression is based on the
sensitive attribute, the isolated position or the relational degree of publishing data. In this type,
the most important scheme is proposed by Chen et al.[25]. In their scheme, a (K,C);, privacy
protecting model is proposed based on k-anonymity. They thought that, although the adver-
sary had grasped at least L locations in the moving trajectory, if and only if the suppressed data
had the correlation less than C, the adversary still cannot get any privacy of the user through
the location correlation. Then Terrovitis et al.[26] expanded this scheme with local suppres-
sion. In their scheme, the suppressed target is no longer the global data but just the data item,
so the suppression amount of the data is reduced and improved the availability of published
data. However, although these schemes had provided privacy protection for location data, the
suppression no matter global or local had destroyed the relativity of the published data, it
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makes the customer hardly to finding useful knowledge, let alone the better quality of servic-
ing, commercial environment optimizing or infrastructure construction harmonizing. Thus,
researchers had to divert their attention to find another scheme with better availability and
equivalent privacy protection level, and then they anchored their hope on generalization.

The strategy of generalization is different from suppression. In generalization, the published
data are divided into groups with similar data or added dummy data to achieve k-anonymity,
so the adversary cannot identify a particular user in anonymous set. As the transformation of
the original data is minimum, the data proceed by generalization had a better availability and a
parallel privacy protection level, so it makes the algorithms of this type used widely and practi-
cally. In the early days, clustering is used in finding the data with similar attributes. Bonchi
et al. [6] utilized the similar features of clustering location data to generalize the privacy of a
particular user, and verified that the generalized data is difficult to be attached to any specified
user. Like the strategy with Bonchi, Chow et al. [27] provided a hierarchy extending scheme.
In their scheme, the region of publishing location is extended to contain more locations. Then
the locations set will contain similar kind of data that can generalize with each other, so the
privacy of a particular user will be protected. However, in currently, with the development of
data mining and data analysis, more and more methods and attributes can be used in discover-
ing the potential correlation between any published data. Simultaneously, the requirement of
individualization also affects the daily life of the user. Thus, the privacy protection scheme has
to confront both of the infer attack as well as individualization service. Lu et al. [28] considered
the individualization requirement of the user and added personal privacy criterion in the pro-
cess of data publishing. Zheng et al. [29, 30] found that the attributes information in published
data can be used to correlate the user, and they provided their scheme with attributes generali-
zation. Li et al. [31] assumed the adversary can obtain the maximum degree of background
knowledge to initial the differential attack, and they had utilized the principle of differential
privacy to provide a dummy scheme to protect the privacy. There is no doubt that, the series of
current algorithms had improved the capacity of location data privacy protection in data
publishing.

However, just as we have analyzed in the first section, there is still no scheme that can pro-
vide private service, resist the attack of correlation, slip the leash of k-anonymity and provide
higher data availability simultaneously. Thus, in this paper, we had proposed a e-sensitive cor-
relation indistinguishable scheme with differential privacy, entropy as well as voronoi diagram.
We also expected that this scheme can be used as the supplement of current algorithms, and
been applied in practical application.

The process of publishing data

The e-sensitive correlation indistinguishable is implemented by the transmission of location
data, and this transmission is based on the feature of voronoi diagrams. Thus, two steps are
needed to process location data in our proposed scheme. In the first step, entropy is used to
measure the correlation between the location and vicinity sensitive locations. Then the loca-
tion that has the highest entropy is chosen as a candidate and stored in a stated set. In the sec-
ond step, a voronoi diagram is established with locations in the stated set as the centroid of
each cell. Atlast, location data prepared for publishing in the cell are transmitted into the coor-
dinate of centroid, and then published to the data customer. In this algorithm, the correlation
between the published location and the sensitive location is destroyed by entropy, as the pub-
lished location has the similar probability to be correlated to any sensitive position. Further-
more, the feature of voronoi diagram is utilized. As the distance between the centroid and the
location in the same cell is the shortest one than the distance to the other centroid. So this

PLOS ONE | https://doi.org/10.1371/journal.pone.0226796 December 19, 2019 4/17


https://doi.org/10.1371/journal.pone.0226796

@ PLOS | O N E A novel e-sensitive correlation indistinguishable scheme

feature guaranteed the highest availability of the published data. Under the procedure of E-V,
we can see that the parameter € is determined by entropy, and the higher of entropy the lower
ofe.

The centroid chosen with entropy

The strategy of E-V maybe similar to the clustering scheme, as both of them all has to find the
centroid or center of the clustering. In our scheme, the E-V algorithm has to utilize the cen-
troid to replace the location in the same cell, so randomly chosen the centroid is not appropri-
ate. Because of that the arbitrary centroid may be the sensitive location or can be easy to be
correlated to a sensitive location (such as hospital, bank or bars). Thus, entropy is calculated
by the probability of the centroid correlated to the sensitive location and used in the selection
of centroid. Assume [, is the location of centroid and the sensitive location set is denoted as
Ly = (.l - ls,), where is n the number of sensitive locations in the vicinity of I,. Then

the probability between the centroid and sensitive location can be denoted as p, = II:LI’ ,

0 < i < n. With the probability p;, entropy to express the degree of current centroid location
can be denoted as

H= _Z?:l plog,p; (1)

Based on the Jaynes’ rationale on maximum entropy methods, we can affirm that, if and
onlyifp, = p, =... = p,, the maximum entropy H,_, = — :log, ! can be calculated. It means
for an arbitrary /; and I’; in the sensitive location set L, the correlation probability between the
centroid location [, and J; is equal to the probability between [, and [';. Accordingly, the proba-
bility values of I, to L, are equal to each other. Then the adversary cannot identify any particu-
lar user in the published data through the correlation attack, and the privacy of the user is
protected.

As the voronoi diagram has multiple cells, the centroid for each cell has to be calculated.
Assume the set of centroid is denoted as L, = (L,1,L2,. - .,ly,), where m is the number of centroid
in the region of the publishing data, so the correlation probability for each centroid in the vor-
onoi diagram has to be calculated. In Algorithm 1, the procedure of centroid chosen with
entropy is given.

Algorithm 1 The centroid chosen with entropy

Input:The set of centroid locations L,, the set of sensitive locations
Ls

Output:The chosen centroid locations Ly,

1) for(i = 1; i< = m; ++1)

2) for(j = 1; j< = n; ++7j)

3) P = %, //calculate the correlation probability between the centroid
and the sensitive locations.

4) H, = —Z;'Zl plog,p;;// calculate the entropy with the current centroid.

5) if (H;==max)

6) L,y = 1;;// add the current location into centroid set.
7) else

8) break;

9) end if

10) end

11) end

Under above two loop operations, the centroid set is established with the help of entropy,
so the time complexity will be O(#%). In the line of 3-4 in Algorithm 1, the correlation proba-
bility between the centroid and the sensitive locations is calculated, and then the value of
entropy is calculated with these probability values. Then in the line of 5-9, the value is

PLOS ONE | https://doi.org/10.1371/journal.pone.0226796 December 19, 2019 5/17


https://doi.org/10.1371/journal.pone.0226796

@ PLOS|ONE

A novel e-sensitive correlation indistinguishable scheme

25

estimated by the maximum value of entropy, and the location that satisfies the condition is
chosen as the candidate and stored in the centroid set. After the procedure of centroid is cho-
sen, the voronoi diagram can be established based on the chosen set, and then the sequential
step is to transmit the original data into the centroid.

The transmission of publishing data with centroid

Before the procedure of coordinate transmission for location data, the region and voronoi dia-
gram of publishing data has to be established firstly. Consider that, there is a region contains
publishing data about somewhere, and the randomly chosen cell number is eight, then this
region can be denoted as Fig 1. In this figure, the sensitive locations are labeled as circular
rings, the calculated centroid in each cell is labeled as *, the region is divided by the solid line
and formatting multiple polygons. As the coordinate of each node can be obtained from this
region, above process can be achieved by Algorithm 1. After the procedure of centroid is cho-
sen and voronoi diagram establishing, the publishing coordinates in each cell of the voronoi
diagram had to be transmitted into the coordinate of the centroid.

In general, it is the best to transmit the original data into the centroid coordinate, as it can
provide the best privacy protection. However, under such circumstances, the availability of
published data will be dropped to the minimum value. Then the balance between privacy pro-
tection and data availability will be broken, and there is no or less useful to the published data.

4

@)
O @) O O O  sensitive location
O *  centroid
OO
20 * © O o

15

10

O

Fig 1. The region divided by voronoi diagram.

https://doi.org/10.1371/journal.pone.0226796.9001

10 15 20 25
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Thus, we need to provide a measure criterion to maintain the balance between privacy and
availability, so we utilize the conception of Zhang et al. [19]used for the indistinguishable of
correlation probability. Consider that, if the specified centroid coordinate is denoted as [, and
the set of sensitive locations is denoted as Lg = (I1,L5,. . -.ksn), then the correlation probability
satisfied the probability function K(Ls,l,)—P(Z), where Z is the set of reported value. Thus, the
similarity of probability distribution can be defined by the metric Mp(u1,42) = Sup.c|u1(2)-
Ua(2)|- I both p1(2) and py(2) equals to zero or oo, |u1(2)-p2(2)|. In other words, Mp(p1,p») is
small if py,u, assign similar probabilities to each value z.

The metric Mp denotes the indistinguishable level between p and p’, the smaller of this
value the more degree of indistinguishable between the centroid coordinate and the sensitive
location. If it exceeds a certain value, we can confirm that the adversary can distinguish the
probabilities produced by uncertain locations, and correlate any specified location with the
sensitive location. Thus, we have the definition of £-sensitive correlation differential privacy
under the metric M(p,p’).

The definition of e-sensitive correlation indistinguishable can be denoted as that, if /; and I’
are two random locations selected from the set of sensitive location Lg = (I;,l,. . .ls,), a mech-
anism P(K(L;),l,)—P(Z) can satisfy the e-sensitive correlation indistinguishable if and only if

My(p(K(L),1,),p(K(L),1,)) < eMy(p(L,1,), p(L,1,) (2)

Equivalently, this definition can be formulated as K(1,,1,)(z) < e ¢t:b eI K(11)(2)

sy
for all zeZ. The privacy parameter £ can be seen as the scaling of the metric Mp.

With the constraint of parameter &, data availability can be selected under the acceptable
privacy deficiency. Thus, we can utilize coordinates in the vicinity of the centroid of voronoi
cell to instead of just the coordinate of centroid, and give back the availability to the published
data. The parameter £ can be calculated by & = |I,—1,;, where ,; is the location in the vicinity of
the centroid. Then the procedure of transmitting the original data into the published data can
be denoted as algorithm 2, and this process is denoted as follows. Where L,,.num denotes the
number of the data in the set centroid coordinate in voronoi diagram, and [;,.co denotes the
location that may be correlated by the adversary.

Algorithm 2 The procedure of transmitting the publishing data
Input:The set of publishing data L, the set centroid coordinate in
voronoi diagram Ly,

Output:The set of published data L'

1) Divide the original data L with the cell of voronoi diagram under
the constraint of centroid set L,u;

2) for(j = 1; j< = L.num; ++3j)//the coordinate of publishing data.
3) for(i =1; i< = Ly,.num; ++1i)

4) R(i) €the region of cell(i); //establishing the cell of voronoi
diagram.

5) 1;y.co = | 1;.co-¢l|;// calculate the transmitted location with
parameter e¢.

6) if (15€R (1))

7) 1j.co = 1;,.co; //transmit the publishing location to coordinates in
the vicinity of the centroid.

8) else

9) continue;

10) end if

11) end

12) end

In Algorithm 2, original data is transmitted into coordinates of the vicinity of centroid in
each voronoi cell, and the published data are restrained under the definition of £-sensitive
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correlation indistinguishable. The line of 3-10 is the procedure of transmitting each data into
the published data, and the line 6-9 is the judgment of whether the current location belongs to
the certain cell, so the transmission can be executed successfully. As there is also a two loop
operations, the time complexity for algorithm 2 will similar with algorithm and equals to be O

(n?)

Security analysis

For the security of published data, there are two phases to guarantee the privacy of the user,
the first one is the entropy used as the privacy metric that guarantees the adversary has equal
probability to correlate the centroid; the other is correlation indistinguishable which guaran-
tees the adversary cannot infer the real location even if her gains the background knowledge.

Firstly, all the locations in sensitive in the published data are changed into the centroid,
which means any arbitrary location /; is changed into the centroid I,, so the probability to cor-
relate any J; with [, will be equal with each other and p; = p, = . .. = p,,, then the maximum
value of entropy H, ,, = — log, ! can be calculated, which means the adversary will have the
most uncertainty about the background knowledge he gained and will be difficult to correlate
any locations in sensitive.

Secondly, with the help of transmitting the original data into coordinates of the vicinity of
centroid in each voronoi cell, the published data will preserve the privacy of the user. This
operation is determined by the indistinguishable of probability between the centroid and sen-
sitive location. According to the definition of e-sensitive correlation indistinguishable, we can
consider that, the smaller of parameter £ the higher level of published data. Thus, the private
level of the published data is determined by £. Assume that, there is a publishing data located
in the vicinity sensitive location I, and this location also located in the cell of established voro-
noi diagram. As the centroid of each cell in the voronoi diagram satisfied the constraint of
each correlation probability equals to each other and the maximum entropy. Thus, we can
consider that, for another randomly chosen sensitive location [, the correlation probability of
p(,1,) equals to p(,1,). Then with the published data I, the adversary cannot obtain any infor-
mation about the user under the attack of sensitive probability correlation, because he cannot
distinguish the difference between two probability values, as the difference is less than £. With
the two randomly chosen sensitive location [ and I, Eq (2) can be changed into

K(L,1)(z) < Ml oW K (11 )(2)

s? "y s?

= M) 2D (] | ])(2)

s?

(3)

As Mp(p(s1,),p(:1,))#0,if K(1,1))(z) = K(l;, 1,)(z) then £ must be equals to zero. In this
paper, the published location is transmitted into the coordinate of the vicinity of /,, and the
correlation probability differential is smaller than . Thus, we can consider that K(I,1,) x

sy

(z2) =K (l;, 1,)(z) can be converted to K(1,,,)(2) = K(1,,1,)(2). It means that, the data processed
by algorithm E-V have the sensitive correlation indistinguishable under the differential of
smaller than &, and this differential cannot be distinguished by the adversary. At last, the pri-

vacy of the user is protected and the published data are secure.

Experimental evaluation
Experiments setup and evaluation criteria

The data set used in the experimental evaluation is collected from the traveling trajectory of a
Beijing taxi. The data of Beijing taxi is collected by the smart phone with GPS ID of 4168722 in
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15 days by an author along with the driver who does not belong to any company and the plate
number of this taxi we had to conceal and we had paid him in these days for buying the data.
This data is mainly collected by the author, so we have the permission to share this data. In this
set, the sensitive locations are chosen from the landmark of the scenic area, bank or other
administrative bodies. Then the experiment is simulated by Matlab R2017a and implemented
on a laptop with Intel Core i5 2.40 GHz CPU, 4 GB RAM memory and Windows 7x64 ulti-
mate operating system. In order to further verify the privacy protection ability and guarantee
the availability of published data, a series of simulation experiments are proposed. In the simu-
lation experiment, several similar algorithms had been compared (such as the privacy protec-
tion scheme with local suppression KCL-Local[25], the obfuscated group p-confidentiality
[32], as well as the clustering based ECC[33]). Then based on the general character of these
schemes, we formulated the following evaluation criteria in both of the privacy protection abil-
ity and the availability of published data.

As the difference of background knowledge of the adversary grasped, the relevance between
the published location and the sensitive location is defined as the connectedness of both points.
Thus, the probability of correlation is calculated by the connectedness of two locations in the
vicinity, and entropy is used as metrics to measure the privacy of the published data. Further-
more, the ratio of privacy processing is another criterion used to verify the privacy protection
ability, as the more information been processed under the algorithm means the higher privacy
level of the published data. Then, in order to measure the availability of published data, three
different criteria are proposed. They are the number of association rules mining from the pub-
lished data, the shift distance of published location from the original location as well as the
ratio of data retention.

In the comparison of privacy protection, we consider the correlation between the publish-
ing location and the sensitive location is p(i), then the formulation of entropy can be denoted
as

H(i) = = i, p(i)log,p(i) (4)

If the probability value equals to the others, it means the maximum entropy can be acquired
and the adversary cannot utilize the correlation attack to guess the privacy of the user. There-
fore, the larger of entropy value means the higher of privacy level.

The ratio of privacy processed can be considered as the ratio of private information was
processed. In this paper, we consider the location which can be attached to the sensitive loca-
tion as the private location. Assume that the number of unprocessed location is Irand the
number of processed location is I,. Thus, the ratio of privacy processed can be denoted as

L
-

P(I) (5)

In the aspect of published data available, the number of association rules is calculated by the
Apriori algorithm [34], and this number is ascending with the number of published data.

The shift distance of published location is calculated by the difference of the published loca-
tion minus the original location, so the longer of this distance means the less availability of

published data. Consider the set of published location is L, and the set of original location is
L,, then the shift distance can be denoted as

Dm: |La_Lf| = Z?:l |lai_1fi| (6)

At last, the ratio of data retention is calculated by the ratio of the amount of published data
and the original data. If the ratio is greater than a certain value, it means the published data is
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not applicable. Assume the amount of published data is D, and the amount of original data is
Dy, then the ratio of data retention can be denoted as
D;-D
D =20 7)
D
In the following section, the evaluation results with the reason analysis will be given.

Evaluation results and cause analysis

Fig 2 shows the uncertainty of the adversary guesses the privacy of a particular user, and this
uncertainty is measured by entropy. From this figure, the uncertainty of published data is
ascending with the increasing number of sensitive locations. This is because of that, with the
increase of sensitive location, the adversary becomes difficult to correlate the published loca-
tion to any sensitive position, and the increasing number of sensitive locations improved the
uncertainty. In turn, the value of entropy became increasing gradually. Among the perfor-
mance of all algorithms, we have found the E-V is the best one to achieve the maximum
entropy along with the increase of sensitive position. As the privacy of this algorithm is mea-
sured by e-sensitive correlation indistinguishable, this made the published data have the simi-
lar correlation probability to each other. The similarity feeds back the indistinguishable to any
of the published data, though the correlation attack is used by the adversary. For the other
three algorithms, p-confidentiality performs better than the other two. This is because this
algorithm has transmitted sensitive locations into an obfuscated region. In this region the cor-
relation between the published location and sensitive position has been obfuscated. Then
obfuscation makes the adversary difficult to correlate the special user through correlation
attack. But as this scheme just chosen the region without considering the similarity of
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Fig 2. Entropy of the uncertainty.
https://doi.org/10.1371/journal.pone.0226796.9002
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Fig 3. The ratio of privacy processed.
https://doi.org/10.1371/journal.pone.0226796.9g003

correlation probability, there still retained some correlation can be used by the adversary, so it
is slightly inferior. The KCL-Local utilizes the suppression to provide privacy protection,
which means that this algorithm does not consider the correlation between the published loca-
tion and the sensitive position, and the correlation is cut off just as some correlation data are
got rid of by suppression. Thus, the adversary still can utilize the correlation attack to get the
privacy of a particular user. At last, the ECC algorithm performs the worst, as this algorithm
just processed the original data with clustering, and all the protection is provided by the similar
attributes of the clustered data set. Therefore, this algorithm cannot get rid of the correlation
between the published location and the sensitive location, and the adversary can utilize the cor-
relation attack to guess the highest correlation probability as the particular user and get the
privacy.

Fig 3 shows the ratio of privacy processed. From this figure, we can see the result that ratio
values of different various algorithms are varied. Among these algorithms, the E-V algorithm
performs the best. This is because the E-V algorithm has to make the published location has
similar correlation probability with sensitive location and transmits all original locations into
the centroid location, except that the original location is the centroid. In this procedure, the
published data nearly all processed by the algorithm, which made the ratio of privacy pro-
cessed much higher than the other algorithms, and not affected by the increase of original
data. As the conception of p-confidentiality is similar with E-V algorithm, its performance is
just a bit worse than E-V. This algorithm utilized an obfuscated region to disturb the correla-
tion of each location, and in the region a large number of original data is mingled to achieve
correlation generalization. But as the adjacent locations are hard to distinguish naturally and
the obfuscated region failed to process these locations. Thus, the ratio of privacy processed is a
bit lower than E-V. Furthermore, this algorithm is also not affected by the increase of original
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Fig 4. The number of association rules.
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locations similarly. In the other two algorithms, the KCL-Local algorithm is processed the
original data with local suppression. The suppression rejected the publishing of the sensitive
location, but as the sensitive location is constrained in a finite number, the suppression is
unlikely to process a large number of original data. Moreover, as the increase of original data
optimized the location generalization, it makes fewer locations need to be suppressed. There-
fore, the ratio of privacy processed is lower than above two algorithms, and its ratio of privacy
processed is descending with the increase of original data. At last, ECC utilizes the clustering
to generalize the location of the user, and utilize the similarity to protect the privacy of the pub-
lished data. Thus, this algorithm does not process the original data by any special operation
and its ratio of privacy processed is the lowest. Furthermore, along with the increasing of origi-
nal data, similar kinds of location become increasingly, then the clustering become easier to
accomplish, which results in the ratio of privacy processed descending with the increase of
original data and more serious than KCL-Local algorithm.

In general, the aim of publishing data is to find the available information or association
rules, so as to utilize the information or rules to provide better service. Fig 4 shows the number
of association rules mining from the published data that processed by the different algorithms.
In this figure, the number of association rules is ascending with the increase of published data,
as the more published data mean more association rules can be mined. Among these algo-
rithms, the ECC performs best and mines out the maximum number of association rules. This
is because the ECC utilizes the clustering to generalize the published data, and protects the
privacy with location generalization. Thus, the correlation feature of the original data does not
be destroyed during the protection processing, and the association between each attribute can
be preserved, so the association rule will be easier to be mined. Other algorithms such as E-V
and p-confidentiality, as they utilize a region to process the original data and publish the
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transmitted or obfuscated data, the process generates the difference between the published
data and the original data. Then the correlation between each location will be destroyed in a
certain degree, and affects the mining result of association rules. Thus, the performance of E-V
algorithm or p-confidentiality algorithm is slightly inferior to ECC. At last, we can see that the
performance result of the KCL-Local algorithm is the worst. This is because the KCL-Local has
got rid of partially sensitive location in order to protect the publishing data, and the suppres-
sion cuts off a large number of correlations between the published locations. Thus, the mining
algorithm is difficult to find available information and the number of association rules is
affected seriousness.

Fig 5 shows the different values of each algorithm in the evaluation of the amount of shift
distance. From this figure, we can see that the shift distance of each algorithm is ascending
with the increase of published data. It is because each algorithm has to process the original
data to accomplish the privacy protection, and the procedure of privacy protection has to
transmit or change the original data to the published data. Thus, the protection procedure has
brought about the shift of original data, and the more data been processed the more changing,
and then leads to the ascending of shift distance with the increase of published data. Among
the performance of various algorithms, the amount of shift distance of KCL-Local algorithm is
the maximum. As this algorithm has utilized the suppression and got rid of the sensitive data,
and brings about a major difference between the original data and the published data. So based
on the calculation method of shift distance, the amount of shift distance is ascending faster
than other algorithms along with the increasing of processed data. The ECC algorithm utilizes
the clustering to achieve privacy protection. However, the procedure of clustering has a poten-
tial defect, and the defect is the discarding of border nodes. Thus, similarly with the KCL-Local
algorithm, the discarded border nodes had resulted in the ascending of shift distance along
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The data size

with the increase of processed data, and the amount of shift distance is higher than the other
two algorithms. For the other two algorithms, the E-V algorithm performs a bit worse than the
p-confidentiality algorithm. This is because the E-V algorithm has transmitted the original
data into the coordinate of the vicinity of centroid, and this transmission has changed the posi-
tion of the original data. But as the feature of voronoi diagram, the shift distance is much
minor than data discarding, and then the performance of E-V algorithm is better than the
KCL-Local algorithm and the ECC algorithm. At last, the shift distance of p-confidentiality
algorithm is the minimum. As this algorithm just utilizes the obfuscated region to disturb the
published data, and the obfuscation does not transmit or change any original data. So the
amount of shift distance is the minimum, although ascending with the increase of published
data.

Fig 6 shows the ratio of data retention. From the comparison of different algorithms, the
retention ratio of E-V algorithm is the maximum and does not descend with the increase of
data size. As the E-V algorithm just transmits the original data into the coordinate of vicinity
centroid, and this algorithm does not get rid of any data during the processing of privacy pro-
tection. In addition, the performance of p-confidentiality is similar with E-V algorithm. As the
conception of p-confidentiality is utilizing obfuscated data to generalize the published location,
and the obfuscation protected the privacy. So this process also does not get rid of any data dur-
ing the processing of privacy protection in data publishing similarly. In the other two algo-
rithms, the ECC is utilizing clustering to accomplish data generalization. Just as we have
inferred in the above section, in order to accelerate the process of data clustering, the clustering
has to discard the border nodes. As a result, the more amount of original data the more dis-
carded border nodes, and then the ratio of data retention descending with the increase of the
data size. At last, the KCL-Local algorithm utilizes the suppression to process the privacy
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protection. As a result, the suppression has got rid of a large number of sensitive data. Furthermore,
as the more amounts of original data brought about more sensitive data, the suppression has to get
rid of more sensitive data, and then the ratio of data retention descending with the increase of the
data size. So compared with other three algorithms this algorithm performs the worst.

In conclusion, compared with the other three algorithms in above simulation experiments,
we can say that the performance of E-V algorithm is better than the other three algorithms, no
matter in the capability of privacy protection or the availability of published data. So our pro-
posed scheme is suitable for application in the realistic environment and has vast potential for
future development.

Conclusion

In recent years, the domain of published data privacy protection has brought about close atten-
tion, and a lot of privacy protection scheme has been provided. However, as the diversity of
publishing data and the limitation of the proposed schemes, researches on privacy protection
still has a long way to go. In this paper, we consider a special type of publishing data called
location data, and utilize the feature of voronoi diagram to divide the data region, and then
transmit the original data into the coordinate of the centroid vicinity. With this disposition the
privacy of any user is transmitted into the non-sensitive correlation data. Furthermore, in
order to accomplish the procedure of privacy protection, we utilize the entropy to calculate the
similarity of correlation probability between the published location and the sensitive location.
Then the similarity is measured by the metric of e-sensitive correlation indistinguishable, so as
to choose the appropriate coordinate in the vicinity of centroid. At last, security analysis is pro-
vided to verify the security of E-V algorithm, and accordingly with experimental evaluation to
further supports the conclusion of higher privacy protection level as well as better performance
on the availability of published data. With the deepening of research and complexity, the
future work will be located in the privacy protection publishing of image data and the privacy
of real time service in the location based service.
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