@ PLOS|ONE

Check for
updates

G OPEN ACCESS

Citation: Shi F-B, Sun X-Q, Gao J-H, Xu L, Shen H-
W, Cheng X-Q (2019) Anomaly detection in Bitcoin
market via price return analysis. PLoS ONE 14(6):
€0218341. https://doi.org/10.1371/journal.
pone.0218341

Editor: Alejandro Raul Hernandez Montoya,
Universidad Veracruzana, MEXICO

Received: February 22, 2019
Accepted: May 30, 2019
Published: June 20, 2019

Copyright: © 2019 Shi et al. This is an open access
article distributed under the terms of the Creative
Commons Attribution License, which permits
unrestricted use, distribution, and reproduction in
any medium, provided the original author and
source are credited.

Data Availability Statement: Data cannot be
shared publicly because data are owned by the
CAS Key Laboratory of Network Data Science and
Technology. Data are available from the CAS Key
Laboratory of Network Data Science and
Technology (contact via E-mail: 136208117@qq.
com) for researchers who meet the criteria for
access to confidential data. The authors confirm
they did not have any special access privileges that
others would not have.

Funding: This work was funded by the National
Natural Science Foundation of China (http://www.

RESEARCH ARTICLE

Anomaly detection in Bitcoin market via price
return analysis

Fa-Bin Shi® "2, Xiao-Qian Sun'*#, Jin-Hua Gao', Li Xu', Hua-Wei Shen'-?, Xue-Qi Cheng'-

1 CAS Key Laboratory of Network Data Science and Technology, Institute of Computing Technology,
Chinese Academy of Sciences, Beijing, China, 2 University of Chinese Academy of Sciences, Beijing, China

* sunxiaogian@ict.ac.cn

Abstract

The Bitcoin market becomes the focus of the economic market since its birth, and it has
attracted wide attention from both academia and industry. Due to the absence of regulations
in the Bitcoin market, it may be easier to bring some kinds of illegal behaviors. Thus, it raises
an interesting question: Is there abnormity or illegal behavior in Bitcoin platforms? To
answer this question, we investigate the abnormity in five leading Bitcoin platforms. By ana-
lyzing the financial index, i.e. the normalized logarithmic price return, we find that the proper-
ties of price return in bitFlyer are completely different from others. To find the possible
reasons, we find that the abnormal ask price and bid price appear simultaneously in bitFlyer,
which may be potentially linked to either price manipulation or money laundering. It verifies
our conjecture that there may be abnormity or price manipulation in Bitcoin platforms. Fur-
thermore, our findings in price return could also provide an innovative and effective method
to detect the abnormity in Bitcoin platforms.

1 Introduction

In the last decade, we have witnessed significant changes in finance, impacting both the aca-
demic community and financial profession [1-11]. In 2008, a digital currency called Bitcoin
was introduced by Nakamoto [12], and it could be sent from users to users in a peer-to-peer
Bitcoin network without intermediaries. Due to the opportunities and potential values it pres-
ents, it has received extensive attention from all over the world [13, 14], especially from USA,
China, and Japan. At 17 : 00 on October 10, 2018, the price of a Bitcoin reaches 6,558.46 dol-
lars; the 24-hour trading volume of Bitcoin is more than three billion dollars, which is 37 times
greater than the daily trading volume of General Electric Company; and the total market capi-
talization of Bitcoin is more than one hundred billion dollars, which is approximately equal to
the market capitalization of General Electric Company.

Unlike the traditional currencies, Bitcoin is the first decentralized digital currency without
a central bank or single administrator [15]. As a new kind of digital currency, Bitcoin can be
traded online at any time and exchanged on hundreds of Bitcoin platforms in many countries
[16], while traders in traditional financial markets buy or sell the specific share only in a single
platform. The trading rules are developed by the exchange platforms themselves, and these
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rules exist a variety of vulnerabilities. Moreover, the traders in the Bitcoin market are anony-
mous and do not have to use real identification to trade. All of these bring enormous chal-
lenges for regulation.

Compared to other financial markets, Bitcoin market lacks of strong regulation [17]. It is
easier to bring some kinds of illegal behaviors in the Bitcoin market. Thus, it raises an interest-
ing question: Is there abnormity or illegal behavior in Bitcoin platforms? To answer this ques-
tion, we collect data from several Bitcoin platforms and investigate the properties of the
Bitcoin market, especially the price return. The price return is one of the most important prop-
erties for financial markets, which is the key to understand and model financial markets, and
quantify risk [18, 19]. In previous studies, researchers have found that the distribution of price
return displays a fat tail [20-25]. And the price return is absence of linear autocorrelation [26-
29], while the absolute value of price return displays a long-range memory [30-34].

Moreover, with the development of Bitcoin market, a number of papers have been dedi-
cated to studying the Bitcoin market. They found that one or two special Bitcoin platforms
exhibit similar behaviors with traditional financial markets. Osterrieder et al. [35] found that
the distribution of price return exhibits not only high volatility but also strong non-normal
characteristics and heavy tails. Jiang et al. [36] and Lahmiri ef al. [37] found that the price
return in Bitcoin platforms exists a long-range memory. Besides, Bariviera et al. [38] studied
the stylized fact of the Bitcoin market. However, all of these previous studies are concentrated
on the characteristics of the Bitcoin market.

Distinguished from these empirical studies of price return, our work focuses on the abnor-
mity in different Bitcoin platforms which may be caused by illegal activities. In this paper, we
investigate the properties of price return in five leading Bitcoin platforms, including OKCoin,
BTC-e, Coinbase, bitFlyer, and Bitfinex. We observe that OKCoin, BTC-e, Coinbase, and Bitfi-
nex have similar characteristics of price return, but bitFlyer not. The kurtosis x is larger than
1,000 in bitFlyer when time interval At = 2 min, while it is smaller than 50 in the other four
platforms. And the power-law exponent ¢ for the price return distribution is smaller than 2
when time interval At < 10 min, while & > 2 for other platforms. Besides, the linear autocorre-
lation and the autocorrelation of absolute price return decay much more quickly than those of
other platforms. To find the possible reasons, we investigate the price of the order, finding that
the abnormal ask price and the bid price simultaneously appear in bitFlyer, which is an evi-
dence of abnormal transactions or money laundering. Furthermore, it has been reported that
bitFlyer was punished by the Japan Financial Services Agency. Thus, the abnormity in bitFlyer
may be caused by the price manipulation or money laundering, which verifies our conjecture
that there may be abnormity or price manipulation in Bitcoin platforms. And the study in
price return could also provide an innovative and effective method to detect the abnormity in
Bitcoin platforms.

2 Datasets and definitions

In this section, we introduce the preparations before the experiment, including the datasets
and the definition of price return.

2.1 Dataset description

The increasing growth of Bitcoin exchange offers a rare opportunity to record a large amount
of Bitcoin order book data across different countries for a long time. To ensure that the result
of the experiment is persuasive and reliable, we choose five leading exchange platforms in
China, Russia, United States, Japan as follows:
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1. OKCoin is the largest Bitcoin exchange platform in China which was founded in 2013. It
consists of millions of users and billions of turnovers per day. From 2016 to 2017, the trad-
ing volume of Bitcoin in OKCoin is roughly 39% of the total volume of Bitcoin market [39].

2. Bitfinex is headquartered in Hong Kong and registered in the British Virgin Islands. It has
been the largest Bitcoin platform in the world, accounting for 10% of total transactions.
Until now, it is still the top 10 Bitcoin platform.

3. BTC-e is a leading exchange headquartered in Russia. It is one of the earliest Bitcoin
exchange platforms in the world. Up to February 2015, BTC-e handled around 3% of Bit-
coin exchange volume.

4. Coinbase is a Bitcoin trading platform established in the USA. The users in Coinbase
reached 20 million in 2018, which is more than other Bitcoin platforms. And it is the first
broker-dealer to offer SEC-regulated cryptocurrency securities in the USA.

5. bitFlyer is the most popular Bitcoin exchange platform in Japan [40]. The number of users
in bitFlyer is more than 2 million. It was reported that the trading volume ranked the first
after the legalization of Bitcoin in Japan.

The datasets collected from these five Bitcoin platforms record the price sequence of the
order book. And they are collected every a few seconds during the observation period. Due to
the data collection limitation, we collect data from these Bitcoin platforms in different time
periods, varying from 2 months to 9 months. The description of these datasets is shown in
Table 1.

2.2 The definition of price return
The best ask a(t) (or best bid b(#)) is defined to be the lowest ask price (or highest bid price) at

a(t)+b(t
2

time . And the midprice is defined as the average of a(t) and b(¢), i.e. p(t) == ) Fora

fixed time interval At, the logarithmic price return is defined to be
r(t, At) == Inp(t + At) — Inp(¢). (1)

As a matter of fact, the normalized logarithmic price return is more frequently adopted in pre-
vious works [23-25]. The normalized logarithmic price return is defined as “-20—A0) yhere
(r(t, At)) and o are the mean and standard derivation of 7(t, At) over the entire time series,
respectively. The price return mentioned in this work is the normalized logarithmic price
return. In Fig la, we plot the normalized logarithmic price return in OKCoin from 14:04 on
March 3, 2017 to 22:45 on March 4, 2017. The maximum fluctuation of price return is over 10
times of standard deviation. To get an intuitive understanding of the price return, we compare
it with Gaussian noise. We plot the Gaussian noisy signal in Fig 1b, where the fluctuations in
Gaussian noise range from 0 to 3 times of standard deviation. The fluctuations in price return
are much larger than those of the Gaussian noise.

3 Results

In this section, we analyze the properties of price return, including the fat-tail of the price
return distribution, the power-law decay of price return distribution, and the dependence
property of price return. These are three key properties for price return, which have been
proven to be common in varieties of financial markets. But it may be different when the mar-
ket lacks of strong regulation. Therefore we use these properties to verify our conjecture.
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Table 1. The description of the data collected from OKCoin, Bitfinex, BT C-e, Coinbase and bitFlyer.

Platform
OKCoin
Bitfinex

BTC-e

Coinbase

bitFlyer

Currency Date Country Records
CNY Mar. 1, 2017—]Jul. 28, 2017 China 1.2 x 107
USD Mar. 11, 2017—Nov. 7, 2017 USA 2.0 x 10°
USD May. 3, 2017—Jul. 26, 2017 Russia 3.7 x 10°
USD Jan. 23, 2018—Sept. 9, 2018 USA 3.0 x 107
JPY May. 16, 2018—Jul. 16, 2018 Japan 6.9 x 10°

https://doi.org/10.1371/journal.pone.0218341.t001

3.1 The fat-tail of price return distribution

The probability distribution is one of the most important properties for price return. We mea-
sure the probability distribution of price return P(r) in different Bitcoin platforms with At =2
min (Fig 1c). We find that the probability distributions of price return in different platforms
have similar characteristics. The probability of price return reaches the maximum when |r| = 0,
and P(|r|) decreases as the absolute value of price return |r| increases. Moreover, the probability
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Fig 1. The fat-tail of price return distribution. a, An example of normalized price return in OKCoin from 14:04 on March 3, 2017 to 22:45 on
March 4, 2017. b, An example of noise signal sampled from a Gaussian distribution. ¢, The distribution of normalized price return in different
Bitcoin platforms compared with Gaussian distribution when At = 2 min. d, The kurtosis k versus At in different Bitcoin platforms.

https://doi.org/10.1371/journal.pone.0218341.9001
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of price return in the tail is higher than that of the Gaussian distribution, in agreement with
the previous studies in other financial markets [21-25, 28, 29].

Although the distributions of price return in the five Bitcoin platforms are all fat-tail, they
have obvious differences in the tail. To distinguish these differences, the kurtosis « is intro-
duced as

4
oo (0080 = (A 2

gt

where (r(t, At)) and o are the mean and the standard derivation of r(t, At), respectively. As a
measure of fat-tail of the probability distribution, the kurtosis x > 0 if the distribution is fat-
tail, while x = 0 if the distribution is Gaussian distribution. We calculate x with At = 2 min
(Table 2). It is observed that the kurtosis ¥ > 0 in all five platforms. However, the kurtosis k =
2337.68 in bitFlyer, while x is smaller than 50 in other four platforms. The kurtosis x in
bitFlyer is pretty higher than other Bitcoin platforms.

To confirm whether this difference between bitFlyer and other platforms is universal for
different time intervals, we investigate the properties of price return distribution over different
time interval At. Fig 1d shows that the kurtosis x is bigger than 0 for different At. The kurtosis
Kk decreases as At increases, implying that the distribution of price return is no longer heavy as
At increases. But the kurtosis « in bitFlyer is significantly larger than that in other platforms
when At < 30 min. It implies that the number of extreme values in bitFlyer is more than that
of other platforms. The risk in the financial markets is often governed by unpredictable
extreme return, so the risk in bitFlyer is higher than the risk in other Bitcoin platforms. In this
aspect, bitFlyer seems to be more abnormal compared to other four Bitcoin platforms.

3.2 The decay of price return distribution

We investigate the decay of the price return. In previous studies [28, 29], it was reported that
the cumulative distribution of price return P(|r| > x) follows a power-law decay. Fig 2a shows
that the tail of distribution decays with power-law P(|r| > x) ~ x™ in Bitcoin platforms for
some ¢ when At = 2 min. In addition, we find that the positive tail and negative tail are both
approximately power-law decay (Fig 2b). But the power-law exponents o vary in different Bit-
coin platforms (Table 2). Both positive tail exponent a* and negative tail exponent &~ in
OKCoin, Bitfinex, BT'C-e, and Coinbase are more than 2, showing that the price return has
finite variance. However, the power-law exponent ot ~ 1.45, " ~ 1.48 and &~ ~ 1.46 are all
less than 2 in bitFlyer.

Moreover, we investigate the power-law exponent o of price return distribution in different
time intervals. The power-law exponent ¢ ranges from 2.7 to 3.7 in OKCoin, BTC-e, Coinbase,
and Bitfinex (Fig 2c). However, the exponent ¢ in bitFlyer increases as At increases. When
At < 10 min, a is smaller than 2. Up to now, no markets have been reported to own a small
< 2. When the exponent & < 2, it suggests that the price return in this financial market has

Table 2. The statistical information about normalized price return when At = 2 min in different Bitcoin
platforms.

Platform Kurtosis a a a
OKCoin 33.45 3.34 3.14 3.36
Bitfinex 19.22 3.23 3.17 2.94
BTC-e 31.14 2.61 2.94 2.87
Coinbase 27.82 3.33 3.17 3.92
bitFlyer 2337.68 1.45 1.48 1.46

https://doi.org/10.1371/journal.pone.0218341.t1002
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Fig 2. The decay of price return distribution. a, The cumulative distribution of normalized absolute price return in log-log plot. b, The
cumulative distribution of normalized price return in log-log plot. ¢, The power-law exponent ¢ versus At in different Bitcoin platforms.

https://doi.org/10.1371/journal.pone.0218341.g002
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infinite variance. However, in traditional financial markets, most of the trading behaviors are
under strict regulation. The fluctuations of price are relatively small, resulting in the fact that
> 2. The unique property of & < 2 in bitFlyer indicates that the risk in bitFlyer is much larger
than other Bitcoin platforms and other financial markets.

3.3 The dependence property of price return

We investigate the dependence property of price return via the analysis on the autocorrelation
of the price return. We first conduct the Ljung-Box test in price return series and absolute
price return series. The results reject the null hypothesis, indicating that there exists autocorre-
lation in price return.

Next, we calculate the linear autocorrelation given time interval At. The linear autocorrela-
tion can be calculated to be

((r(t, At) — (r(t, AD)) (r(t + 7, At) — (r(£, A1)

g2

cor(r(t,At), r(t + 1,At)) = ) (3)
where (r(t, At)) and o are the mean and the standard derivation of r(¢, At), respectively. In Fig
3a, we plot the autocorrelation of price return in different Bitcoin platforms. It shows that the
autocorrelation cor(r(t, At), r(t + 7, At)) > 0 given At = 2 min when 7 is small. But it decreases
from positive to negative as 7 grows. Finally, the autocorrelation falls to 0 as T grows, and it can
be considered as irrelevance when 7 > 20 min. However, there exist differences in autocorrela-

tion between bitFlyer and other Bitcoin platforms. The maximum positive autocorrelation is

b

-
[=]
=)

OKCoin

Bitfinex

£n;

£232,

. u&ﬁ@éeﬁéﬁAA "
PN [l
L]

[ 13

-0.2

0.6
0.4
0.2
0.0

X
<

® xmp

e
=
L

n v
Bitfinex
4 Coinbase

OKCoin
BTC-¢

Autocorrelation Autocorrelation

-0.2

Autocorrelation of absolute return

bitFlyer

102 10°

T

0 1
75 50 10 10

o/min

Fig 3. The dependence property of price return. a, The linear autocorrelation of normalized price return in different Bitcoin platforms when
time interval At = 2 min. b, The autocorrelation of normalized absolute price return in different Bitcoin platforms when time interval At = 2

min.

https://doi.org/10.1371/journal.pone.0218341.9003
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greater than 0.5 and the minimum negative autocorrelation is smaller than -0.15 in OKCoin,
BTC-e, Coinbase, and Bitfinex. In bitFlyer, the maximum positive autocorrelation is roughly
0.35 and the minimum negative autocorrelation is below -0.3. Thus, compared to other Bitcoin
platforms, bitFlyer has weaker positive autocorrelation and stronger negative autocorrelation.
The weak positive autocorrelation indicates that bitFlyer appears more fluctuations. The
strong negative autocorrelation is brought about by the market prevention that protects Bit-
coin price from deviating actual value, implying that there are more violent fluctuations in
bitFlyer.

Furthermore, we study the nonlinear dependence of price return. We plot the autocorrela-
tion of absolute return Cor(|r(t, At)|, |r(t + 7, At)|) as shown in Fig 3b when At = 2 min. The
autocorrelation of absolute value of price return decreases as 7 increases. It decays more slowly
compared with the linear autocorrelation. The autocorrelation Cor(|r(t, At)|, |r(t + 7, At)]) ~
0.2 when 7 = 1000 min in OKCoin, BTC-e, Coinbase, and Bitfinex, showing a long memory in
the absolute value of price return |r(f)|. This phenomenon is called as “volatility clustering” in
previous studies [22, 24, 25], commonly across a wide range of financial markets. But it is not
significant in bitFlyer. The autocorrelation Cor(|r(t, At)|, |r(t + 7, At)|) ~ 0.05 when 7 = 10 min;
and the autocorrelation Cor(|r(t, At)|, |r(t + 7, At)|) = 0.01 when 7= 100 min, smaller than
other Bitcoin platforms. The autocorrelation of absolute return decreases more quickly, imply-
ing that the fluctuations in bitFlyer are more random and unpredictable.

3.4 The possible reasons of abnormity

In previous sections, we find that the properties of price return in different Bitcoin platforms
are incompletely consistent. The phenomena that have been largely observed in financial mar-
kets, such as fat-tail of price return, the absence of autocorrelation, and volatility clustering,
are also found in the Bitcoin market. However, it can be shown that the properties are fairly
different in bitFlyer from other Bitcoin platforms. The kurtosis x of the price return distribu-
tion, the power-law exponent o of the price return distribution, and the autocorrelation of
price return in bitFlyer all highly deviate from other platforms.

In spite of the different data coverage, all markets except bitFlyer exhibit similar statistical
behaviors, but bitFlyer stands apart. In fact, the phenomena, such as fat-tail of price return, the
absence of autocorrelation, and the volatility clustering, are well known as the stylized facts,
which have been proven to be common across a wide range of instruments, markets, and time
periods [22, 28, 29]. It indicates that these behaviors are independent of the selection of time
periods. In this work, the time periods in OKCoin, Bitfinex, BTC-e, and Coinbase are different
and time length varies from 2 months to 9 months, but the statistical behaviors are consistent
and the same as many previous studies [21-25, 28, 29]. Thus, the obvious difference in bitFlyer
from other platforms may be caused by possible illegal actions.

To find the possible reasons of abnormity, we consider the best price that traders quote. It
is because the price adopted in this paper is the average of the best ask price and the best bid
price. Thus, the abnormity in price return may be caused by the abnormity in best price that
traders quote. We introduce the ratio: ratio’(t) := % and ratio®(t) = % where
bi(t)(or a,(1)), by(t)(or ay(t)) are the best bid (or ask) price and second best bid (or ask) price
respectively. The value of ratio®(or ratio®) evaluate the deviation from best bid (or ask) order
to second bid (or ask) order.

In Fig 4, we plot ratio® and ratio® in bitFlyer and Coinbase using the data collected from
May 17, 2018 to July 16, 2018. It is found that most of ratio® and ratio® are smaller than 0.01,
while some ratio® and ratio” in bitFlyer are fairly larger than 0.01. In addition, the extreme val-
ues of ratio® and ratio” appear simultaneously. It means that buyers and sellers quote price far
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Fig 4. The values ratio® and ratio” in bitFlyer and Coinbase, sampled from May 17, 2018 to July 16, 2018.
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beyond current best price (higher than best bid or lower than best ask) at the same time. In
normal financial markets, it rarely occurs that the abnormal values of ratio® and ratio” fre-
quently appear at the same time. One possible explanation is that one trader places abnormal
ask orders (lower than best ask) while another trader places abnormal bid orders (higher than
best bid) simultaneously. They try to manipulate the price by creating a false impression of an
active market. If the abnormal ask orders and the abnormal bid orders are placed concurrently
again and again during a certain time period, it may not be coincidental but deliberate. Thus,
it may be potentially linked to either price manipulation or money laundering.

Furthermore, bitFlyer was punished by the Japan Financial Services Agency due to the
Know Your Customer (KYC) policy vulnerability on June 22, 2018. The KYC process verifies
the identity of its clients and assess potential risks of illegal intentions for the business relation-
ship. It prevents financial institutions from being used, intentionally or unintentionally, by
criminal elements for money laundering activities. The vulnerability of KYC policy may result
in the money laundering or price manipulation, which verifies our conjecture.

Therefore, the abnormity in bitFlyer may be caused by price manipulation or money laun-
dering, essentially due to the absence of strict regulation. To achieve price manipulation or
money laundering, the ask (bid) price that traders quote is abnormal, naturally lower (higher)
than current ask (bid) price. Thus the kurtosis k is quite large and the power-law exponent o
of price return distribution is relatively small. And these manipulating behaviors which are dif-
ferent from normal trading behaviors will reduce linear autocorrelation and nonlinear
autocorrelation.

4 Conclusion

In this paper, we investigate the properties of price return in five leading Bitcoin platforms,
including OKCoin, BTC-e, Coinbase, bitFlyer, and Bitfinex. We find that the price returns in
OKCoin, BTC-e, Coinbase, and Bitfinex have similar characteristics, including the fat-tail of
the price return distribution, the power-law decay of price return distribution, and the auto-
correlations of price return, which are entirely different in bitFlyer.

We analyze the price of the bid/ask order, finding that the abnormal ask price and bid price
appear in bitFlyer almost simultaneously, which is a characteristic of abnormal transactions.
Moreover, bitFlyer was punished by the Japan Financial Services Agency due to KYC Policy
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vulnerability on June 22, 2018. It verifies our conjecture that there may exist abnormity or
manipulation in Bitcoin platforms.

In the future, we would collect more information to confirm whether bitFlyer is in price
manipulation or money laundering. Besides, we would validate our conclusion in more Bit-
coin exchange platforms.
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