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Abstract

Most recently, Kan Yang et al. proposed an attribute-keyword based encryption scheme for

data publish-subscribe service(AKPS), which is highly useful for cloud storage scenario.

Unfortunately, we discover that there is a flaw in the security proof of indistinguishability of

the tag and trapdoor against chosen keyword attack under the Bilinear Diffie-Hellman (BDH)

assumption. As the security proof is a key component for a cryptographic scheme, based on

the Decisional Diffie-Hellman (DDH) assumption, we improve the security proof method and

give a new security proof of the AKPS scheme for indistinguishability of the tag and trapdoor

in our proposal, which is more rigorous than the original one. Furthermore, we also demon-

strate that the AKPS scheme is secure against data Replayable Chosen Ciphertext Attack

(RCCA).

I. Introduction

Data publish-subscribe system [1, 2] is an appropriate mode for data users to receive data for

interest. Cloud server, owing to considerable resources on storage and calculation, has been

proven to be the most applicable platform for this service [3–5].

To realize fine-grained access control of data on cloud storage, the concept of the attribute-

based encryption (ABE) was proposed. Generally ABE can be divided into two categories:

Ciphertext- Policy Attribute-based Encryption (CP-ABE) [6, 7] and Key-Policy Attribute-

based Encryption (KP-ABE) [8], both are intended for one-to-many access mode. Attribute-

based encryption is an extension of public-key cryptography and identity-based cryptography.

Compared with traditional cryptography, attribute-based encryption provides a more flexible

encryption and decryption relationship. For example, in an attribute-based encryption mecha-

nism, both the ciphertext and the secret key are associated with a set of attributes, and the data

owner can specify an encryption policy consisting of attributes, and the resulting ciphertext

can be decrypted only by the data user whose attributes satisfies the encryption policy. The

non-interactive access control with fine-grained can be realized effectively by attribute-based

encryption, which greatly enriches the flexibility of encryption policy and the description of
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user’s rights. Due to its high efficiency, dynamic, flexibility and privacy, attribute-based

encryption has a good application foreground in distributed file management, third party data

storage and pay-TV system. With the development and popularization of cloud computing

technology, more and more enterprises and users are outsourcing their data to cloud service

providers, which providing a good way to protect data security and privacy by applying attri-

bute-based encryption.

In [9, 10], a Dual-policy ABE was created to achieve CP-ABE and KP-ABE simultaneously,

and it was appropriate for data publish-subscribe system as it enables the publishers and the

subscribers to define individual policy according to the feature. A publish-subscribe system

should meet the following requirements. (i) The publisher publishes data and specifies which

subscribers can access his/her data and the subscriber may specify the data he/she is interested

in; (ii) Allow subscribers to perform multiple keyword search; (iii) Search queries that allow

multiple users to retrieve data. Considering data privacy, the keyword privacy in the tag and

trapdoor and the decryption overhead from the subscriber, Kan Yang proposed a privacy-pre-

serving attribute-keyword based data publish-subscribe (AKPS) scheme [1]. Firstly, the AKPS

scheme implemented the access policy and subscription policy respectively by using dual pol-

icy attribute-based encryption, which could make the subscriber’s attributes satisfy the pub-

lisher’s access policy and the data released by the publisher also satisfied subscription policy

specified by the subscriber. In this way, the AKPS scheme could achieve the fine-grained two-

way access control. Secondly, by using the concept of attribute-keyword, the subscriber’s sub-

scription policy was constructed, which was designed to avoid the leaking of keywords infor-

mation and realized the multi-keyword search and the expression of subscription policy.

Thirdly, attribute-keyword based data publish-subscribe scheme supported multiple publish-

ers and multiple subscribers, and could be used to data sharing with access control in publish-

subscribe system on cloud platforms. Finally, the decryption overhead was transferred from

the subscribers’ devices to the cloud supporter to reduce the subscriber’s computational bur-

den by using outsourcing decryption technology [11–13], which was a practical tool for light-

ening the computational load on the subscriber side in reality result from that mobile devices

have become primary computing device for many users and enterprises.

Unfortunately, we discovered that the security proof of the AKPS scheme [1] was not enough

rigorous and adequate after carefully researching it. According to the security proof of the AKPS

scheme[1], we find with random guessing, the adversary can solve the Bilinear Diffie-Hellman

(BDH) problem with a probability of 1/2, and their security proof actually has nothing to do with

the adversary’s attacking of the scheme (the detail is refer to section IV). Through analyzing the

security of the original AKPS scheme [1], we also find it is hard to apply the BDH assumption to

the security proof of the AKPS scheme. Therefore in order to prove the security of the chosen key-

word attack for indistinguishability of the tag and the trapdoor for the AKPS scheme, we carry

out a detailed analysis of the AKPS scheme and study the basic steps of the provable security

method. Through careful analysis and research, we discover that the Decisional Diffie-Hellman

(DDH) assumption can be used to prove the security of the AKPS scheme.

In view of this, we improve the proof method and design a new security proof of the AKPS

scheme for indistinguishability of the tag and trapdoor based on the DDH assumption, our

new security proof is more rigorous than their original proof. In addition, Chosen Ciphertext

Attack (CCA) security [12, 14] was regarded as the appropriate security notion for encryption

schemes used as components in general protocols and applications. Whereas, there exists a

weaker secure notion called Replayable Chosen Ciphertext Attack (RCCA) [15] security than

the CCA security, and has been proven to be sufficient for most actual intention. In this paper

we prove that the data security of the AKPS scheme is of RCCA security, which is not pre-

sented in [1].

Improving the proof of the AKPS scheme
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Our Contributions

(1) We show that the security proof of the AKPS scheme [1] is not enough rigorous and ade-

quate, and we give a detail analysis about it in section IV.

(2) We improve the security proof method and present a new security proof of the AKPS

scheme for indistinguishability of the tag and trapdoor based on the DDH assumption.

(3) Using the conclusion that the Waters’s scheme in [6] is the selectively CPA-secure, we

can prove that the AKPS scheme realizes data security against replayable chosen ciphertext

attack (RCCA).

In order to make the overall layout of the system clearer, the flaw-chart of the system is

shown in Fig 1.

II. Preliminaries

In this section, we present the basics of mathematics and cryptography required in the scheme,

including the deterministic assumptions used in the proof, system model of the AKPS scheme

and the security definition of the AKPS scheme.

A. Decisional Diffie-Hellman (DDH) assumption

Definition 1 (DDH [16]).Let x,y,z2Zp be chosen at random and g be a generator of G. The

Decisional DH assumption is that there is no probabilistic polynomial time algorithm P can

distinguish the tuple (A = gx,B = gy,C = gxy) from the tuple (A = gx,B = gy,C = gz) with more

Fig 1. Flaw-chart in the system.

https://doi.org/10.1371/journal.pone.0212761.g001
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than a negligible advantage ε. The advantage of P is defined as |Pr[(A,B,gxy) = 0]−Pr[A,B,gz] =

0| = ε.

B. Decision q-parallel Bilinear Diffie-Hellman Exponent (BDHE)

assumption

Definition 2 (Decision q-parallel BDHE [11]). Let a,s,b1,� � �,bq2Zp be chosen randomly and g
be a generator of G. If an adversary is given by

y!¼ g; gs; g1
z; gaz; � � � ; g

aq
zð Þ; ga; � � � ; gðaqÞ; ; gðaqþ2Þ; � � � ; gða2qÞ;

�

81 � j � q : gs�bj ; g
a
bj ; � � � ; g

aq
bj

� �

; � � � ; gðaqÞ; ; g
aqþ2

bj

� �

; � � � ; g
a2q
bj

� �

;

81 � j; k � q; k 6¼ j : g
a�s�bk=bj ; � � � ; g

aq �s�bk=bj

� �

;

It must be hard to distinguish a valid tuple eðg; gÞa
qþ1s
2 GT from a random element R in

GT. An algorithm B has advantage ε in solving q-parallel BDHE in G if jPr½Bð y!;T ¼

eðg; gÞa
qþ1s
� ¼ 0 � Pr½Bð y!;T ¼ R� ¼ 0j � ε.

C. System model of AKPS

At the beginning, we give some notations that will appear in the AKPS scheme as shown in

Table 1.

The system model of the data publish-subscribe service on cloud platforms as shown in Fig

2. It consists mainly of four entities: Authority, data publishers, data subscribers, and cloud

server. The authority is responsible for establishing the system and generating private keys for

data publishers and data subscribers, respectively. The publisher, on the one hand, encrypts

data under an access policy about attributes and obtains data ciphertext; on the other hand,

encrypts a set of keywords with his/her private key to generate the data tags. The data cipher-

text and data tags are then uploaded to the cloud server. The subscriber defines a subscription

policy for a set of keywords and uses it to generate search trapdoor, and uses his/her private

Table 1. Notations.

Notation Description

msk master key of the authority

pk public parameter of the system

sksub private key of subscriber

skpub private key of publisher

Tdsub keyword trapdoor of subscriber

pdksub pre-decryption key of subscriber

dksub decryption key of subscriber

Ssub attribute set of subscriber

m plaintext data

Sm Keyword set associated with data m

Cm encrypted data

Tm tags associated with published data

C0m pre-decryption ciphertext of data m

https://doi.org/10.1371/journal.pone.0212761.t001
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key to generate the pre-decryption key. The search trapdoor and pre-decryption key are then

uploaded to the cloud server. The cloud servers can provide storage and computing services

for users because of their considerable storage and computing resources. After receiving the

data ciphertext and data tags from the publisher and the search trapdoor and pre-decryption

key from the subscriber, the cloud server first conducts the access policy test and the subscrip-

tion policy test, if and only if the subscriber’s attributes satisfy the publisher’s access policy and

the publisher’s tags satisfies the subscriber’s subscription policy, the cloud server uses the sub-

scriber’s pre-decryption key to pre-decrypt the ciphertext, and sends the pre-decrypted data to

the subscriber. The subscriber then decrypts the pre-decrypted data using his/her private key

to get the plaintext data.

D. Security definition of AKPS

Definition 3 (Td-IND-CKA-Game).Trapdoor indistinguishability security against chosen

keyword attacks (Td-IND-CKA) is described in detail in Definition 6 of [1].

Definition 4 (Tag-IND-CKA-Game). Tag indistinguishability security against chosen key-

word attacks (Tag-IND-CKA) is described in detail in Definition 7 of [1].

Definition 5 (Data-RCCA [11]). The AKPS scheme is Data-RCCA secure if there is no

probabilistic polynomial-time adversary who can win in Data-RCCA-Game.

Definition 6 (Data-RCCA-Game [11]).The Data-RCCA-Game involves a challenger CΛ

and an adversary A as follows.

Setup: The challenger CΛ runs the setup algorithm and gives the public key pk to the adver-

sary A, but does not divulge master secret key msk.

Phase 1: The challenger CΛ initializes an empty set D and an empty table T respectively, set-

ting an integer j = 0. The adversary Amakes the following adaptive query to CΛ.

CreatðSsubjÞ : The challenger CΛ sets j≔j+1. It runs the key generation algorithm and pre-

decryption algorithm on Ssubj to obtain the pair ðdksubj ; pdksubjÞ and stores the entry

Fig 2. System model of data publish-subscribe service on cloud platforms.

https://doi.org/10.1371/journal.pone.0212761.g002
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ðj; Ssubj ; dksubj ; pdksubjÞ in table T, it then returns to the adversary A the pre-decryption key

pdksubj . Note that dksubj is decrypt key and pdksubj is pre-decrypt key about attribute set subj.
Corrupt(i): If there is an ith entry ði; Ssubi ; dksubi ; pdksubiÞ in T, then CΛ sets D≔D [ fSsubig

and returns to the adversary A the dksubi . Otherwise, it returns the symbol?meaning that

there is no such entry.

Decryptði;C0mÞ : If there is an ith entry ði; Ssubi ; dksubi ; pdksubiÞ in T, then CΛ returns the out-

come of decryption to the adversary A on takes the tuple ðdksubi ;C
0
mÞ as input. If no such entry

exists, then it returns?.

Challenge: The adversary A submits two equal-length messages m0 and m1. In addition A
submits (M�,ρ�) as the challenge access structure, where no queried Ssubi 2 D from phase 1 ful-

fill it. The challenger CΛ then flips a random coin b, and encryptsmb under M�, gives the

adversary with C�mb .
Phase 2: The response is the same as Phase 1 with the following restrictions:

• A cannot conduct a corrupt query that Ssubi satisfies (M�,ρ�).

• no decryption queries on the message m0 orm1.

Guess: The adversary A outputs a guess b0 of b.

We define A0s advantage in Data-RCCA-Game as Advdata = |Pr[b0 = b]−1/2|.

Definition 7 (AKPS Security) The AKPS scheme is secure if it is Td-IND-CKA secure, Tag-

IND-CKA secure and Data-RCCA secure.

The security of the AKPS scheme (Fig 3) encompasses the following two facets. On the one

hand, Td-IND-CKA security and Tag-IND-CKA security can be reduced to the DDH assump-

tion. On the other hand, regarding Data-RCCA security, this can be reduced to the security of

Waters scheme [6].

III. Brief Review of AKPS

We briefly review the AKPS scheme below, which mainly contains five phases: System initiali-

zation, Trapdoor generation, Data publication, Policy checking and Pre-decryption, and Data

decryption. For a detailed introduction to the scheme, please refer to [1].

Fig 3. Security proof of the AKPS.

https://doi.org/10.1371/journal.pone.0212761.g003
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Setup(1k)!(msk,pk). The authority initializes the system by running the setup algorithm. It

chooses two multiplicative groups G and GT. Let g is a generator of G. Chooses two hash func-

tionsH1,H2:{0,1}�!G and a;b; g; a 2 Z�p . Then, it sets respectively the master keymsk and

public key pk asmsk = (ga,α,β,γ) and pk = (p,g,G, GT,e,e(g,g)a,gα,gβ,gγ,H1,H2).

SKeyGen(msk,pk,{Ssub},{pub})!(sksub,skpub). For each subscriber sub who has the attribute

set Ssub and each publisher pub, the authority chooses random numbers rsub; rpub 2 Z�p respec-

tively, and respectively generates the secret key sksub and skpub for each of subscribers and each

of publishers as

sksub ¼ ðK1;sub ¼ g
abrsub ;K2;sub ¼ g

arsub � gag;K3;sub ¼ g
a � ggrsub ;K4;sub ¼ g

rsub ; 8att 2 Ssub : Ksub;att
¼ H1ðattÞ

rsubÞ:

skpub ¼ ðK1;pub ¼ g
abrpub ;K2;sub ¼ g

brpub � gbgÞ:

TdGen(sksub,pk,(Mt,ρt))!(Tdsub,pkdsub,dksub). To subscribe some interested data, the

subscriber first defines an access structure as (Mt,ρt), where Mt is a nt×lt subscription matrix

with ρt mapping its rows to keywords. The subscriber first generates a decryption key dksub =

zt by selecting a random number zt 2 Z�p . It then selects st 2 Z�p and a random vector vt ¼
ðst; yt;2; � � � ; yt;lÞ 2 Zltp , For j = 1 to nt, it computes λt,j = Mt,j�vt, where Mt,j is the vector corre-

sponding to the jth row of Mt. It then computes tj = λt,j�zt. Using it, subscriber designs the trap-

door as Tdsub ¼ ðMt; fj;Tdjgj¼1;���;nt
Þ

Tdj ¼ ðTd1;j ¼ ðK1;sub � H2ðrtðjÞÞÞ
tj ;Td2;j ¼ ðK2;subÞ

tj ;Td3;j ¼ ðg
aÞ
tj ;Td4;j ¼ g

tjÞ:

In order to protect the keyword leakage from the subscription policy, only Mt of the subscrip-

tion policy (Mt,ρt) will be sent to the cloud together with the trapdoor, while ρt is kept secret

against the cloud server. The pre-decryption key pdksub is generated as pdksub ¼ ðK 0sub ¼
ðK3;subÞ

zt ; L0sub ¼ ðK4;subÞ
zt ; 8att 2 Ssub : K 0sub;att ¼ ðg

gst � Ksub;attÞ
ztÞ.

Encrypt(m,Sm,pk,skpub, (M,ρ))!(Cm,Tm). To publish data, the publisher first defines an

access policy over attributes of subscribers. The access policy is also described by an LSSS

structure as (M,ρ), where M is an n×l access matrix and ρmaps the rows of M to attributes.

The publisher then runs the following encryption algorithm to encrypt the data, which con-

tains part of the two.

�DataEnc(m,pk,(M,ρ))!Cm. First, the publisher chooses random values s1; s2 2 Z�p with

two vectors v1 ¼ ðs1; y02; � � � ; y
0
lÞ and v2 ¼ ðs2; y002; � � � ; y

00
l Þ. For i = 1 to n, it computes λi = Mi�v1

and μi = Mi�v2, where Mi is the vector corresponding to the ith row of M. It outputs the cipher-

text Cm as

Cm ¼ ððM; rÞ;C ¼ m � eðg; gÞ
as1 ;C0 ¼ gs1 ; for i ¼ 1 to n : Ci ¼ g

gl1 � H1ðrðiÞÞ
� mi ;Di ¼ g

miÞ:

�TagGen(Sm,pk,skpub,S2)!Tm. The publisher takes the same random number S2 as input,

and outputs the tags as Tm ¼ fWi;Tigwi2Sm .

Wi ¼ ðW1;i ¼ ðK1;pub � H2ðwiÞÞ
ri ;W2;i ¼ ðK2;pubÞ

ri ;W3;i ¼ ðg
bÞ
ri ;W4;i ¼ g

riÞ

Ti ¼ ðT1;i ¼ ðK1;pub � H2ðwiÞÞ
r�i � ggs2 ;T2;i ¼ ðK2;pubÞ

r�i ;T3;i ¼ ðg
bÞ
r�i ;T4;i ¼ g

r�i Þ

PolicyTestðCm;Tm;Tdsub; pdksubÞ ! C0m or ? : The policy test algorithm consists of both

Improving the proof of the AKPS scheme
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access policy test and subscription policy test, and if and only if both policies are satisfied, the

algorithm continues to pre-decrypt the data, otherwise it terminates.

�Access policy test. Access policy test is easier than the subscription policy test, because the

attributes are not hidden in both the access policy and the pre-decryption key, while the key-

words are hidden in both trapdoors and tags. Therefore, algorithm first evaluates whether the

attributes of the subscriber can satisfy the access policy associated with data. If the access policy

is not satisfied, the policy test algorithm will terminate.

�Subscription policy test. If the access policy is satisfied, it continues to test whether the

tags can satisfy the subscription policy in the trapdoor by running the following subroutine:

−KwdLocate(Tm,Tdsub)!It. Due to the obfuscation of keyword in both the trapdoor and

the tags, the algorithm first locates the row number in Mt for each tag. When finished search

for all the tags, it outputs an index set It = {j|ρt(j) = wi, 8wi2Sm}. To test whether the tagWi and

the trapdoor Tdj are corresponding to the same keyword, it checks whether the following

equation is equal.

eðW1;i;Td4;jÞ � eðTd2;j;W3;iÞ

eðTd1;j;W4;iÞ � eðW2;i;Td3;jÞ
¼ 1

�Data pre−decryption. If both access policy and subscription policy are satisfied, the algo-

rithm pre-decrypts the data as follows.

� PreDecryptðCm; pdksub; ItÞ ! C0m or ? : The cloud server computes TK1 from the trap-

door and the data tag as

TK1 ¼
Y

j2It

ð
eðT1;�ðjÞ;Td4;jÞ � eðTd2;j;T3;�ðjÞÞ

eðTd1;j;T4;�ðjÞÞ � eðT2;�ðjÞ;Td3;jÞ
Þ
ct;j ¼ eðg; gÞgs2stzt

Similarly, it further computes TK2 from the ciphertext by using the pre-decryption key as

TK2 ¼
eðC0;K 0subÞQ

i2IðeðCi; L0subÞ � eðDi;K 0sub;rðiÞÞÞ
ci ¼

eðgs1 ; gaÞzt

eðg; gÞgs2stzt

When obtaining both TK1 and TK2, it computes the token as TK ¼ TK1 � TK2 ¼ eðg; gÞ
as1zt :

The pre-decrypted data C0m is denoted in an Elgamal encryption form [17] as

C0m ¼ ðC;TKÞ ¼ ðm � eðg; gÞ
as1 ; eðg; gÞas1Þ:

DecryptðC0m; dksubÞ ! m: Upon receiving the pre-decrypted data, the data can be easily

decrypted by the subscriber asm ¼ C=TKð1=ztÞ.

IV. Analysis on the security proof of AKPS

In this section, we give a detail analysis about the security proof of the AKPS scheme [1], and

point out the flaw of their security proof in [1]. In order to make it clearer, we will name the

theorems in the AKPS scheme as Theorem 1, Theorem 2, Theorem 3, and name the security

proof of our theorems in section V as Theorem 1’, Theorem 2’, and Theorem 3’.

The security proof of the AKPS scheme [1] is based on the hardness of the BDH problem,

and we find that the security proof of the AKPS scheme is not rigorous and adequate. In the

AKPS scheme, Theorem 1 is about the Td-IND-CKA security of the AKPS scheme, it is proved

in the random oracle model under the BDH assumption. The BDH assumption and assump-

tion 1 in [1] are as follows.

BDH assumption: Let A be an attacker whose running time is polynomial in a security

parameter k. Given a tuple (g,ga,gb,gc), where a; b; c 2 Z�p . The attacker A tries to compute the

Improving the proof of the AKPS scheme
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answer of the BDH problem. We define A0s advantage in work out the BDH problem as

AdvBDHA ðkÞ ¼ Pr½Aðg; ga; gb; gcÞ ¼ eðg; gÞabc�:

Assumption 1: The BDH problem is said to be computationally intractable if AdvBDHA ðkÞ is

negligible in k.

In their proof, the challenger C interacts with the adversary A to conduct the security game.

Let’s recall the proof procedure of Theorem 1 about Td-IND-CKA.

Firstly, the challenger C sets master keymsk = (ga,α,β,γ) and public key pk = (g,G,GT, gα,gβ,
gγ). Then it generates a private key sksub ¼ ðK�1;sub ¼ g

abrsub ;K�
2;sub¼ g

arsub � gagÞ for a subscriber

by selecting a random number rsub. Then adversary A submits two equal- length keyword vec-

tors w�
0

and w�
1
: In addition, A also submits a challenge access policy ðM�

t ; r
�
t Þ; which can be

satisfied by both of the two keyword vectors. C flips a random binary coin b2{0,1}, then selects

randomly zt; st 2 Z�p and computes share component lt;j ¼ M�

t;j � v and tj = λt,j�zt. Using gener-

ated private key sksub, C generates the challenge trapdoor TdðbÞsub as

TdðbÞj ¼ ðTd
ðbÞ
1;j ¼ ðK�1;sub � H2ðwb;jÞÞ

tj ;TdðbÞ2;j ¼ ðK�2;subÞ
tj ;TdðbÞ3;j ¼ ðgaÞ

tj ;TdðbÞ4;j ¼ ðgÞ
tjÞ:

In the challenge phase, the challenger C conducts the simulation of trapdoor corresponding

the keyword vectors are submitted by the adversary A. Subsequently, the adversary A needs to

compute eðg; gÞbgatj as the solution to the BDH problem, where given the BDH tuple as

gb; gg; gc ¼ gatj .
After challenger C gives the challenge trapdoor TdðbÞsub and the input of BDH problem

gb; gg; gc ¼ gatj to adversary A, the adversary A needs to calculate the solution of the BDH

problem eðg; gÞbgatj as:

eðg; gÞbgatj ¼
eðTdðbÞ2;j ; gbÞ � eðHðwb0;jÞ;Td

ðbÞ
4;j Þ

eðTdðbÞ1;j ; gÞ
¼ e gagtj ; gb
� �

�
eðHðwb0 ;jÞ; g

tjÞ

eðHðwb;jÞ; g
tjÞ

The adversary A then outputs a random guess b0 of b, if b0 = b, it means that the adversary A
calculates the solution of the BDH problem. Since it is a random guess, the guessing probabil-

ity of this case is 1/2. If b0 6¼ b, it means that the adversary A does not calculate the solution of

the BDH problem, and the probability of this case is also 1/2. Therefore, the adversary A can

solve the BDH problem with a probability of 1/2, but did not attack the real AKPS scheme. In

other words, the adversary A has no advantage in the attack of the scheme and it does not need

to interact with C. The only thing that needs the adversary A to do is just a random guess b0 of

b. From the above analysis, we can obtain the conclusion that the security proof of the AKPS

scheme is not adequate.

Similarly, it’s the same as theorem 1 in theorem 2, which is about the security of the Tag-

IND-CKA.

The theorem 3 of the AKPS scheme [1] is that the AKPS is Data-CPA secure in the random

oracle if the decision q-parallel BDHE assumption holds. In Theorem 3, the outsourcing

decryption technology of the AKPS scheme is based on the technique in [11]. Specifically, to

enable the cloud server to pre-decrypt the data, the pre-decryption key generation algorithm is

constructed by employing the technique from [11], which is proven to be semantic security

against chosen plaintext attacks by using literature [6]. Similarly, the AKPS scheme can be

proven to be Data-CPA secure, nevertheless the original AKPS scheme [1] dose not gives spe-

cific proof. Through researching the literature [11], we conclude that the security proof in [11]

is reduced to Waters scheme [6], which is proven to be Data-RCCA secure. Therefore, using
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the proof method in [6], we demonstrate Data-RCCA security on the AKPS scheme, and the

specific proof can be found in Theorem 3’ of Part V.

V. Improving the security Proof of AKPS

In this section, we will give our new security proof of the AKPS scheme about the security of

the trapdoor and tag. In addition, we give a new security proof of the Data-RCCA security for

the AKPS scheme.

Loosely speaking, the security proof of a cryptographic scheme can be described as follows.

A pre-defined difficult problem is deployed by the challenger, and the adversary is supposed to

attack the constructed scheme in a security game. The challenger interacts with the adversary

to conduct the security game, and inserts the difficulty problem into the scheme. Only if the

adversary attacks the scheme successfully with a non-negligible advantage, then the challenger

can figure out the difficulty problem correctly with a non-negligible advantage. So if the diffi-

culty problem is really hard to solve then the constructed scheme is secure. Our security proof

of the AKPS scheme is based on the DDH assumption in this section. The new security proofs

are given as theorem 1’ and theorem 2’, where theorem 1’ is about Td-IND-CKA secure, and

theorem 2’ is about Tag-IND-CKA secure. While theorem 3’ is about Data-RCCA secure

which is a complete new proof for the security of AKPS scheme [1]. Our security proof is dif-

ferent from the original one in [1], one of the main differences is that our proof is under the

DDH assumption while their proof is BDH assumption, as we cannot apply the BDH assump-

tion to the security proof of the AKPS scheme [1].

Td-IND-CKA Security

Theorem 1’.The AKPS scheme is Td-IND-CKA secure in the random oracle model if the

DDH problem is intractable.

Proof. Suppose that there is an adversary A1 with non-negligible advantage ε1 in the Td-

INK-CKA Game against the construction of AKPS scheme in [1]. We build a simulator S1 that

can figure out the DDH problem with advantage ε1/2, the simulation proceeds as follows. Let

the challenger C1 generates public parameter (e,g,G,GT) and G =<g>. C1 flips a fair binary

coin φ2{0,1} outside of S0
1
s view. if φ = 1, C1 sets (A,B,Z) = (gx,gy,gxy), else it sets (A,B,Z) = (gx,

gy,gz), where given the values x,y,z are chosen randomly from Z�p :
Setup: The simulator S1 runs Setup(k) algorithm, sets msk = (α,β,γ) for value β had known

by S1 that chosen randomly from Z�p , where implicitly sets α = x,γ = y.Then S1 computes public

key pk = (gα,gβ,gγ) and sends it to A1. In addition, S1 generates respectively private key skpub
and sksub for publisher and subscriber as

skpub ¼ ðK
�

1;pub ¼ g
abrpub ¼ Abrpub ;K�

2;pub ¼ g
brpub � gbg ¼ gbrpub � BbÞ

sksub ¼ ðK
�

1;sub ¼ g
abrsub ¼ Abrsub ;K�

2;sub ¼ g
arsub � gag ¼ Arsub � ZÞ

Each of which does not be divulged to A1, where rpub; rsub 2 Z�p .
Phase 1: The A1 can adaptively query, S1 answers queries as following.

H2 query. A1 can query the random oracleH2. To respond toH2 queries, S1 maintains a list

of tuple ðwi; gtiÞ called theH2 list, which is initially empty. When A1 queries H2 at a specific

point wi2{0,1}�, S1 responds as follows:

—If the query wi already appears on theH2 list in a tuple ðwi; gtiÞ, then S1 responds A1 with

the tupleH2ðwiÞ ¼ gti .
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—Else, S1 chooses a random value ti 2 Z�p , sets H2ðwiÞ ¼ gti and stores the tuple ðwi; gtiÞ
into H2 list.

Tag query. A1 is allowed to issue queries for the tag of a set of keywords kw = (w1,� � �,wn), S1

chooses randomly s2; ri; r�i 2 Z
�
p . For each keyword wi, using the publisher’s private key skpub,

S1 makes the corresponding response T 0 ¼ fWi;Tigwi2KW as

Wi ¼ ðW1;i ¼ ðK
�

1;pub � H2ðwiÞÞ
ri ¼ ðAbrpub � gtiÞri ;W2;i ¼ ðK

�

2;pubÞ
ri ¼ ðgbrpub � BbÞri ;W3;i

¼ ðgbÞri ;W4;i ¼ g
riÞ

Ti ¼ ðT1;i ¼ ðK
�

1;pub � H2ðwiÞÞ
r�i � ggs2 ¼ ðAbrpub � H2ðwiÞÞ

r�i � Bs2 ;T2;i ¼ ðK
�

2;pubÞ
r�i

¼ ðgbrpub � BbÞr
�
i ;T3;i ¼ ðg

bÞ
r�i ;T4;i ¼ g

r�i Þ

Challenge: Let two equal-length keyword vectors w0 ¼ ðw0;1; � � � ;w0;n� Þ, w1 ¼ ðw1;1; � � � ;

w1;n� Þ submitted by the adversary A1, which have not been queried in above phase. In addition,

A1 submits a challenge access policy ðM�

t ; r
�
t Þ, which can be satisfied by both of the two vectors.

S1 flips a random binary coin b2{0,1}, selects randomly zt; st 2 Z�p and a vector v ¼ ðst; y0002 ; � � � ;
y000n Þ. Subsequently, it computes lt;j ¼ M�

t;j � v and tj = λt,j�zt. Using subscriber’s private key sksub,

S1 generates the challenge trapdoor TdðbÞsub as

TdðbÞsub ¼ ðM
�

t ; fj;Td
ðbÞ
j gj¼1;���;n�

Þ

TdðbÞj ¼ ðTd
ðbÞ
1;j ¼ ðK�1;sub � H2ðwb;jÞÞ

tj ¼ ðAbrsub � gtiÞtj ;TdðbÞ2;j ¼ ðK�2;subÞ
tj

¼ ðArsub � ZÞtj ;TdðbÞ3;j ¼ ðgaÞ
tj ¼ Atj ;TdðbÞ4;j ¼ gtj :

TdðbÞ2;j is the correct trapdoor component only if Z = gxy, else TdðbÞ2;j is a random element.

Phase 2: It’s the same as Phase 1.

Guess: A1 outputs a guess b0 of b. if b0 = b, then S1 outputs φ = 1 to indicate that it is given a

valid DDH tuple, otherwise it outputs φ = 0 to indicate that it is a random element. The advan-

tage of S1 to solve DDH problem is

1

2
� Pr½φ0 ¼ φjφ ¼ 1� þ

1

2
� Pr½φ0 ¼ φjφ ¼ 0� �

1

2

¼
1

2
�

1

2
þ ε1

� �

þ
1

2
�
1

2
�

1

2
¼
ε1

2

Therefore, if the A1 has a non-negligible advantage ε1 in the above game, then we can build

a simulator S1 which can break the DDH problem with non-negligible advantage ε1/2, which

is an intractable problem. Hence, the theorem 1.

B.Tag-IND-CKA Security

Theorem 2’.The AKPS scheme is Tag-IND-CKA secure in the random oracle model if the

DDH problem is intractable.

Proof. Suppose that the adversary A2 with non-negligible advantage ε2 in the Tag-

INK-CKA Game against the construction of AKPS scheme in [1]. We build a simulator S2 that

can solve the DDH problem with advantage ε2/2. The simulation proceeds as follows. Let the

challenger C2 generates the parameter (e,g,G,GT) and G =<g>. Then it flips a fair binary coin
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ϕ2{0,1}, outside of S0
2
s view. If ϕ = 1, C2 sets (A,B,Z) = (gx,gy,gxy), otherwise it sets (A,B,Z) = (gx,

gy,gz) for values x,y,z chosen randomly from Z�p .
Setup: The simulator S2 runs Setup(k) algorithm, setsmsk = (α,β,γ) for value α had known

by S2 chosen randomly from Z�p , where implicitly sets (β = x,γ = y). Then S2 computes public

key pk = (gα,gβ,gγ) and sends it to A2. In addition, S2 generates respectively private key skpub
and sksub for publisher and subscriber as

skpub ¼ ðK
�

1;pub ¼ g
abrpub ¼ Aarpub ;K�

2;pub ¼ g
brpub � gbg ¼ Arpub � ZÞ

sksub ¼ ðK
�

1;sub ¼ g
abrsub ¼ Aarsub ;K�

2;sub ¼ g
arsub � gag ¼ garsub � BaÞ

Each of which does not be divulged to A2, where rpub; rsub 2 Z�p .
Phase 1: The adversary A2 can adaptively query, S2 answers queries as following.

H2 query. A2 can query the random oracleH2. To respond toH2 queries, S2 maintains a list

of tuple ðwi; gtiÞ called theH2 list, which is initially empty. When A2 queries H2 at a specific

point wi2{0,1}�, S2 responds as follows:

—If the query wi already appears on theH2 list in a tuple ðwi; gtiÞ, then S2 responds A2 with

the tupleH2ðwiÞ ¼ gti .
—Else, S2 chooses a random value ti 2 Z�p , sets H2ðwiÞ ¼ gti and stores the tuple ðwi; gtiÞ

into H2 list.
Trapdoor query: A2 is allowed to issue queries for the trapdoor of a set of keywords kw0

and a subscription policy SPkw0 (the subscription policy is described as ðM0

t; r
0
tÞ) constructed

over kw0.
S2 chooses randomly zt 0; st 0 2 Z�p , sets vector v0 ¼ ðst 0; y�2; � � � ; y

�
nÞ and computes l

0

t;j ¼

M0

t � v
0 and t0j ¼ l

0

t;j�zt
0. Then, using subscriber’s private key sksub, S2 generates the correspond-

ing challenge trapdoor Td0sub as

Td0sub ¼ ðM
0

t; fj;Td
0

jgj¼1;���;n�
Þ

Td0j ¼ ðTd
0

1;j ¼ ðK
�

1;sub � H2ðrtðjÞÞÞ
t0j ¼ ðAarsub � gtrt ðjÞ Þt

0
j ;Td0

2;j ¼ ðK
�

2;subÞ
t0j

¼ ðgarsub � BaÞt
0
j ;Td0

3;j ¼ ðg
aÞ
t0j ;Td0

4;j ¼ g
t0j :

Challenge: Let kw0 = (w0,1,� � �,w0,n), kw1 = (w1,1,� � �,w1,n) are two equal-length keyword vec-

tors submitted by the adversary A2,which have not been queried in above phase. Then S2 flips

a random coin b2{0,1} and selects randomly s2; ri; r�i 2 Z
�
p . Using publisher’s private key skpub,

S2 generates the challenge tag TðbÞ ¼ fWðbÞ
i ;T

ðbÞ
i gwb;i2KWb

as

WðbÞ
i ¼ ðW

ðbÞ
1;i ¼ ðK�1;pub � H2ðwb;iÞÞ

ri ¼ ðAarpub � gtb;iÞri ;WðbÞ
2;i ¼ ðK�2;pubÞ

ri ¼ ðArpub � ZÞri ;WðbÞ
3;i

¼ ðgbÞri ¼ Ari ;WðbÞ
4;i ¼ griÞ

TðbÞi ¼ ðT
ðbÞ
1;i ¼ ðK�1;pub � H2ðwiÞÞ

r�i � ggs2 ¼ ðAarpub � gtb;iÞr
�
i � Bs2 ;TðbÞ2;i ¼ ðK�2;pubÞ

r�i

¼ ðArpub � ZÞr
�
i ;TðbÞ3;i ¼ ðgbÞ

r�i ¼ Ar�i ;TðbÞ4;i ¼ gr
�
i Þ

WðbÞ
2;i and TðbÞ2;i are the correct trapdoor component only if Z = gxy, else the component of both

are random element.

Phase 2: It’s the same as Phase 1.
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Guess: A2 outputs a guess b0 of b. if b0 = b,then S2 outputs ϕ = 1 to indicate that it is given a

valid DDH tuple, else it outputs ϕ = 0 to indicate that it is a random element. The advantage of

S2 to solve the DDH problem is

1

2
� Pr½�

0
¼ �j� ¼ 1� þ

1

2
� Pr½�

0
¼ �j� ¼ 0� �

1

2

¼
1

2
�

1

2
þ ε2

� �

þ
1

2
�
1

2
�

1

2
¼
ε2

2

Therefore, if the A2 has a non-negligible advantage ε2 in the above game then we can build

a simulator S2 which can break the DDH problem with non-negligible advantage ε2/2, which

is an intractable problem. Hence, the theorem 2.

C.Data-RCCA Security

Theorem 3’. The AKPS scheme is RCCA secure in random oracle model assuming that the

Waters scheme [6] is a selectively CPA-secure scheme.

Proof. Suppose there is a polynomial-time adversary A3 that can attack our scheme in the

selective RCCA security model with advantage ε3. we build a simulator S3 that can attack the

Waters scheme in the selective CPA-security model with advantage ε3 minus a negligible

amount. Let C3 be the challenger of the Waters scheme.

Init: The simulator S3 runs A3. A3 chooses the challenge access structure (M�,ρ�), which S3

sends it to the Waters challenger C3.

Setup: S3 queries C3 to obtain the Waters public key pk = (g,e(g,g)a,gα) and a hash function

H1. It sends these to A3 as the public parameters.

Phase 1: The simulator S3 initializes an empty table T, an empty set D and an integer j = 0.

Then S3 responses to A3 as follows:

CreatðSsubjÞ : S3 sets j≔j+1. It has the condition of the two.

—If (M�,ρ�) be satisfied by Ssubj ; then it choose a “fake” pre-decryption key as follows. It

chooses d 2 Z�p randomly and sends Ssubj to C3 to query the corresponding user secret key

sksubj , then set pdksubj ¼ sksubj and implicitly set dksubj ¼ d: where secret key pairs ðdksubj ; pdksubjÞ
is incomplete, but that pdksubj is be fittingly distributed if d was substitute for the unknown

value zt = d/a.

—Otherwise, S3 sends Ssubj to C3 to request the corresponding secret key, and C3 replies

with the secret key sksubj ¼ ðpk;K3;subj
;K4;subj

; fKsubj;attgatt2Ssubj Þ: Note that we substitute the sym-

bol of Waters scheme for the symbol of AKPS scheme, which represent the same meaning

with it. The algorithm chooses random value zt; st 2 Z�p where dksubj ¼ zt, and sets pre-decryp-

tion key pdksubj as pdksubj ¼ ðK
0
subj
¼ ðK3;subj

Þ
zt ; L0subj ¼ ðK4;subj

Þ
zt ;Ksubj;att ¼ ðg

gst � Ksub;attÞ
zt :

8att 2 SsubÞ.
Finally, store ðj; Ssubj ; dksubj ; pdksubjÞ in table T and return pdksubj to A3.

Corrupt(i): A3 can adaptively queries any secret corresponding to the access structure

expect (M�,ρ�). If there is an ith entry ði; Ssubi ; dksubi ; pdksubiÞ in table T, thent S3 sets D as

D≔D [ fSsubig: It then returns to the adversary A3 with the dksubi , or? otherwise.

Decryptði;C0mÞ : Thinking that S3 and A3 can obtain the pdksub values for all keys created,

either can realize the pre-decryption algorithm. Therefore, we assume that ciphertexts which

we obtain are already partially decrypted. Let CT = (C,TK) be associated with structure (Mχ,
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ρχ). Extract the entry ði; Ssubi ; dksubi ; pdksubiÞ from table T. If it is not exist there or Ssubi unsatis-

fied (Mχ,ρχ), return? to A3.

—If ith does not satisfy the (M�,ρ�), obtain the records ðzt; pdksubjÞ from table T, then parse

it to output m ¼ C=TKð1=ztÞ in response of A3 queries. If none exist, return? to A3.

—If ith satisfy the policy (M�,ρ�), obtain the records ðd; pdksubjÞ from table T, then parse it to

output m ¼ C=TKð1=ztÞ in response of A3 queries. If none exist, return? to A3.

Challenge: A3 submits two equal-length messages m0 andm1, S3 sends it to challenger C3,

then the challenger C3 flips a random coin b2{0,1} to obtain the challenge ciphertext C�mb ¼
ðC;C0; fCi;Digi2½1;n�Þ under the access structure (M�,ρ�), then S3 sends the C�mb to A3.

Phase 2: The response is the same as Phase 1, expect that no decryption queries would be

eitherm0 orm1.

Guess: Eventually, A3 outputs a guess b02{0,1}, then S3 outputs b0.
Hence, if the adversary A3 can break the AKPS scheme with the given advantage ε3, then S3

can break the Waters scheme with the same advantage. Hence, the theorem 3.

VI. Conclusion

We analyze the security proof of AKPS scheme [1] for indistinguishability of tag and trapdoor

and show that the security proof of the AKPS scheme is not rigorous and adequate, although

the construction of AKPS scheme is remarkable. Based on it, we give an improving security

proof of AKPS scheme for its Tag-IND-CKA security and Td-IND-CKA security based on the

DDH assumption. Furthermore, by using of the conclusion that the Waters scheme in [6] is

selectively CPA-secure, we manifest that the AKPS scheme realizes data replayable secure

against replayable chosen ciphertext attack (RCCA), which has a higher level of security than

the security of the indistinguishability of the Data-CPA in original AKPS scheme, which is

mentioned but not demonstrated. Moreover, there are a number of issues that need to be stud-

ied and solved for the attribute-keyword based data publish-subscribe scheme on the cloud

platforms. Firstly, new AKPS scheme should be designed to cope with the situation that a sub-

scription policy is spelled with mistakes of interesting words, for example, ’compute’ may be

spelled as ’compote’ or ’compue’. Secondly, for the situations where the subscriber’s attributes

may have been changed, such as revoke, update, increase etc, how to design efficient attribute

revocation and update algorithm to realize the dynamic management of attributes, and protect

the forward and backward security of the algorithm is a promising study topics. Thirdly, in

publish-subscribe system, how to add the concept of time into the access policy to avoid illegal

data access in the case of private key is leaked. These three aspects will be the focus of our

future work.
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