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Supplementary Note | FDTD Simulation.
All the numerical simulations were performed using Lumerical FDTD Solutions (Lumerical, Inc), solving for Maxwell’s equations using a finite-difference time-domain method. The refractive index of SiNx and TiO2 was taken as 2.1 and 2.6, respectively. The optical constants of gold were taken from Johnson & Christy and those of water from Palik [1,2]. A uniform mesh size of 2 nm was first used. Mesh sizes of 0.5 and 1 nm were subsequently applied to a confined volume centered at the nanopore (6 x 6 x 20 nm3) and to a hollow region delimited by the nanopore volume and the gold nanowell, respectively, to resolve the field enhancement of nanometer-sized structures. 
A TSFS (total field scattered field) source was modeled to illuminate the structure with a pulsed and vertically polarized plane wave of amplitude 1 V/m and wavelength range from 500 to 800 nm. The FDTD boundary conditions consisted of 8-layer PMLs (perfectly matched layers). Furthermore, the inherent symmetry of the plasmonic structures and the light polarization were used to apply anti-symmetric (horizontal x axis) and symmetric (horizontal y axis) boundary conditions to reduce the computational cost. The optical power of the near fields was determined using power monitors in the frequency domain, and were normalized to the optical power measured without any plasmonic gold structures. All unspecified parameters were set to default.
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