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Introduction

Advances in information technology, digitalization, database volume, the internet,
high-throughput measurement technology, and artificial intelligence (Al) have pro-
foundly transformed research. In the 20th century, it was common for a study or

an experiment to yield one single file (e.g., a table). Today, many research projects
yield many files, often created by multiple collaborators and are often valuable for
secondary use. For instance, experiments in genomics [1] the field of work of one of
the authors, can generate multiple raw files per biological sample, plus processed
data. Furthermore, scientific knowledge is currently generated not only through
hypothesis-driven statistical inference but also using (un)supervised data mining and
Al techniques [2] applied to existing resources. These developments require effective
research data management (RDM) at both project and institutional level, i.e., institu-
tional RDM policies and infrastructure provision, to facilitate collaboration, data and
model reuse—e.g., for transfer learning—and compliance to fundamental guidelines
such as the good scientific practice [3—5].

Research data are typically those collected by a research group to address a
scientific problem and contributed to solve it [6]. RDM broadly encompasses all data-
related activities throughout the data life cycle (Fig 1).

Moreover, RDM is critical when the conventional sequence of research—from
hypothesis formulation, data collection, and analysis, to hypothesis testing—is
replaced by analyzing accumulating data [8,9]. Furthermore, RDM is crucial in
research synthesis such as meta-analyses based on published results (i.e., second-
ary analysis) have become common, but so have those based on available raw data
[10-12].

Poorly managed data can lead to various problems, such as analysis errors or lost
reuse opportunities. A prominent historical example is Christopher Columbus encoun-
tering the Americas while intending to reach Asia—simply put because his calcula-
tions relied on data that significantly underrepresented the Earth’s true size [13].

Several publications of the “Ten Simple Rules” series offer guidance on RDM
subdomains, such as Ten Simple Rules for Creating a Good Data Management Plan
[14], Ten Simple Rules for Reproducible Computational Research [15], or Ten simple
rules for large-scale data processing [16]. However, they focus on project-related
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RDM topics. Certain institutional-level or holistic RDM matters remain unaddressed.
Universities and research institutes increasingly seek to store data from individual
projects systematically for reuse. Thus, our Ten Simple Rules for Effective Research
Data Management provide a condensed reference of significant RDM topics applica-
ble at higher organizational levels, arranged in a logical sequence corresponding to
the research data life cycle. The rules are derived from the authors’ diverse expertise
in statistics, genomics, bioinformatics, public health, epidemiology, and research data
management consulting. They may serve as a reference for institutions, researchers
or professionals regardless of field or career level. In the supplementary material,
researchers can find a table with useful RDM tools (S1 Table).

While the ten rules outline established principles in research data management,
their implementation often encounters challenges. This work also addresses such
key problems exemplarily, offering practical strategies to enhance applicability.

Rule 1: Consider applicable policies

Policies, guidelines, and compliance measures shape the way how researchers work,
including how data are managed—from data collection, storage to sharing. These
therefore affect both RDM activities and research outputs.

Countries, umbrella organizations, science foundations, professional societies,
institutions, working-group leaderships, funding bodies, and project boards may issue
such policies and guidelines [5,17-21]. These inherently reflect best practices, outline
legal issues, or offer suggestions for efficiency and resource management. Such
guidelines may be published by their issuers to articulate a position on certain topics
and promote behaviors in the target group. Typical topics include research integrity,
e.g., promoting transparency and reproducibility, data handling or safeguarding, or
access to research data and results, especially for publicly funded work.

Researchers should check for applicable policies and compliance requirements in
their subject area, as well as any peculiarities specific to their individual research. If
certain policies or compliance rules most likely apply to the work, researchers should
try to understand their focal areas and general goals, e.g., transparency mandates,
and follow them as reasonably as possible. To gather policy requirements, consult
funder websites, institutional research support offices, or data management plan
(DMP) tools (see rule 7). For example, the DMP tool RDMO (S1 Table) includes
forms tailored to various funder requirements, thereby facilitating adherence.

Awareness of, and adherence to these requirements is essential for effective
RDM, as misguided processes, corrections, and or later amendments require addi-
tional and unnecessary resources [22]. A common challenge is anticipating potential
data usage early, before or during collection, to align with policies. In the context
of data governance, the researcher can map potential data publication scenarios
at project initiation (e.g., public versus closed or controlled access) against funder
or legal rules, such as the U.S. National Science Foundation (NSF) or German
Research Foundation (DFG) guidelines. If no such guidelines exist or apply to the
work directly, consider global guidelines such as the International Ethical Guidelines
for Health-related Research Involving Humans [23] or the Statements of the World

PLOS Computational Biology | https://doi.org/10.1371/journal.pcbi.1013779 December 8, 2025 2/12




Access & Collect &
Reuse Generate

Share & Analyze &
Disseminate Collaborate

Evaluate &
Archive

Fig 1. Data life cycle. Suggested by Surkis and Read [7], own illustration.
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Conferences on Research Integrity [24]. Composing a data policy may be beneficial for larger research projects or those
with data peculiarities requiring certain handling [25-27].

Rule 2: Account for ethical regulations and legislation

Ethical regulations and legislation shape how researchers conduct research. They affect critical RDM activities such as
data collection and publication [28]. At any given time, both ethics and law must be adhered to with respect to the rights of
individuals, protect their data and privacy, and preserve property rights. Although policies and guidelines (see rule 1) may
inherently refer to ethical principles and applicable laws, it is the responsibility of the researcher to adhere to all applicable
ethical principles and laws, including those potentially unheeded by those guidelines. Thus, considering ethics and law
will help researchers avoid issues over the course of their work. Being aware of legal boundaries and acting ethically will
ensure that projects can proceed as planned without pitfalls, such as those requiring protocol changes, or even dropping
certain aspects—including those to which significant resources have already been dedicated to. Therefore, this rule may
help avoid later nuisances such as manuscript rejections from publishers due to ethical considerations, or more consider-
able consequences such as punishable offenses.

Relevant legislation typically pertains to data collection and sharing, designed to safeguard personal data of individuals
and to facilitate informational self-determination. For example, within the European Union (EU), individuals possess the
right to know which information is collected, processed, and transmitted (General Data Protection Regulation, GDPR).

Ethics committees ensure that research is conducted ethically and in accordance with responsible research practices.
These committees review research proposals for ethical compliance, aiming to ensure the rights and safety and well-being
of participants. Determine early whether a study requires an audit by an ethics committee; if so, incorporate sufficient
response times into the project planning. Be aware that protocol amendments may become necessary, and these may
require re-review by the committee.

We acknowledge that requirements may change rapidly, such as the EU Data Act or updates to the GDPR, which can
render active DMPs invalid. Regular review and consulting with professionals, e.g., the institutional legal department, can
help researchers to be mindful of necessary adjustments.
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Rule 3: Have a sound data storage and security concept

Storing files on a modern computer is easy. However, securing them over time and in a sustainable way, i.e., avoiding
data corruption data loss, requires following some simple principles. While a DMP (rule 7) may declare how to administer
and store project-specific data, researchers will manage “everyday data” (e.g., non-project-specific files) that span proj-
ects—such as manuscripts, project funding applications, or code libraries.

First, avoid storing any valuable data exclusively on a single computer or storage device, as it represents a single point
of failure. Ideally, valuable data should be stored in accordance with the 3-2-7 backup rule: keep three separate instances
of the data—the original and two backups—on two distinct storage devices, such as a local copy on a laptop plus network
storage, and one offsite backup at a location different from the current one.

For those working at an institution, access is likely available to its closed institutional network, including network drive
access. Such network drives are typically backed up automatically. Check with the institution to confirm if and how the
data are backed up locally and how to restore it in case of a local storage failure. If no backup strategy exists, act accord-
ingly and add sufficient layers of data protection, such as external hard drive backups. This is especially relevant for
researchers in the field or traveling with restricted network access.

However, a sound data storage concept is not just about avoiding data loss. Data might be valuable and sensitive,
meaning not everyone ought to it. Therefore, regulate access rights for authorized personnel and ensure that access rules
are enforced within the IT infrastructure. Also, consider encrypting sensitive data, especially on external drives—tools
such as VeryCrypt (see S1 Table) can facilitate this.

It is best practice to retain research data over time. Data retention requirements may vary by country, funder, data type,
or subject domain, but may require a minimum of 10 years, ranging up to over 25 years [5,29]. Estimated storage require-
ments should be coordinated with the IT department and may be included in application documents (see rule 7, DMP).

In general, IT resources for RDM should follow a long-term concept. With the increasing amount of data accumulating
in individual research projects, some universities struggle to provide sufficient storage capacities. When applying for proj-
ect funding, researchers should therefore also clarify with their IT department whether sufficient resources are available or
whether additional funding should be applied for to increase capacities.

We recognize that small or independent researchers may lack access to advanced IT infrastructure for automated,
secure, and scalable data backups. In such cases, manual processes for backing up and securing data, such as man-
aging multiple hard drives for timely backups or handling passwords for encrypted data, are prone to human error. To
support compliance with this rule, researchers should outline these processes in their DMP (see also rule 7, DMP).

Rule 4: Keep your working directories clean

A systematic organization of files and working directories is key to efficient filing, navigation, and prompt file retrieval.
Using the same filing scheme for files and directories across projects and teams can simplify and accelerate interactions.
Clean working directories have two characteristics: first, they have a logical and uniform structure for file directories, i.e., a
standardized folder structure and depth, as well as default folder names (Fig 2).

Second, files adhere to a consistent file naming convention, which facilitates understanding of what is within the file at a
glance (Fig 3).

Both folder and file naming structures above are exemplary. By following the schema, a file name might be “TenR _
Man_01_MJH_v01_2025-01-01.docx. Researchers can adjust it to both their institutional, project-related, or personal
requirements. What is crucial is to establish these as a standard and consider them in every new project. We recognize
that it is not always feasible to apply a new scheme to old directories or files, but the researcher should try to implement it
in all prospective projects.

As we suggest a global folder structure and file naming scheme, apply it wherever possible, whether on a working com-
puter, institutional network drives, or shared cloud folders.
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Fig 2. Exemplary folder structure. The project folder ideally contains all project files in its logically subdivided folders. Using a similar folder structure
across projects can facilitate data retrieval and promote standardization, while allowing for variations as necessary per project.
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Fig 3. Exemplary file naming structure. Each file name can be broken down into its constituents, context, and standard elements. The context pro-
vides information on the project, document/data type and, if applicable, part. The standard elements consist of the main contributor, version, and date.
This logic may be altered by preference or specific requirements.

https://doi.org/10.1371/journal.pcbi.1013779.g003

We recognize that this basic rule, though frequently overlooked in practice, can impede file retrieval or collaboration.
Initiating each new project with a standardized folder structure promotes organization from the start. Additionally, various
tools are available for batch file renaming, which streamline rule adherence (S1 Table).

Rule 5: Have a sound data collection strategy

To reach well-founded conclusions, researchers require quality data. Outlining a data collection methodology is one of the
first steps in conducting research, along with formulating the research question. Understand how the research question
translates into specific data needs: what data are required, and what insights are expected from them, and in which way.
First, research published data to examine whether it can be integrated into the work. To find reusable data, skim abun-
dant resources such as general or domain-specific data repositories at re3data (https://www.re3data.org). Reusing data
can be a tremendous benefit and save significant resources, especially labor and material costs, as well as data retention
costs in projects with high data volumes.
If new original data are required, the guiding principle is to collect as much as required, but no more than neces-
sary. Depending on the research question, consider running a sample size calculation before collecting data to ensure
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collection of the minimum amount of required data [30]. Collected data beyond the requirements require additional
resources, such as administration, data management, processing, and storage.

Next, choose an appropriate method aligning with the study’s objectives. Quantitative data collection is useful when
requiring numeric data, which can be collected with questionnaires, observations, or experiments. When aiming to under-
stand contexts and reasons, collect data with interviews, focus groups, or case studies. In some instances, both may be
needed; subsequently, tailor the data collection to those needs. It is advisable to run a small pilot study to ensure that the
intended data is collected or generated. Best practices for data quality may vary by discipline; for example, in social sci-
ences, validation through triangulation is common, while in physics, calibration of instruments ensures accuracy.

Even the most sophisticated methods may not be capable of compensating for bias or lacking data quality introduced
during data collection. Therefore, data quality assessment of both reused and original is vital. Fundamentally, data quality
is the degree to which the data at hand can meet their intended purpose while being error-free [31]. The goal of data qual-
ity efforts is to assure that the data depicts the real-world entities they measure as comprehensively as possible.

Some research, such as meta-analyses, does not require original data collection but instead involves reusing existing
data for further analysis. In these instances, it is equally essential to establish clear criteria for the required data and its
relevant properties that must be met for reuse.

Rule 6: Work on comprehensive documentation

Orderly and standardized documentation of both data and its collection method is key to understanding and using any
kind of data, whether one’s own data or that of others. Data are usually not self-explanatory: with sufficient documentation,
the work remains transparent and reproducible while being less likely to be misinterpreted.

Metadata—data about data—is an integral part documentation. Metadata comprises, for example, information on when
data were created by whom and with which method. Furthermore, metadata may include file sizes, formats, and lan-
guages, such as the spoken language for text documents or programming language for code. Metadata may come in
various forms—common forms are readme-files (Box 1), data dictionaries [32], or computer-readable XML/JSON files. A
commonly recommended metadata schema is Dublin Core (www.dublincore.org).

Box 1. Key aspects to include in a readme-file for metadata.

» Explanation of data included

« Original purpose of data included/project affiliation
« Author(s)/Creator(s)

* Date/period of data creation

» Required or recommended software/other particularities

Readme-files are the most basic form of documentation, and more complex data will require more extensive documen-
tation. For instance, audiovisual data, a descriptive text may be useful, for tabular data, an orderly data dictionary can
explain rows and columns, data types, and value ranges. Formats such as XML facilitate data description and are com-
monly used for metadata provision.

We observe that some metadata standards may not fully capture all relevant information in specific research domains.
General frameworks, such as Dublin Core, facilitate the communication of standard details like author, date, or language but
may lack labels to comprehensively describe data, such as study type in health sciences (e.g., cross-sectional, case-control,
or cohort). In such cases, extending present metadata schemes becomes necessary. However, this introduces the challenge
that proposed new metadata sets must first gain recognition and adoption to become established standards.

We emphasize the significance of incorporating funding information into the data documentation to promote transpar-
ency. Funding details provided solely in the original publication may prove inadequate, as they are often not sufficiently
visible to data reusers who have no interest in the associated journal article.
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Rule 7: Develop a data management plan

A DMP essentially outlines data collection, storage, and sharing strategies while describing how privacy, security, and
policy compliance are ensured. Usually, the DMP is drafted along with the project outline and accompanies the project
throughout its lifecycle. Thus, a DMP can maximize the data’s value and impact. Drafting a DMP may seem like additional
work, but its additional organization boosts efficiency and resource management. We recognize that a simple rule cannot
do justice to a DMP as a whole, and Ten Simple Rules for Creating a Good Data Management Plan [14] provides a helpful
overview of its most critical aspects.

There is no common standard for the topics and questions to be covered in a DMP, as they are shaped by potential
specifications from professional societies, funders, and institutions. However, there are typical guiding questions to be
covered in a DMP (Box 2).

Box 2. Guiding questions for describing research data handling in a data management plan. Based

on the German Research Foundation checklist for the appropriate handling of research data [33].

Collection: What data will be re-used, collected,

or created, and how? Which processing steps are
required?

Description: What are the data formats/types to be
collected, and to which extent? Which hardware/
software is required?

Standards: How will the data be described to allow
an effective interpretation and use? Which stan-
dards apply (e.g., metadata standards)?

Policies, legal & ethics: Which policies and funder
requirements apply? How will legislation and ethi-
cal compliance be met?

Access: Who required access to the data during
the project and does the access require access
rules and authorization?

Sharing and re-use: How will the data be shared
and which conditions apply (e.g., licenses)? If the
data cannot be shared or partially, why?

Roles & responsibilities: Who is responsible for the
individual data-related steps (e.g., data collection,
quality control, publication)?

Budget: Which financial implications arise from
the data (e.g., hardware, storage, and/or software
requirements)?

Storage & preservation: How will the data be
stored, secured, and preserved, both during the
project and long-term?

Quality control: How will data quality be ensured
and monitored?

Funders play a pivotal role in RDM by mandating DMPs as part of grant applications, promoting data sharing, and
enforcing retention policies (e.g., funders increasingly demand DMPs for grants). Free DMP tools (see S1 Table) can
assist in creating compliant plans. While researchers can draft DMPs individually, involving institutional management
ensures alignment with broader resources.

A common pitfall is that researchers may create a DMP initially—or, in some cases, neglect to draft one entirely—and
fail to regularly review and update it to incorporate justified protocol changes or monitor adherence to formerly defined
requirements. This oversight can lead to consequences ranging from increased workload to data mismanagement.

Rule 8: Make use of standard and open file formats

Open and standard file formats, also known as universal file formats, may facilitate data handling within research groups
and beyond, while ensuring that the data are readable and accessible over the time [34,35].

First, standard file formats ensure that most entities—such as a researcher’s future self, colleagues, or third parties—
can process the files, whether the data consist of images, text files, data tables, or other types. Additionally, open file
formats circumvent potential issues caused by closed proprietary file formats, which require certain software to open or
process them. Not only do such propriety files potentially require paid software for processing, but long-term support for
such software is also not guaranteed.

By using standard and open file formats, researchers ensure that their work remains accessible in the long term by
avoiding dependencies. If certain tasks require software that use specific proprietary formats, it makes sense to keep this as
the original file for long-term use, but to additionally consider producing a copy in a standard, open file format (Table 1). Best
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practices for formats vary by discipline and data type; for example, in bioinformatics, FASTA for DNA sequences ensures
interoperability, while in health sciences, CSV for tabular data are supported by most statistical software.

We recognize that adopting open file formats may entail additional effort and careful handling to prevent information
loss. Nevertheless, for ensuring data accessibility and long-term usability, open formats are essential.

Rule 9: Share your research data

In the context of RDM, data publication refers to making research datasets openly accessible for review and reuse. In the
context of the so-called reproducibility crisis [37], data sharing plays a key role to enable research reproducibility [38,39].
Research data publication has several advantages: it promotes transparency, credibility, long-term data accessibility,
reproducibility, and collaboration. Data publication is a pillar of the Open Science movement and is considered the best
practice in many research communities and subject domains. While in the past, researchers were hesitant to share their
data, it is becoming more evident that researchers can also benefit from sharing their data through greater recognition of
their scientific work.

The FAIR guiding principles [40] are a set of guidelines for enhancing the reusability of scientific data. They stand for
Findable, Accessible, Interoperable, and Reusable, emphasizing that data should be easily located, available for use,
compatible across various systems, and useable for future research. The data publishing process can be divided into
multiple steps (Fig 4).

In short, first obtain an overview of the data. Then, check requirements from funders, professional societies, and best
practices (rules 1 and 3). Do not forget to consider any data policies or goals previously incorporated into the DMP (rule
7). Next, select the data to publish. Have clear criteria when selecting the data to publish (Table 2): although it is worth-
while publishing unique and publicly relevant data, avoid publishing test or discarded data, or data with no mid- and
long-term relevance. However, always consider the protection of sensitive data, e.g., human subject data, and any steps
required, such as de-identification techniques (reversible pseudonymization, irreversible anonymization) for person-
ally identifiable information. For sensitive data, especially human subject data, sharing requires robust de-identification

Table 1. Exemplary file types and suggested formats for compatible and long-term preservation. [36].

File type Suggested formats (digest) Format

Audio * Free Lossless Audio Codec (FLAC)
* Broadcast Wave (BWF) [version 0, 1 & 2]
* MPEG-1/2 Audio Layer Ill (MP3)

Containers - ZIP
* Optical disc image (ISO)
« Tape Archive (TAR)

Data tables (statistics) » Comma Separated Value (CSV)
« Plain text (ASCII Text version 7 bit, Unicode Text version UTF-8)
Text * Portable Document Format/Archiving (PDF/A-1 and A-2)

* Plain text (TXT), ASCII or UTF-8 encoding
* OpenDocument Text (ODT) [version 1.0 to 1.3]

Images, Photographs » Tagged Image File Format (TIFF) [versions 4 to 6]

» JPEG 2000 Part 1 (JP2), lossless compression

» Portable Network Graphics (PNG) [version 1.2]

+ JPEG (JPG)

« Scalable Vector Graphics (SVG)

Video * MPEG-4 (MP4)

» Matroska Multimedia Video Container (MKV)

» Material Exchange Format (MXF)

» Codecs: FFV1; Advanced Video Coding (AVC), H.264, MPEG-4
Part 10; Uncompressed 4:2:2

https://doi.org/10.1371/journal.pcbi.1013779.t001
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strategies to mitigate risks of re-identification while preserving data utility for research. This includes removing direct iden-
tifiers (e.g., names, addresses), aggregating variables (e.g., grouping ages into ranges, suppressing rare values, or add-
ing noise to geographic data (jittering). These practices help balance openness with privacy protections under regulations
like the Health Insurance Portability and Accountability Act (HIPAA) in the US or GDPR in the EU. Software tools (see S1
Table) may help with pseudonymization or anonymization, but alone do not guarantee thorough de-identification, and their
outputs require strict monitoring. For legal certainty or orderly data de-identification, it is advisable to obtain expert over-
sight by contacting the legal department or the responsible data protection officer, respectively.

Once the data are selected for publication, prepare the data and metadata, including documentation, for publication.
Check if the data requires further processing or needs conversion into an open format. Examine the metadata to see if it is
adequate and complete. Then, choose an appropriate license (e.g., a Creative Commons [CC] or MIT-license) to specify
how the data can be re-used by others [41]. As a rule of thumb, select a license that is as open as possible and imposes
minimal restrictions.

Comparable to journal publications, data publications should be assigned a persistent identifier to enhance long-term
findability and prevent isolation, in line with the FAIR principles. A unique Digital Object Identifier (DOI, https://www.doi.
org/) is ideally provided by the data repository where the data are deposited, such as Zenodo (https://zenodo.org) or
Dryad (https://datadryad.org). In addition to DOls, identifiers for researchers (ORCID, https://orcid.org) and institutions
(Research Organization Registry, ROR, https://ror.org/) facilitate clear communication of affiliations and allow others to
reference properly.

Finally, publish the data. Choose a general-purpose data repository such as Zenodo and Dryad or select a topic-
specific data repository. Use tools such as re3data (https://www.re3data.org) to search and identify a suitable data
repository.

Researchers may face limited time or funding for data publication [42], but major funding agencies, such as the NSF
and the DFG, provide support for data publication and associated fees. We note that publishing research data may also
involve legal uncertainties, which could result in the decision not to share data. We recommend that researchers consult
their institutional legal department to address any uncertainties or seek guidance from supraregional academic consulting
services, where available (e.g., in Germany, services such as those provided by the Nationale Forschungsdateninfrastruk-

tur (NFDI) e.V.).
Prepare data
and Publish data
documentation

Obtain data Check
. L Select data
overview requirements

Fig 4. The process of data publication.

https://doi.org/10.1371/journal.pcbi.1013779.9004

Table 2. Selected criteria in favor of and against the publication of research data.

Criteria in favor of data publication Criteria opposed to data publication
+ Data uniqueness - Test data
+ Data generation complexity - Discarded and erroneous data
+ Importance of data for the scientific community - lack of medium- and long-term relevance
or the public.
+ Data is free of personal data or is - Data contains personal information with the
pseudonymized/anonymized potential to identify an individual person

https://doi.org/10.1371/journal.pcbi.1013779.t002
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Rule 10: Continuous self-monitoring

Continuous self-monitoring is our final rule for effective RDM. This self-monitoring involves setting regular intervals at
which to evaluate progress within and beyond projects in order to spot potential problems and ascertain the overall effec-
tiveness of the work. By performing such self-monitoring, researchers can potentially mitigate the risk of getting lost in
detail and better visualize goals.

Naturally, regular review allows mapping of progress against strategies, schedules, budgets, person-hours, and other
metrics to keep work on track and allow for corrective actions, if required. This can help tackle issues that might be minor
today but can compound over time and require excessive resources in the long run.

One aspect of self-assessment is not to be underestimated—it helps develop skills at the individual level and refine
strategies at the organizational level. Researchers will be able to improve their understanding of what works best, evalu-
ate management abilities, including RDM, and identify weak areas.

Hence, vigilantly tracking one’s research progress, assessing methodologies, and fostering personal growth are
integral parts of efficient research management. It demands honesty, clarity, and the willingness to adapt and to make
improvements whenever necessary.

Discussion

In this manuscript, we provide ten simple rules for effective RDM, spanning external requirements, organization, method-
ology, documentation, and publication. These rules extend other project-specific RDM guidelines. Here, we also address
RDM from the perspective of a university or other research institution, where research data accumulate from individual
projects and must then be managed for reuse. In our view, the key aspect to effective RDM is investing in comprehen-
sive documentation, as everything revolves around it: every action begins with a thought, and a documenting thought will
eventually aid in organizing actions.

Although the offered ten rules address an effective RDM, they may vary by research field. Thus, we advise communi-
cating and agreeing on such guidelines with project partners. Nonetheless, we believe they serve as a jump start for some
and a valuable complement for others. We understand that individual researchers may have restricted means and limited
experience to follow certain rules, such as habitually publishing data or to being mindful of all relevant legal issues of data
publishing, including data protection or copyright, especially when compared to larger research groups with substantial
funding. For the case of Germany, regional and supra-regional RDM consulting services are available for researchers,
organized in state initiatives with focus on research data, such as the Landesinitiative Forschungsdaten (FDM-NDS) or
the national society Nationale Forschungsdateninfrastruktur (NFDI) e.V.

In the realm of research data management (RDM), there are many stakeholders beyond funders and organizations
promoting best practices. Potential conflicts may arise from stakeholders associated with the researcher’s facility, such
as management or supervisors, or IT departments, concerning the extent of appreciation of RDM activities due to insuf-
ficient communication or agreements, such as a researcher asking for additional but unannounced computing power.
Furthermore, research data professionals, data curators, or librarians typically mediate data preservation and access, can
potentially result in conflicts over resource allocation or the choice of standards when interdisciplinary teams collaborate,
e.g., in the case of metadata. Data protection officers, legal departments, and ethics committees introduce additional lay-
ers of administration, while privacy regulations (e.g., GDPR compliance) potentially contradict open data mandates (rule
9). This may result in data silos or delayed—or even suspended—sharing. To mitigate such issues, close cooperation and
agreement among the stakeholders should be sought, including the establishment of mutual agreements, workflows, and
policies (rule 1) and workflows.

We acknowledge the critical role of funders in enforcing RDM practices, such as data documentation and publication,
to boost the potential impact of funding by enabling reuse possibilities through binding funding to said activities. This may
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be perceived as a top-down dependency of researchers, potentially in conflict with academic freedom, which is guarded
by basic law in certain countries, such as Germany. However, the way a researcher documents and shares their method-
ology, data, and knowledge is a matter of research ethics and good scientific practice. We appreciate the growing efforts
of funders, institutions, principal investigators, and researchers to both promote, support, and demand RDM practices.
This extra effort will allow researchers to reap rewards such as well-organized work or recognition gained through citation
of published data. We emphasize the overall benefit of orderly RDM to research, bolstering data quality, comprehensibility
and reusability, and research credibility and reproducibility.

Supporting information

S1 Table. Selected software tools and platforms for Research Data Management.
(PDF)
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