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Abstract

Increasing genetic and phenotypic data size is critical for understanding the genetic determi-
nants of diseases. Evidently, establishing practical means for collaboration and data sharing
among institutions is a fundamental methodological barrier for performing high-powered
studies. As the sample sizes become more heterogeneous, complex statistical approaches,
such as generalized linear mixed effects models, must be used to correct for the confound-
ers that may bias results. On another front, due to the privacy concerns around Protected
Health Information (PHI), genetic information is restrictively protected by sharing according
to regulations such as Health Insurance Portability and Accountability Act (HIPAA). This lim-
its data sharing among institutions and hampers efforts around executing high-powered col-
laborative studies. Federated approaches are promising to alleviate the issues around
privacy and performance, since sensitive data never leaves the local sites. Motivated by
these, we developed FedGMMAT, a federated genetic association testing tool that utilizes a
federated statistical testing approach for efficient association tests that can correct for con-
founding fixed and additive polygenic random effects among different collaborating sites.
Genetic data is never shared among collaborating sites, and the intermediate statistics are
protected by encryption. Using simulated and real datasets, we demonstrate FedGMMAT
can achieve the virtually same results as pooled analysis under a privacy-preserving frame-
work with practical resource requirements.

Author summary

Traditional GWAS approaches require the transfer of sensitive genetic data to a central
location for analysis, raising privacy concerns and data security issues. We propose a fed-
erated learning technique named FedGMMAT to conduct large-scale genetic analyses
without the need to share sensitive information. By allowing data repositories to perform
local computations and only share the aggregated results in encryption, FedGMMAT
ensures that individual genetic data remains secure and private. This novel algorithm
enhances the capability of researchers to collaborate on GWAS across multiple sites,
thereby increasing the statistical power and robustness of genetic discoveries while main-
taining the confidentiality of participant data. This approach not only addresses privacy
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concerns but also paves the way for larger scale genetic studies by enabling the participa-
tion of diverse data sets from various institutions.

1 Introduction

With the surge of genomic data generated by Next Generation Sequencing (NGS) [1-4], num-
ber of available genomes have surpassed millions. These data provides opportunities to map
genetic factors underlying complex diseases and phenotype. Arguably, Genome-Wide Associa-
tion Studies (GWAS) are the most popular methods for uncovering the genetic determinants
of phenotypic variation [5-7]. State of the art GWAS tools rely employ mixed modeling to
assess the statistical significance between variant genotypes and phenotypes while accounting
for the biases in ancestry and cryptic relatedness [8—11]. Among these methods, linear mixed
models (LMMs) have been popularly used for analyzing continuous traits, their intrinsic
assumptions (uniform distribution of residuals with respect to variant allele frequency) may
bias analyses of the binary traits. For these cases, generalized linear mixed models have been
shown to provide unbiased results [12].

Although statistical modeling has advanced in recent years, the real utility of data can be
only realized when large sample sizes and more diverse populations are available to identify
salient genetic variants. However, it is challenging to build centralized repositories of large
datasets mainly due to privacy concerns and data usage agreements [13]. Numerous studies
demonstrated that genetic data is very identifying of its owner and their families [14-20]. Due
to very high dimensional nature of genomic data (i.e., very large number of variants), sharing
even summary statistics, and other related intermediate data, or simply the existence of vari-
ants (e.g., beacons [21-23]) can create risks of membership inference [24], i.e., whether an
individual with known genotypes participated a study. These studies have led to an increased
public proclivity against sharing genomic data, related intermediate statistics, and an increased
protection of GWAS datasets. Although these restrictions have been partially relieved by NITH
in 2018 [25-28], open sharing of raw genotype-phenotype data is still not allowed. In parallel,
sharing of data from underserved, historically isolated, and vulnerable populations (Ashkenazi
Jewish community, Havasupai Tribe) is challenging since these populations are more vulnera-
ble for stigmatization and further isolation [29-31]. Due to these concerns, the genetic and
biomedical data analysis and research is even more challenging among these communities
[32]. Further concerns are related to unauthorized usage of genetic data for solving cold cases
[33], usage of genomic data for probing and potential risk of diverting genealogy databases
[34].

With the increasing concerns about misusing genome data, regulations like Health Insur-
ance Portability and Accountability Act (HIPAA) and General Data Protection Regulation
(GDPR) have been proposed and implemented to protect individual health records including
genetic data [35]. The privacy concerns make it untenable to perform, high-powered and
high-quality GWAS because these studies require very large sample sizes [36-38]. As a result,
genome data repositories such as UK Biobank [3] often release data with strong restrictions on
how data can be used with no possibilities of sharing. Besides the limited data accessibility,
many more healthcare data are siloed and underutilized due to concerns around privacy.
Some initiatives must be taken to connect these distributed data islands and fully use them
while protecting privacy.

Federated Learning (FL) is a method to bridge isolated data silos without sharing the actual
data. Such a property can help comply with the local privacy regulations to provide means to
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perform collaborative GWAS across data silos. Although some related research has been pro-
posed to provide secure GWAS, most of them focus on adopting federated methods in y* sta-
tistics test [37, 39], Principal Component Analysis (PCA) [40-42], and linear/logistic
regression tests [39, 41]. Among these approaches, there is currently a lack of focus on correct-
ing the confounding by random polygenic effects while performing association testing, mainly
due to computational complexity.

The polygenic effects stem mainly from clustering or correlations between the input sub-
jects. The most well-known case scenario is the existence of known and unknown family mem-
bers in the case or control cohorts. Since family members share DNA segments among each
other, the participation of related individuals into GWAS may shift the allele frequencies and
create a confounding bias resulting in false positive signals. In addition, these members are
expected to have correlated phenotypes when the studied phenotypes are highly polygenic. It
has been shown in previous studies that the [43, 44] that unknown or cryptic relatedness may
cause noticeable biases and must be corrected in GWAS. The most popular approach for cor-
recting the confounding by kinship is to introduce an additive polygenic term that is distrib-
uted as a zero-mean multivariate Gaussian whose covariance matrix is proportional to the
genetic relatedness matrix (or kinship matrix) among the subjects (S1 Fig).

In this paper, we present a privacy-preserving federated GWAS algorithm using generalized
linear mixed effects model, FedGMMAT, that adopts an efficient and flexible two-step score
testing [12, 45, 46]. FfldGMMAT integrates homomorphic encryption (HE) and a symmetric
One-Time Pad (OTP)-like encryption mechanism to protect intermediate statistics efficiently
while being aggregated in the federated setting. Sensitive genotype and covariate datasets are
not shared among the computing entities. We use real and simulated datasets to demonstrate
the accuracy and practicality of FedGMMAT in terms of resource requirements.

The source code and example data is available in GitHub repository https://github.com/Li-
Wentao/FedGMMAT.

2 Results
2.1 FedGMMAT algorithm

In the basic setup of FedGMMAT consists of the collaborating sites with local phenotype,
genotype, and covariate datasets. Each site also have access to the design matrices that are used
to define the random effects among the individuals. For modeling the polygenic effects, the
genetic kinship matrix is used to parametrize the covariance of the random effect. The kinship
matrix can be computed using a secure kinship estimation method [32]. Each site gains access
to the partition of the kinship matrix that quantify kinship to its subjects to all other subjects.
A central server is used for aggregating intermediate statistics in the federated protocols. Cen-
tral server is assumed to be a trusted computing entity (no collusions) and is responsible for
setting up asymmetric (homomorphic encryption keys) [47] and symmetric keys for encrypt-
ing matrices using a one-time pad (OTP)-like encryption (S2 and S3 Figs, Methods) and per-
forming the aggregation operations in the protocols. Central server has access to the full
design matrices (i.e., full kinship matrix from all sites). To protect intermediate steps, FedGM-
MAT combines symmetric encryption with partitioned noise matrices (Methods, S2 and S3
Figs) to flexibly and efficiently protect intermediate statistics in the computation heavy por-
tions of the algorithm.

We assume that Central Server is trusted and it adheres to the details of the protocols. The
main risks entail hacking of Central Server and accidental leakage of intermediate matrices,
which should be protected in protocols.
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After the keys are shared among all sites, FedGMMAT first executes the null model fitting
using a round-robin schedule among the sites wherein each site locally updates the model
parameters, encrypts the intermediate results using homomorphic encryption and passes them
to the next site to be securely aggregated. The final results are passed to the central server
which decrypts the aggregated matrices, updates the global model parameters, and shares
them with all sites. It should be noted that null model fitting does not utilize any of the sensi-
tive genotype data. After model parameter convergence, FedGMMAT fits the mixed effect
model parameters using a similar round-robin algorithm. The final stage of FedGMMAT is
assignment of the score-test statistics to each variant. In this step, sites work with the central
server to calculate the score statistics and its variance for all genetic variants. In this step, the
aggregation operations make use of OTP-like encryption rather than the HE-encryption to
protect matrices to decrease computational and network usage. The final p-values are assigned
using the score test statistics at each site.

FedGMMAT makes extensive usage of encrypt-aggregate-decrypt-partition mechanism to
securely aggregate and send partitions of intermediate statistics among sites. Since this mecha-
nism only requires additions, lightweight symmetric OTP-like protections help with efficiently
protecting the intermediate matrices. F]dGMMAT also uses a site-specific partitioned noise
matrices (Methods, S2 and S3 Figs) that are necessary to protect the plaintext intermediate
matrices after they are decrypted at Central Server using respective decryption keys. Thus, the
sites first add the partitioned noise matrices followed by the encryption via OTP-like
encryption.

2.2 Experimental setup

We designed 3 different experiments to evaluate our proposed FedGMMAT method. We also
perform a larger scale experiment to evaluate the resource requirements of different mecha-
nisms in FedGMMAT.

1. The first experiment is on a synthetic dataset in the baseline model from the R package
‘GMMAT'’. This dataset contains 400 samples and 100 SNPs with features of age, sex, and
outcome. To mimic the federated learning settings, we randomly split the 400 samples into
3 distinct datasets with sample sizes 124, 120, and 156.

2. The second experiment is on two synthetic genotype datasets that consider population
Homogeneity and Heterogeneity. Homogeneous genotype dataset was simulated using the
1000 Genomes Project data using Central Europeans living in Utah (CEU) population by
sampling of variants randomly for each subject. For simulating kinship among the subjects,
we used a 4-level 16-member pedigree containing 8 founder members and 8 descendants
[32]. In the simulation, the founders’ genotypes are sampled, which were used to probabilis-
tically simulate descendant genotypes. We first generated 400 pedigrees (6,400 subjects),
which were subsampled down to 6,000 subjects. The overall 6, 000 x 6, 000 kinship matrix
was estimated using SIGFRIED [32]. For simulating the phenotypes, we selected 20 random
causal SNPs and assigned random effect sizes to each from normal distribution N(0, 0.5).
Environmental effect size was randomly sampled from N(0, 0.5) for each individual and
gender effect size was set to fixed level of 0.1. Phenotype information was simulated evaluat-
ing a logistic link function on the weighted linear combination of covariates and genetic
effects on each individual. Population covariates for both homogeneous and heterogeneous
datasets were estimated by projection of the genotype data onto 1000 Genomes reference
panel [48]. For heterogeneous sample, the genotype data was generated from 3 populations
(GBR, YRI, MXL). Both synthetic datasets comprise 6,000 subjects with 62,375 SNPs and 6
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covariates (5 population-level PCs and gender). We also preprocessed the genotype data by

removing SNPs with minor allele frequency (MAF) less than 0.01, the homogeneous dataset
has 56,478 SNPs left and the heterogenous dataset has 62,250 SNPs left. To mimic the feder-
ated learning settings, we randomly split the 6,000 samples into 3 sites. Each site has a sam-

ple size of 1973, 2037, and 1990 respectively.

3. The third experiment is on 2,545 samples with 571,135 SNPs and 5 covariates (4 PCs and
gender). The data is derived from dbGaP (accession identifier phg000049.v2 under
restricted access) with Alzheimer’s disease as the phenotype. After filtering out SNPs with
MAF less than 0.01, we have 551,062 SNPs. To mimic the federated learning settings, the
2,545 samples are randomly split into 3 distinct datasets with samples size 825, 835, and
885.

2.3 Concordance of variant association

We first compared the concordance between FedGMMAT and GMMAT under the scenarios
described previously.

2.3.1 Experiment 1 (400 samples in R package ‘GMMAT’, 100 SNPs). First, we evalu-
ated the performance of FedGMMAT by using the same synthetic datasets in R package
‘GMMAT’. The synthetic dataset includes 400 samples and 100 SNPs. The baseline model in R
will fit a GLMM with age and sex as covariates and disease status as the outcome.

The FedGMMAT first created a privacy-preserving federated network for 3 isolated trainers
and trained a federated GLMM model with the 3 split datasets with isolated computation envi-
ronments. The coefficients of fixed-effects and mixed-effects of GMMAT and FedGMMAT
are shown in Table 1.

We observed a very high concordance between the estimates of fixed-effects and mixed-
effect coefficients when GMMAT and FedGMMAT are compared. Fig 1 shows the differences
of P-values in SNPs’ score test between GMMAT and Fed GMMAT with log-scale. The plot
shows all SNPs’ p-values of GMMAT and FedGMMAT are virtually identical (Table 2), laying
in the diagonal line.

2.3.2 Experiment 2 (6k synthetic samples, 62k SNPs). Next, we compared the results of
FedGMMAT with the synthetic homogeneous and heterogeneous datasets. For the homoge-
nous dataset, the samples are from one population (EUR) while the heterogeneous dataset has
multiple populations (AFR, EUR, ASIAN). We include the comparison of the model perfor-
mance based on the two different settings to test the robustness of our proposed method
(Table 2). Similar to the federated settings in Experiment 1, we randomly split the dataset into
3 isolated trainers. Since the homogeneous and heterogeneous settings are sharing the same
covariates data, the null models are the same under the two different settings. The model coef-
ficients between GMMAT and FedGMMAT are in Table 3. The scatter plot of the p-values in
the score test with synthetic is shown in Fig 2.

Table 1. Coefficients of GMMAT and FedGMMAT in experiment 1.

fixed-effect variance component
Intercept age sex
GMMAT 0.4721 -0.0068 -0.0864 0.3377
FedGMMAT 0.4721 -0.0068 -0.0864 0.3377

https://doi.org/10.1371/journal.pcbi.1012142.t001
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Fig 1. Scatter plot on -log10 scale of P-values of Synthetic data in FedGMMAT and GMMAT (Experimental Setup 3).
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2.3.3 Experiment 3 (2.5k dbGaP samples, 551k SNPs). We finally compared the results
from GMMAT and FedGMMAT (Table 2) under the real data usage (dbGaP LOAD Dataset).
Among the 3,007 samples with Alzheimer’s disease status, we removed the subjects with
unknown phenotype labels, which yields the a dataset with 2,545 subjects who were genotyped
at 551,062 SNPs after quality control. In this experiment, we also show the capability of our
proposed method with 3 federated trainers. The model coefficients can be seen in Table 4, and
the scatter plot of P-values is shown in Fig 3.

Table 2. P-values estimation accuracy of Fe[dGMMAT.

Covariates Samples SNPs Spearman’s correlation Pearson correlation
“GMMAT” 2 400 100 1.0 1.0
Heterogeneous 6 6,000 62,250 0.9999 0.9996
Homogeneous 6 6,000 56,478 0.9683 0.9477
Real data 5 2,545 551,062 1.0 1.0
https://doi.org/10.1371/journal.pcbi.1012142.t1002
Table 3. Coefficients of GMMAT and FedGMMAT in experiment 2.
fixed-effect variance component
Intercept gender PC1 PC2 PC3 PC4 PC5
GMMAT -0.0850 0.1215 -0.0011 -0.0056 0.0120 0.0238 -0.0096 0.5959
FedGMMAT -0.0850 0.1215 -0.0011 -0.0056 0.0120 0.0238 -0.0096 0.5958

https://doi.org/10.1371/journal.pchi.1012142.t003
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Fig 2. Scatter plot on -log10 scale of P-values in Fe[dGMMAT and GMMAT. (A) Heterogeneity; (B) Homogeneity.
https://doi.org/10.1371/journal.pcbi.1012142.g002
Table 4. Coefficients of GMMAT and FedGMMAT in experiment 3.
fixed-effect variance component
Intercept gender PC1 PC2 PC3 PC4
GMMAT -0.0038 0.0854 -0.1076 -0.1316 -0.0321 0.2205 0.3997
FedGMMAT -0.0038 0.0854 -0.1076 -0.1316 -0.0321 0.2205 0.3997

https://doi.org/10.1371/journal.pcbi.1012142.t1004

Scatter plot of P-values on -log10 scale (Real data)
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Fig 3. Scatter plot on -log10 scale of P-values in FedGMMAT and GMMAT on real data.
https://doi.org/10.1371/journal.pchi.1012142.9g003
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2.4 Communication cost performance

Last, we demonstrate the communication cost of our method. We compared the computation
time between non-HE protection FedGMMAT and HE protection FedGMMAT. Under the
experiment of 6k samples, 62k number of SNPs, and 3-site federated learning simulation, we
found the size of the SNPs subset that sequentially feeds in the score test can largely affect the
total computation time. The comparison of computation time between HE and non-HE in
FedGMMAT can be shown in Fig 4.

To perform a more realistic simulation of the computational cost of running FedGMMAT,
we simulated 32,000 subjects with 1 million SNPs as a separate test case scenario. For simulat-
ing the subjects, we used 2,000 16-member pedigrees of 3 generations with 8 founders and 8
descendants [49]. The simulations were performed using three European populations (GBR,
TSI, FIN). We used 11 covariates (1 random assigned gender and 10 population PCs) and the
binary phenotype is simulated using 5000 randomly selected variants with effect sizes sampled
from N(0, o = 0.5). Random environmental noise standard deviation of 0.5. We divided the
dataset among 3 sites and executed FedGMMAT on the same computer (96 core Intel Xeon
Platinum 8168 CPU clocked at 2.7GHz) such that each site is run in order to simulate round-
robin steps. This is a fair test since the computation heavy protocol comprises round-robin-
based updates to parameters. We assume that the sites use an AWS-based cloud system where
shared volumes are mounted on instances that are running FedGMMAT among sites for effi-
cient sharing of intermediate datasets. This can be accomplished using Amazon Web Services’
EBS multi-attach, which is a very efficient way of sharing data in the cloud environment.

We tested two versions of FedGMMAT that uses homomorphic encryption (HE) in each
step and one without HE (referred to as non-HE), which represents the computational

Total computation time of 62k SNPs
140 % — HE
Non-HE
120
100
80
60

40 .\.

20

Time (mins)

—

'\,
\,

1 10 50 100 150 200 250 1000
Number of SNPs per run

Fig 4. The comparison of computation time with different numbers of SNPs per batch in minutes between HE and
Non-HE protection of FedGMMAT.

https://doi.org/10.1371/journal.pchi.1012142.g004
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Total computation time of fitting FedGMMAT mixed model
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Fig 5. The total run-time per site (y-axis) in second with respect to the number of subjects on each site (x-axis).

https://doi.org/10.1371/journal.pchi.1012142.9005

requirements of the OTP-like encryption scheme that is used for protecting data among sites
for score testing stage of FedGMMAT algorithm. Overall, OTP-like (non-HE) algorithm com-
pleted in 2 days, 16 hours, 18 minutes and HE version completed in 5 days, 10 hours, 31 min-
utes. These results indicate that there is moderate-to-high computational requirements for
FedGMMAT at large scale datasets.

To evaluate which steps take the most amount of time in HE-based calculations, we mea-
sured the scaling of run-time in null model fitting step. We observed even with HE, the model
fitting takes around 15 minutes (Fig 5), which indicates that virtually the whole runtime is
spent in calculating the score test for the 1 million variants. Given that there is a large differ-
ence between HE and OTP versions, we reasoned that efficient security measures of OTP-like
approach benefits the efficiency, while the same trust model as the HE-based protocol among
the sites wherein the central server is assumed to be trusted by the sites to not deviate from the
protocol.

Furthermore, the network requirements of this approach does not entail ciphertext expan-
sion (approximately 12-15 time larger in comparison to the original matrix sizes) that is
observed in HE-version (to be described below). We therefore expect that the OTP-like
method can substantially increase performance for large scale calculations with FedGMMAT
by circumventing the usage of HE at the scoring step. Furthermore, the current testing sce-
nario adheres strictly to using round-robin-based aggregations, which can be parallelized by
performing aggregation in on site, which sends the data to Central Server to be decrypted and
processed. We leave such optimizations to future studies as they relate to optimizing the
underlying protocols without major changes.

Network and Storage Requirements: We next focused on quantifying the total network
requirements of F]dGMMAT on the large simulated dataset. We divided the total data transfer
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Table 5. Network traffic from each client to the server.

Null model

Mixed model

Score test

https://doi.org/10.1371/journal.pcbi.1012142.t1005

Client to server
J 51
(a6
(S 1)

j=1

J
&)

(b)
(G/ (PY),)
G/ P]
GPG;

Data size Non HE (OTP-like) encryption memory size (MB) per client HE memory size (MB) per client
p-dim vector 4.577E-5 0.0344
p X p matrix 0.0005 0.4124
P x p matrix 0.0010 0.4125
n X p matrix 2.9297 38.7689
n-dim vector 0.2441 3.2999
k-dim vector 7.6294 103.1208
k x n matrix 48.828125 (k = 200) 644.6279 (k = 200)
k x k matrix 0.3052 (k = 200) 4.1245 (k = 200)

size for each step of the model fitting and score testing steps for HE and non-HE versions
(Tables 5 and 6). non-HE version is included as a proxy for the OTP-like encryption version.

Network Usage for Null Model Fitting: In total, the server-client uses 61 gigabytes of data
transfer for fitting the null model with 12 iterations of the model fitting stages. The most band-
width is spent exchanging ™' and VX' matrix partitions among sites.

Network Usage for Scoring Test: The HE and non-HE (i.e., OTP-like) versions require
approximately 3.66 terabytes and 359.2 gigabytes, consecutively. The highest network transfer
is used by G " P matrix passed from clients to the server. Of note, the OTP-like encryption

strategy allows us to decrease the network requirements further.

Quantization of Intermediate Matrices: One approach to improve performance (memory
usage, network usage) is to quantize large matrices. For example, in the scoring stage, we can
quantize the G'P + NP 1 NGeVer) matrices from 64-bit precision down to 32-bit precision
before they are sent for aggregation when OTP-like protection scheme is used. This approach

effectively halves the storage and network requirements. To test quantization of G' P matrix in
scoring, we quantized G ' P matrices to 32-bits and ran scoring of randomly selected 200-vari-
ant chunk. The final p-values of the variants matched with more than 0.999 Pearson R2 corre-
lation to the original results. This result indicates that the scoring stages can be run with
quantized matrices using OTP-like protection of the matrices. At the null model fitting, similar
quantization can be applied to the scoring stage where partitions of ™' and VX" are sent over
to the clients, which take up the most amount of space. We tested quantizing these matrices to
32-bit representations (i.e. float32 type) and observed that there is again virtually no loss of
accuracy in the predicted null model parameters compared to 64-bit representations.

Table 6. Network traffic from server directly to the clients.

Server to clients Data size Non HE (OTP-like) memory size (MB)
Null model a® p-dim vector 9.1553E-5
Mixed model (VZ’I)(/-) 1 X n; matrix 2604.1667
! 1 x n; matrix 2604.1667
b n-dim vector 0.2441
T scalar 3.8147E-6
Score test (PY)O) nj—dim vector 0.0817
P; n X n; matrix 2604.1667+11.9809
GP} k x n; matrix 16.2760%4.1245 (k = 200)

https://doi.org/10.1371/journal.pchi.1012142.1006
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Usage of Cloud Resources can improve performance with little cost overhead. We recom-
mend using cloud-based storage among collaborating institutions where sites can cross-mount
shared volumes (Using, for example, Amazon Web Services’ EBS multi-attach) for sharing of
the large intermediate datasets. If cloud usage is not viable, our results indicate that the HE-
based null model fitting followed by the scoring strategy that uses OTP-like protection with
G ' P matrices quantized to 32-bits can be accomplished in approximately 210 Gbytes of data
transfers per client (30.5 Gbytes for model fitting and 179.6 Gbytes for scoring test), which we
believe can be practically run over high speed networks among institutions using a shared disk
space [50] between institutions.

2.5 Comparison to other methods

Numerous methods have been developed that focused on building generalized mixed effects
model for biomedical data analysis. We review and compare some of these methods here. Yan
etal. [51] developed a method for analyzing EHR datasets with a focus on building small scale
models. This method represents an important contribution although We could not immedi-
ately identify a way to adopt this method for performing a GWAS using the additive mixed
effect models phenotype used in statistical genetics.

Similarly, Li et al. [52] developed a method to detect pleiotropy, i.e., a single variant impact-
ing multiple phenotypes using results from Phenomewide Association Studies (PheWAS)
studies. This study is more related to a meta-analysis approach, which makes use of the sum-
mary statistics from multiple sites. On the other hand FedGMMAT represents a mega-analysis
approach that processes the raw datasets.

To address this problem, we recently developed dMEGA [53]. IMEGA enables performing
federated GWAS on a smaller scale (several thousand variants) using a single random intercept
parameter. In comparison, FedGMMAT represents a more realistic setting for modeling phe-
notype using the additive mixed effects. In particular, AIMEGA cannot readily model polygenic
effects and has more computational requirements compared to FedGMMAT.

Recently Chen and Edupalli et al. [54] developed a linear mixed model for performing fed-
erated GWAS analysis. This method provides a federated approach for application of linear
mixed models. These approaches are effective for modeling continuous phenotypes. However,
for the binary case/control studies, these linear mixed models are not effective since they may
fail to capture the heteroskedasticity of the binary phenotype (i.e., variance-mean relationship)
[12]. Indeed, GMMAT method was specifically designed and developed to mitigate these limi-
tations of the linear mixed models and we are focusing on this problem for this specific pur-
pose in developing FedGMMAT. Secondly, to our understanding, the described in Chen-
Edupalli et al.’s [54] method can only handle random effects that stem from familial relation-
ships, i.e., polygenic effects quantified by dense genetic relatedness matrix. It does not immedi-
ately provide the means of integrating other relationship information (e.g., shared
environmental factors, longitudinal study designs).

On the other hand, Chen-Edupalli et al’s [54] approach does not require explicit calculation
of the genetic relatedness matrix (GRM) and is more advantageous compared to FedGMMAT
from this perspective. However, when the GRM matrix is not explicitly calculated, there may
be limitations when admixed populations exist in the cohorts [55] because the implicit
assumptions of GRM integration into the method may not appropriately dissect the effects of
confounding by population and cryptic kinship in admixed individuals. Overall, both FedGM-
MAT and Chen-Edupalli et al’s [54] method provide their own set of advantages and we
believe they are important contributions to the literature that different use cases can benefit
from.
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Finally, Zhu et al. [56] developed a federated generalized linear mixed model to tentatively
perform federated GWAS analysis [56]. This method by Zhu et al. [56] is one of the first meth-
ods to perform federated generalized mixed effects testing. We have extensively tested this
algorithm in our previous study (AMEGA) and found that it does not report p-values for the
genetic variants; it only reports the effect size estimates. Furthermore it does not model the
polygenic random effects stemming from cryptic relatedness effects. Finally we also observed
that Zhu et al.’s [56] method may exhibit poor convergence due to utilizing an MCMC-based
approach.

2.6 Privacy and security of federated protocol

We discuss the privacy and security of FedGMMAT’s federated protocol by analyzing infor-
mation exchanges to present the limitations that can warrant future research. Overall, FedGM-
MAT use homomorphic encryption and combine it with an OTP-like symmetric protection
mechanism that uses site-specific noise addition to protect individual-level and intermediate
information between sites and also from the central server. Sites must ensure that the symmet-
ric keys (the secret random seeds from the server) are protected against leakage. Similarly,
decryption key must be kept securely at the Central Server.

Central Server is assumed to be a trusted entity that executes the protocols as agreed upon
(e.g., [57], [50]), without the necessity of storing identifying information from the sites (i.e.,
does not need to store registration and identity information). Since Central Server is a trusted
authority, the main concern regarding Central Server is the event of hacking or accidental
leakage of the datasets from the server. We discuss these cases below.

The central server gains access to, y, a proxy for the binary phenotypes (without other iden-
tifiers), the kinship matrix, and the null model parameters. Revealing kinship matrix to the
Central Server may or may not create privacy concerns for the sites as described in their data
usage agreements. In essence, a kinship matrix is a proxy for measuring relatedness between
individuals. While it provides some indication of familial pedigrees, it cannot immediately be
used to build familial lineages without other information (i.e., an individual’s half-sibling and
aunt have same kinship coefficient with the individual, similarly individual’s niece (or nephew)
and uncle have same kinship coefficient with the individual. Thus it is not reliable for uncover-
ing family pedigrees to match to existing pedigrees. The kinship matrix depends on the sub-
jects in the cohort and is not a fixed re-identifying information, i,e., the rows (or columns) of
the kinship matrix is not a unique signature for each individual that is invariant between dif-
ferent kinship matrices that harbor the same individual. Also, most kinship matrices are
extremely sparse with the exception of the familial studies, which include a uniform selection
of families (e.g., trios). Thus, we assume that the kinship matrices are not of immediate con-
cern even if they are leaked unless other re-identifying information are leaked with them. One
exception are datasets with families comprising large numbers of children, which may by
themselves be re-identifiable due to being outliers. These extreme outlier sized families can be:
1) kept out of the studies or 2) can be considered with families of similar sizes only or 3) they
can be subsampled and used in a proxy GWAS setting.

As an alternative to using the full kinship matrix, the sites can further evaluate the amount
of cross-sites relatedness and choose to not include cross-site kinship into calculations. This
way, the full kinship matrix does not need to be shared among sites. This can be a reasonable
assumption in many situations when collaborating sites are geographically distant, which
implicitly renders the extent of cryptic kinship across sites very small. In this case, the sites can
calculate ™" and VX! without minimal exchanges by exploiting the block diagonality of the
kinship matrix.
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y is sent to the Central Server while variance component (7) is being updated and at the
beginning of the score statistic assignment at the second stage of Fe[dGMMAT. The main con-
cern around leaking of y is combining it with kinship matrix. Although a curious entity may
be able to build partial family trees and assign phenotypes, it is not immediately clear how
these can be used for re-identifying individuals since most families will be of similar size with
no immediate way to distinguish them in terms of phenotypic patterns. Furthermore, the enti-
ties do not know the phenotype that is being studied (this information does not have to be
revealed). Finally, y is a vector that is used in two places in FedGMMAT and it can be re-sub-
mitted and discarded after they are used.

The null model parameters are also revealed to the central server. These include Hessian
(p x p) and gradients (p long vector) used to obtain the initial estimates of @; updates to the
covariate fixed effect vector & (p long vector) and the scalar variance component scale 7. Over-
all, these matrices are calculated using the dense covariate information (no the genotype infor-
mation), which is low dimensional features from subjects. For a GWAS with large covariate set
of 20 features, the total size of covariate-related data that revealed to the central server is on the
order of 500. Even though these values are updated over multiple iterations, they are highly
correlated between different iterations. Also, the Newton’s method is known to down-weight
the Considering that there are are thousands of subjects in the GWAS study, we deem the risk
fairly low to re-identify an individual. However, we do acknowledge extreme outlier cases may
be rarely re-identifiable and a systematic evaluation of re-identification in realistic scenarios is
needed to estimate this risk. We recommend removing extreme outlier cases with respect to
covariate information. Notably, the cases which are covariate outliers are already excluded by
default in GWAS analysis pipelines to ensure they do not bias the analysis results [58], but this
should be performed with care to make sure power is not affected by removal of subjects.

Of note, current mechanisms can be used to protect y in the protocols that requires it to be
shared: To update tau, the central server can calculate (Y'ZY — PV) where Z = PVP (Protocol
for Fitting Mixed Effects Null Model in 54 Fig). Notice that calculation of Y'ZY is very similar
to G'PG (Protocol for Calculating Score Variance in S5 Fig) and using a similar protocol. This
mechanism requires exchanging the horizontal partitions of (PVP) ;) matrix among sites. Sec-
ondly, y is used in calculating score statistics for all SNPs (Protocol for Calculating Score Statis-
tic in S5 Fig) as T = G'PY. This quantity can be calculated by first pooling G;P;, and then

pooling (G'P) ;) where (G'P)y;) is the vertical partitioning of G'P matrix.

3 Discussion

In this paper, we proposed a federated genetic association testing algorithm, FedGMMAT.
FedGMMAT is flexible to integrate multiple subject-level random effects and can be used in
different study designs without explicit changes to the algorithmic setup and formulations.
This is an inherent advantage that stems from the flexible formulation of the efficient score
testing of GMMAT. We also believe that the two-stage significance estimation is advantageous
from a privacy preserving perspective because the overall problem is modularized in specific
steps of null model fitting and variant scoring where covariates and genotype information is
used in different stages. In the future, this can in turn enable a tiered privacy-enabling design
for GWAS such that different information is protected at different levels as required by local
regulations.

It should be noted that there can be inherent challenges in federated studies. For instance,
these studies must be designed and planned way ahead of time to collect harmonized and uni-
form data at independent sites with matching covariates and phenotypes. Due to these chal-
lenges, the sites may choose to perform meta-analyses by sharing only the summary statistics,
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which requires much less computational burden on the sites with low privacy concerns. How-
ever, previous studies have shown that meta-analysis may lose substantial power when there is
heterogeneity among the sites. It is therefore important for sites to have the incentives to per-
form the federated analysis.

Future work can improve several aspects of FedGMMAT. Currently, the null model infor-
mation is sent in unprotected form among the sites. However, it should be noted that FedGM-
MAT’s null model contains very small number of parameters (on the order to 10-20) and we
foresee that it is unlikely that the global model parameters can lead to reliable membership or
reconstruction attacks.

FedGMMAT assumes an honest-but-curious adversarial model, which is the predominant
assumption for the adversaries in genomic data analysis. The central site must be a trusted and
non-colluding entity. This can be achieved by setting up a central key management and aggre-
gation service that is operated by a trusted entity (e.g. NIH). Of note, the central server per-
forms lightweight operations and does not bear substantial computational load, which can be
implemented as a trusted service. Future studies are necessary to ensure that the malicious
entities cannot disrupt the calculations or steal sensitive information.

FedGMMAT currently relies on a round-robin (or cyclic) schedule, which requires sites to
wait for their turns without asynchronous updates. In addition, the current implementation
relies on TenSEAL framework which may not be optimal for the communication bandwidth.
Thus, our future work will focus on refining the current method by adding secure multi-com-
putation protections, embedding a tree-based asynchronous communication framework, and
using lightweight communication protocols.

Finally, the statistical model that GMMAT uses models the random effects as random inter-
cepts. The models can be extended to accommodate random slopes models to account for the
structured heterogeneity of the genetic effects coefficients. This, however, would require sub-
stantial changes to the current algorithm. This model should also be tuned well to ensure that
null model is not overly relaxed or stringent, which may diminish the model’s power to detect
associations.

4 Methods
4.1 Problem setup

We focus on the single-variant test for binary traits under a federated setting with numerous
sites (also referred to as nodes or clients). The trait’s occurrence probability is modeled by fol-
lowing logistic mixed-effects model:

where g(-) is the logit link function (i.e., logit(x) = log(%)), and m; = P(y; = 1|X;;, Gyj, by) is
the probability of the binary trait (i.e., disease status) for subject i in the site j, and y;; denotes
the binary trait status of individual i on site j (Table 7). Subscripts i < n;and j < S denote the
specific subject i on site j, and n; denotes the number of subjects on site j.

Xj is a p-dim vector of fixed covariates (e.g., population principal components, gender), G;;
is the genotype, a scalar value indicating the dosage of alternate allele at the genetic variant of
interest. When referring to the local data on site j, we use a single subscript, e.g., X;, G;and b;.
On the site j, XjT = (X, X,,...,X] )isan;x pmatrixand G; = (Gyj, Gsp, . .., G,) ' isanj-

157 “X2)0 nij

dim vector (for a single variant of interest), and b, = (b, b,, . .

. bﬂjj)T is an n;-dim vector,
which quantifies the random polygenic effects due to cryptic (i.e., unknown) kinship among

subjects, and different experimental designs (e.g., longitudinal studies. This vector is assumed
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Table 7. Nomenclature table.

i | Index of samples a | Parameters of covariate
j | Index of federated node G; | n; x k genotype matrix of node j
J | Total number of federated nodes V | n x n kinship matrix
p | Number of covariates b;; | Random effect of i-th sample in j-th node
n | Total number of samples X | n x n matrix
n; | Number of samples in node j b; | Vector of random effect of j-th node
7;; | Probability of i-th sample in j-th node ¥ij | The outcome of sample i from node j
g | Logit link function Xjj | p-dim vector of covariates of sample i from node j
)
Gjj | The genotype of i-th sample in j-th node X; | n; x p covariate matrix of node j
B | Parameters of genotype effect W | n x n diagonal weight matrix
7 | Variance component parameter for random Za; n x n; matrix of vertically split part of = in node j
effects
Q | n x p matrix, product of "X in node j P | n x n projection matrix
Q; | n x p matrix, product of 26)] X; in node j Q) | n; x p matrix of horizontally split part of £™'X in
node j
t | Index of iteration k | number of SNPs

https://doi.org/10.1371/journal.pcbi.1012142.t007

to be sampled from a zero mean multivariate distribution whose covariance matrix is propor-
tional to the relatedness (i.e., design or kinship) matrix, V.

Parameters. a is a p-dim vector of the fixed covariate effect sizes, and S is the alternate
allele dosage effect size (i.e., genotype). We also assume b ~ N(0,tV) is a n-dim vector where

b" = (b/,b,,...,b/), 7is the variance component parameter for random effects, and V is an

7

n x n matrix refers to kinship relationship matrix for all samples across all sites, which can be
calculated using secure kinship estimation methods [32]. We denote the variance of trait as v
(-), where v(r;;) = Var(y;|b) = m;;(1 — ;) for the binary traits.

FedGMMAT implements the score test that is formulated by GMMAT algorithm [46] in a
federated setting. This procedure consists of two main steps. First step is the null model fitting,
which uses only the covariate information without exchanging any sensitive genotype infor-
mation among sites. The information exchanges are protected by high level data aggregation,
and encryption among sites. Second step is the variant scoring step, which evaluates the signifi-
cance of observed genotype effect sizes given the null model. The separation of the two steps
improves efficiency of the overall process. This approach is advantageous from privacy-preser-
vation aspect because it flexibly separates the model fitting and scoring steps, each of which
can be federated independently. Depending on the goal of the analysis, sites can make use of
the flexibility of GMMAT’s approach to provide efficiency while privacy can be preserved
under local regulations of the sites. We describe below the details of the model fitting protocols

(54 and S5 Figs).

4.2 Setting up the network

We assume that the sites have secure channels among each other and with the Central Server.

The Central Server is assumed to be a trusted entity (e.g., NIH, COLLAGENE server [50], etc)
who does not deviate from protocols and the main risk is hacking or accidental leakage of data-
sets from the Central Server. It is therefore necessary to minimize unencrypted data transfers
to the server. We recommend using AWS cloud-based operations where sites can setup shared
volume mounts to exchange data with very low latency. This can be programmatically setup
among the sites. Alternatively, the sites can exchange datasets using scp-based protocols [50].
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Fig 6. Matrix Splitting at the Central Server and aggregation among local data repositories. In the FedGMMAT framework, each local data
repository will maintain its unique dataset locally and gather intermediate model information from Global updates. The vertical splitting of ™1
among local repositories is illustrated in the figure as an example. Each site receives n; x n sized covariate matrices (X;), which are multiplied
locally with ; x p sized matrices. The resulting n x p matrices are encrypted and aggregated among sites via round-robin schedule and sent to the
server. Splitting and aggregation of other matrices is accomplished with similar protocol.

https://doi.org/10.1371/journal.pcbi.1012142.9006

4.3 Secure aggregation and partitioning of intermediate matrices

FedGMMAT'’s protocols make extensive use of the encrypt-aggregate-decrypt-partition proce-
dure, depicted in Fig 6 and S2 Fig. Most operations in FeldGMMAT require the sites to aggre-
gate intermediate matrices that are of the same size. We describe the details of these
procedures:

By default, FedGMMAT uses Homomorphic Encryption-based encryption among the
sites. This is initiated by the Central Server by generating a key pair and broadcasting the pub-
lic and homomorphic evaluation keys among the sites (i.e., Galois, Relinearization). Encryp-
tion and summation at sites, and decryption at the Central Server uses TenSEAL library’s
CKKS scheme.

In some parts, HE-based calculations are computationally heavy since FedGMMAT’s cur-
rent framework relies only on the aggregations via summation (e.g., score testing stage). To
decrease the computational and storage requirements, Central Server can use an alternative
encryption methodology that uses a one-time-pad-like (OTP-like) strategy where Central
Server shares noise matrices with large variance that masks and intermediate data. In a nut-
shell, whenever an intermediate n x p matrix Z&;Xj matrix (from the original protocol) is to be

server)
, of

encrypted and aggregated among sites, the server provides a noise matrix, denoted Nj(
size n x p to site j. This matrix represents the symmetric encryption key for the respective site
that is shared by means of a secure and secret pseudo-random seed for generating the random
matrix. The encryption of EG)lX ; is simply addition of the noise matrix:

-1 _ w1 (server)
enc(X;X;) =X, X, + N,
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In this equation, we can simply add the noisy (encrypted) matrices from all sites:
Z enC(ZG)lX].) _ E—IX + Z ]Vj(serve?’)
j j

which is sent to the Central Server. After this step, the Central Server can “decrypt” the aggre-
gated sum (first terms of right hand side) by simply removing the encryption keys (i.e., the
noise terms), to obtain ™' X. This is, however, not secure because the Central Server can gain
access to the original matrix X since server already knows £™'. To circumvent this issue, the
sites make use a partitioned noise matrix, denoted by N((f)“”), before encryption (S2 Fig). At site
7, a noise matrix is sampled such that it contains entries only at the jth site’s partition on the n
x p matrix. This matrix is known only at site j and protects site-j’s partition. For site j, parti-
tioned noise matrix is an 7 x p matrix but it has non-zero entries only in the n; rows (52 and
S3 Figs). This way, when we sum the partitioned noise matrices from all sites, we obtain a full
noise matrix, i.e, >N, ((;;m) is a dense noise matrix whose partitions are known only to the sites
and no other entity.

Thus, before encryption (via OTP-like noise addition), each site adds their share of the par-
titioned noise matrix. After aggregation, the Central Server receives:

Zenc(EG;Xj + N((J?;“m) =X 'X+
J
(part) (server)
D NGTEIN,
J J

« » . . (server) .
The central server “decrypts” the aggregated matrix by removing » . N;*"*", and obtains the

aggregated data with dense noise matrix:

dec(Zenc(EG)lXj + N((f)“”))) =
j

-1 (part)
X+ ZNU)
J

Note that Central Server cannot further remove partitioned noise matrices since these are only
known to the sites. The Central Server finally partitions the noise aggregated matrix according
to each site’s row partitioning. For site-k, Central Server partitions the noisy matrix as:

-1 (part) _ -1 (part)
(X4 DNy = (7 X) g + QN
J J

This partition is sent to site-k. By definition, the partitioning of the total noise matrix in above
equation is the partitioned noise matrix at site k:

QNG = NGl i+ ny, ]
j

where N((ﬁf i : i + n,, ], denotes the rows of partitioned noise matrix of site-k that is known
only to site-k. Thus, site-k can remove this noise component and obtain (Z_IX)(k), which com-
pletes the protocol.

While describing the protocols, we may skip the explicit description of the partitioned
noise matrices for brevity (See S4 and S5 Figs for a more complete description of the full details
of FedGMMAT protocols with noise matrices). Also, it should be noted that the OTP-like
encryption mechanism is used as an efficient alternative to HE-based approach. In the above
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aggregation protocol, “enc” and “dec” operations can be replaced by HE encryption and
decryption mechanisms and the partitioned noise mechanism can be used as presented above
without any modifications. Clearly, HE operations does not need the server noise matrices,
which are OTP-like encryption specific noise matrices.

By default, FedGMMAT uses a round-robin schedule to aggregate matrices, which are then
sent to the Central Server. Of note, this schedule is not optimal but we stick to this schedule in
below description for simplicity of presentation and implementations. A more optimal sched-
ule can be implemented by sending all matrices to one site, aggregating simultaneously and
sending to the main server.

4.4 Fixed effect size a initialization

In order to test the significance of the genotype effect, we need to fit a federated logistic mixed
model under null hypothesis Hy : § = 0, the null model for trait probability of subject i on site j
is

g(ﬁ:ij) = Xija + bij

The likelihood function for this full model is not tractable as it has no closed form solution and
we adopt the method used in Breslow et al. [59]. To solve the initial estimates of fixed effect
parameters we use the Laplace approximation of the integral. We then derive closed-form
solutions of fixed-effect coefficients ¢ and b in a federated way in mixed effect model fitting
step. First, we start from obtaining the initial estimate & without random effects using Laplace
approximation. The log-likelihood of the initial estimate of & under =0 and 7= 0 is of the
form

i) = 573 ", log(m,) + (1 - y,log(1 - 7).

=1 i=1

The optimization of such a log-likelihood can be split among sites; where each site locally cal-
culates its gradient and hessian, encrypts them, and sites aggregate the matrices in the round-
robin scheme (Fig 6). These matrices can be recovered as following:

Gradient.

ol(a) ~Ola)
oa ; Oa
where Zj = Z:lil(yij log(m;) + (1 — y;)log(1 — m;))
Hessian.

Ol(a L Pl(a)
M-S =) e~ 2

The log-likelihood of the null model can be optimized under federated learning settings by
Newton’s method:

a(n+]) — a(n) . Z//H

Of note, this is a logistic regression fitting loop. The fitting loop runs until convergence to ini-
tialize covariates’ fixed effects vector @, in the null model. This vector is shared among sites
and is used as the initial fixed-effect estimate of the covariates. The Hessian and gradients are
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encrypted at each iteration and aggregated using round-robin schedule. o is updated at the
Central Server, which gets access to the plaintext Hessian matrix (p x p) and the gradient vec-
tor (p long).

4.5 Mixed effect size estimation

Site j uses the current null model parameters and calculates a local weight vector w; = [w;, wa;,
...] such thatw;; = 1/(v(nij)[g’(nij)}2) x 1, , where ¢(7;) = 1/v(m;). This is a highly aggregated
function of the current null model parameters and it relies only on the covariate information

(Xi) (no reliance on genotype). Each site calculates w; and sends it independently to the central
server for construction of a global weight matrix W = diag(w] ,w],...,w/).Let 2 =W '+ 1
V and split it vertically with the sample size of each node, as form 2! = (Eal), 2(21), e E(’])l)
(Fig 5). Central server sends the back these to each site. Note that this is the most intensive step
in network transfers. Central server also sends the partitions of (V £71);, to each site. Note
that these are sent to individual sites without encrypting since they are not broadcast. In addi-
tion, these matrices can be submitted by quantizing to 32-bit floating point representations to
decrease storage and network bandwidth. The network and computational requirements can
be further decreased substantially if sites can assume there are no cross-site relatedness
between sites, in which case W is a block diagonal matrix and each site can form this matrix
locally without input from central server. We believe this simplification is reasonable since
most relatedness will be confined to within sites and will be reasonably small across different
sites. This can be evaluated after calculation of the kinship matrix and deciding whether certain
cross-site relatedness should be considered.

Eachssitej € {1, ..., S} calculates Q = Z&;XO), (n; x p matrix). These are next securely
aggregated using round-robin schedule (Figs 5 and 6, and S4 Fig; Step 4) among sites to com-
pute Q = ZJI.ZI Q. Next, central server horizontally partitions Q into Qq), Q(2), - - ., Q¢ and
sends them to corresponding sites.

Each site calculates Z; = X].TQ(}.) (p x p matrix, 54 Fig; Step 5). This matrix is encrypted, and
aggregated among sites to calculate 2. Aggregated matrix = is sent to central server. Each site
updates their random effect estimate (S4 Fig; Step 6):

b, =(VE"), (Y, - )

In the above, ¥; and ?]. are locally calculated at each site as following:

g(”j) + g,(”j)(yj - ”j)

Y;
Y, X;

ISB

These are securely aggregated among sites and sent to central server. Central server decrypts
and broadcasts b to be used in the next iteration (54 Fig; Step 6). Sites also send Yj, which are

concatenated at the central server to generate Y (n x 1) vector. Next, central server calculates
the updated covariate information:

To estimate this, sites encrypt-aggregate-decrypt-partition {Qg)\?j} then multiply on the left
with E to obtain &, the new estimate for the fixed covariate effects (54 Fig, Step 7).
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At this stage, all sites have a new estimate for random effects vector and the fixed covariate
effects of the null model.

Variance component updates. The final step of calculation is the update of variance com-
ponent 7. We ignore the dependence of W on 7 then adopt Pearson Chi-squared approxima-
tion (Supplementary Information Equation 2) to the deviance.

At this step, it is necessary for the server to calculate the projection matrix P= X' - QZQ "
that is of size n x n (S5 Fig, Protocol for Calculating P). At the step, sites use a random rotation
of Q via a common random p x p matrix Q sampled from N(0, n). All sites j < J synchronously
send Q;Q (n; x p) and (Q'E S!JT) (p x nj). These matrices are sent directly to the central server

and are not encrypted further to protect against other sites. These matrices are protected by
the random rotations (known only to the sites, not the central server) on the right and left and
does not leak immediate identifying information in case of hacking or accidental leakages
from the Central Server. Central Server calculates P:

rox - (Za) (o)

=3 - (QEQ)

After obtaining We optimize the Quasi-Likelihood objective function with respect to vari-
ance component parameter 7 by Average Information REML algorithm [60]. This step is
accomplished at the Central Server using V, P, and Y (54 Fig, Step 8). The central server
broadcasts the scalar 7 to all sites. At this stage, the sites have access to updated set of fixed and
random effects parameters.

4.6 Federated score test and assignment of p-values

After null model parameter estimation is completed, the sites use the null model parameters
with genotype data to assign P-values that determines the level to deem the variants as signifi-
cantly associated with the trait.

For each of sites j < J, the Central Server sends the #; x n horizontal partitions of P denoted
by Py;) to site j. This is needed to be performed only once before score testing of variants. Cen-
tral Server also calculates 7; x 1 vector (PY) ; to site j (S5 Fig; Protocol for P and Score Calcu-
lation Protocol).

For each chunk of size k, site-j calculates G;(PY)U) (k x 1 vector), encrypt and aggregated

to calculate G PY. This matrix is decrypted at the Central Server and broadcast to all sites (S5
Fig; Score Calculation protocol).

The variance of the score test is diag(GTPG). In order to reconstruct the variance FedGM-
MAT uses the following steps (S5 Fig, Protocol for Calculating Score Variance): 1) Calculate
G 'P: G'P can be divided into site-level Z}Ll G].TP].; then 2) horizontally partitioned G " P with
respect to sample size, and distribute corresponding part GTP(j) to clients and calculate the
variance matrix G' PG = Z}Ll G’ P,G,

This concludes the score statistic and variance estimation protocol for the k-variant chunk.
The p-values are assigned using the asymptotic approximation of the null distribution as the
Chi-squared distribution with 1 degree-of-freedom calculated using the the score statistic
divided by its variance.
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4.7 Federated learning workflow and communications

The workflow of the fed GMMAT can be summarized in the following four major steps:

1. Key Generation and Setup: The central server generates an asymmetric public-private key
pair and shares the public keys with all sites. This step and all homomorphically encrypted
operations are implemented using TenSEAL package [47]. When using One-Time-Pad-like
encryption, the server initiates the random number generator to generate the noise matrix
seed values to be used to generate the random matrices (pads) for encryption.

2. Project initiation: The central server receives the training requests from clients. During
this process, model metadata will be collected from each client, including the number of cli-
ents in the federated project J, the sample size of each client 7, and the number of
covariates.

3. Null model fitting: In this step, the federated clients will jointly train the null model, a
logistic regression model, by following steps:

(a) Broadcast model parameters: The central server initiates the process of null model
learning by broadcasting the parameters and public key to clients.

(b) Aggregate local information: Each federated client j will calculate and pass the homo-
morphic encrypted local information (i.e. Gradient ¢ ; and Hessian matrix H)) with secure

aggregation framework in Fig 7.

(c) Update model parameters: The central server will retrieve the encrypted aggregated
model information from the last client and decrypt it with the private key (Fig 7). Then
update the model parameters with the aggregated information.

(d) Broadcast model status: The central server will first broadcast the up-to-date global
parameters to all clients. Then, it will determine whether the model is converged or not
by the log-likelihood score. If the difference from the last iteration is within 1 x 1076,
then stop the iteration. If not, goes to step a).

4. Mixed-effects model fitting: In this step, the sites collaborate on mixed-effect model train-
ing. Initializing from the null model, the federated learning model will estimate the fixed-
effect coefficients, mixed-effect coefficients, and mixed-effect hyper-parameters with the
following steps:

(a) Broadcast initial model parameters: The central server will set the parameters from the
null model as the initial fix-effect coefficients @, and the variance of targets as the initial
mixed-effect hyper-parameters 7, and HE public key. Then send them to the federated
clients.

(b) Aggregate local information: Once the federated client j receives the parameters, it will

compute the local information &;, £, Y j»'¥; as defined previously. Then cyclically aggre-

gate and send the encrypted aggregated information enc(E), enc(Q2), enc(b) to the central
server (Fig 7).

(c) Update model parameters: The central server decrypts the aggregated information then
updates variance component estimate 7, fixed-effect coefficient &, and random effects

coefficient b.
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E j | [r? Local
site 2

®

®

°
public key

(1)

Local
site J
‘ Initiate
aggregation

private key

o

Local
site 1

Fig 7. Key setup and aggregation via round-robin schedule. The central server initiates the public/private key pair at
the initialization and broadcasts the public key to all sites. Aggregation of split matrices are performed among sites by
taking turns in aggregation. Each site encrypts their matrix “share” before aggregation. Symmetric keys (secret seeds)
for OTP-like encryption is sent to all sites at the scoring stage whenever an aggregation is performed (S2 and S3 Figs).

https://doi.org/10.1371/journal.pchi.1012142.9g007

(d) Broadcast model status: After updating and broadcasting the up-to-date model param-
eters, the central server will determine whether the model is converged with the differ-
ence of parameters from the last iteration. If it has not converged, go to step b).

5. Federated learning on score test: Once the parameter space (&, ©) is optimized under the
objective function (Equation S1.3 (1)), the FedGMMAT can compute the score test. First,
the central server will send the corresponding local model residual (PY)U) to each federated
node. Then the score test statistics T can be collected and aggregated from federated nodes
by protocol S5 Fig. The final step is to calculate variance GPG " with a developed federated
learning protocol (S5 Fig; Protocol for Calculating Variance).

The communicated information is summarized in Table 8, and algorithms 1, 2, 3. These are
also depicted in S2 and S3 Figs.
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Table 8. Communication information.

Client to Server Data size Server to Client Data size
Null model | gn¢( ]f:] Z}‘)) p-dim vector a? p-dim vector
e"C(Zj{zl H]@) P X p matrix pk scalar
Mixed model (VZ’I)U) 1 X n; matrix
enC(Z]L] E) P x p matrix a p-dim vector
e”C(Z;:l Q) 1 X p matrix b n-dim vector
enc(l;j) n-dim vector 7 scalar
pk scalar
Score test | enc(G, (PY),,) nSNPs-dim vector enc((PY),,) nj-dim vector
pk scalar

https://doi.org/10.1371/journal.pcbi.1012142.t1008

Algorithm 1 Federated Initial Fixed-effects Estimate
Null model initialization;
Central server:
Broadcast initial global model parameters o
for t € [0, 1, 2, ..., T] do
for j € [1, 2, ..., J] do
Federated trainer j:
1. Receive the up-to-date global model parameters a'® and the HE
public key pk from the Central server;

© public key pk;

2. Update the local gradient th) and Hessian matrix Hgt)
it with pk;
3. Aggregate enc(zgt)) and enc(Hgt)) and pass the information (Fig 7);
end

Central server:

, and encrypt

H(t))

1. Receive the encrypted HE information enc(zjj,zlzgt)) and enc(} ] H)
(Fig 7);
2. Decrypt and reveal the aggregated information ijl @gt) and ijl Hgt)
with private key;
3. Update and broadcast the model parameter with a*V) =a'® —¢'/H;
4. if A(a) <1 x 107° then
a,=a"" and stop.
end
end

Algorithm 2: Federated Mixed-effects Model
Mixed model initialization;
Central server:
Broadcast initial fixed-effect coefficient a,, initial mixed-effects
parameter 7,, and public key pk;
for t € [0, 1, 2, ..., T] do
for j € [1, 2, ..., J] do

Federated trainer j:

-1

37
vz (5, and the HE public key pk from the Central server;

2. Update the local information Ej,QJ,Yj,‘I’j, then compute the local

1. Receive the up-to-date global model parameters a®, (9, X

bias estimator l;j and encrypt it with pk;

3. Aggregate enc(&;), enc(Q;), enc(bj) and pass the information (Fig
7)
end
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Central server:
1. Receive the encrypted HE information enc(&), enc(Q), enc(é)(Fig
) ;
2. Decrypt and reveal the aggregated information E:LJEj, §:;ﬂs;,
z:;déjwith private key;
3. Update and broadcast the model parameter & and 5;
4. if A(@) & A(b) <1x10°° then
a=a?, b=>b"Y and stop.
end
end
Algorithm 3: Federated Score Test
Projection matrix P initialization;
Central server:
Split P and send the corresponding part P; to client j.
When using HE: Broadcast the public key pk;

When using OTP-like encryption, initialize the seed generator for gen-

N(‘s erver)

erating encryption keys for OTP-like encryption, i.e., N;

matrices;

for j € [1, 2, ..., J] do
Federated trainer j:
1. Receive the local model residual (P¥Y), from the central server;
2. Encrypt-aggregate the score test statistics T::EZiﬂ(Gj(P?)UQ;
3. Encrypt-aggregate-decrypt partition G;PV

5 and share (GTP)(j) matrix

to sites.;
4. Encrypt-aggregate-decrypt to calculate Zj(GTP)U)Gj = GTPG, the

score variance for the current chunk of k variants.

end

Central server:

1. Receive the encrypted information enc(T) (Fig 7);

2. Decrypt and reveal the aggregated information T with private key;

3. Broadcast the score test statistic T among federated trainers.

5 Genotype and phenotype simulations

The simulated datasets in the experiments are generated using the 1000 Genomes Project’s
phase 3 data. For the simulated datasets referred to as homogeneous and heterogeneous popu-
lations, we simulated 400 pedigrees of 16 members (8 founders and 8 descendants) comprising
6400 individuals [49]. Simulation of each descendant is performed by assigning the alleles on
each haplotypes for each variant using the parent’s variants. We randomly selected 6000 indi-
viduals to be split among the 3 sites.

Homogeneous cohort is simulated by selecting the 8 founders in each family from the
Great Britain population in the 1000 Genomes Project data. In order to have enough founder
subjects, the founder GBR population was resampled to generate 3200 founder individuals in
400 pedigrees (8 founder in each population).

Heterogeneous cohort is simulated by selecting the 8 founders in each family randomly
from one of Great British (European), Mexican in Los Angeles (American), or Yoruban from
Ibadan Nigeria (African) populations. Each population was similarly resampled to be used as
distinct founder subjects for the 800 families.

For simulated the phenotypes, we first randomly selected 20 causal variants to be used for
simulating the genetic component of phenotypes. Each variant’s affect is selected to account
for approximately half of the phenotypic variance. Gender effects are modeled with fixed 0.01
and environmental noise standard deviation is set to 0.5. Each phenotype was simulated using
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logit link function as:
Y, slogit(G;;,+X,-0.01 +¢,)
¢, ~N(0,0.5)

i

Supporting information
S1 Text. The supplementary text.
(PDF)

S1 Fig. QQ-plot for the 6500 variants identified using the dataset with kinship heterogene-
ity between case and control cohort. (a) QQ-plot for plink2. (b) QQ-plot for GMMAT with
no kinship information (trivial diagonal only kinship matrix). (c) QQ-plot for GMMAT with
kinship matrix inferred using SIGFRIED.

(PDF)

S2 Fig. Illustration of the secure data aggregation protocol used in FedGMMAT. Each site
adds partitioned noise matrix to their respective partition. The encrypted matrices are pooled
using round-robin schedule and sent the Central Server. Central Server decrypts the data
matrix and sends respective partitions to each site. Sites locally remove the partitioned noise
matrix from their partition and use the data.

(PDF)

S3 Fig. Illustration of the OTP-like encryption for secure data aggregation protocol used
in FedGMMAT. The encryption in each site comprises adding a dense noise matrix that is
generated using a secret seed that is shared with the central server. Note that each site adds par-
titioned noise matrix to their respective partition in addition to the server noise matrices. The
pooled noise matrices are removed by the server from the aggregated data matrix.

(PDF)

S4 Fig. The steps of null-model fitting stage.
(PDF)

S5 Fig. The steps of scoring stage.
(PDF)
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