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Abstract

Attributing outputs from Large Language Models (LLMs) in adversarial settings—

such as cyberattacks and disinformation campaigns—presents significant chal-

lenges that are likely to grow in importance. We approach this attribution problem

from both a theoretical and empirical perspective, drawing on formal language the-

ory (identification in the limit) and data-driven analysis of the expanding LLM ecosys-

tem. By modeling an LLM’s set of possible outputs as a formal language, we analyze

whether finite samples of text can uniquely pinpoint the originating model. Our results

show that under mild assumptions of overlapping capabilities among models, cer-

tain classes of LLMs are fundamentally non-identifiable from their outputs alone. We

delineate four regimes of theoretical identifiability: (1) an infinite class of deterministic

(discrete) LLM languages is not identifiable (Gold’s classical result from 1967); (2) an

infinite class of probabilistic LLMs is also not identifiable (by extension of the deter-

ministic case); (3) a finite class of deterministic LLMs is identifiable (consistent with

Angluin’s tell-tale criterion); and (4) even a finite class of probabilistic LLMs can be

non-identifiable (we provide a new counterexample establishing this negative result).

Complementing these theoretical insights, we quantify the explosion in the number of

plausible model origins (hypothesis space) for a given output in recent years. Even

under conservative assumptions (each open-source model fine-tuned on at most one

new dataset), the count of distinct candidate models doubles approximately every

0.5 years, and allowing multi-dataset fine-tuning combinations yields doubling times

as short as 0.28 years. This combinatorial growth, alongside the extraordinary com-

putational cost of brute-force likelihood attribution across all models and potential

users renders exhaustive attribution infeasible in practice. Our findings highlight an

urgent need for new strategies and proactive governance to mitigate risks posed by

un-attributable, adversarial use of LLMs as their influence continues to expand.
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Author summary

When AI-generated attacks—from disinformation to cyberattacks—occur, can we
reliably trace them back to their originating language model? This paper estab-
lishes theoretical limits, showing that in realistic settings, attributing outputs to
specific large-language models is provably impossible, even with unlimited data.
Empirically, we quantify the explosive growth in the number of plausible model
origins, demonstrating how quickly attribution becomes infeasible in practice.
These combined results have stark implications for cybersecurity, misinformation
mitigation, and AI governance.

1 Introduction

The challenge of attributing outputs from LLMs in the context of adversarial attacks or
disinformation campaigns is emerging as a concern for both cybersecurity and infor-
mation integrity [1–5]. In such settings, attribution refers to identifying the specific
model responsible for generating harmful or misleading content. This step is essen-
tial not only for conducting investigations and determining whether the implicated
model should be restricted or decommissioned, but also for mitigating future risks
and ensuring accountability in the deployment of LLM-based agents [6–8]. Unfortu-
nately, reliably linking a piece of content to a particular LLM has proven extremely
challenging in practice.

The demand for robust attribution is underscored by new AI-governance initiatives.
The EU AI Act and U.S. Executive Order 14110 both mandate model-level trans-
parency and risk-mitigation tools, such as watermarking and incident reporting, that
implicitly assume one can identify which model produced a given output [25,26]. Our
work asks whether that assumption is even feasible in principle. Ultimately, account-
ability lies with human actors, but pinpointing the source model is a crucial interme-
diate step—it enables enforcement of regulations and can lead investigators to the
responsible parties through the chain-of-custody of AI tools.

Interestingly, the attribution task can be framed in terms of formal language theory,
specifically the problem of language identification in the limit. This theoretical frame-
work, introduced by Gold [9] and extended by Angluin [10], has been widely studied
in theoretical computer science and cognitive science [11]. In our context, we can
represent the set of all possible outputs of a given LLM as a formal language (a set
of strings over some finite alphabet). Attribution then asks whether a finite sample of
observed outputs can uniquely determine which language (and hence which LLM)
produced them [12–15].

Framing LLM outputs as formal languages provides a structured way to explore
the feasibility of attribution. Given an observed set of outputs S (e.g., a collection of
generated texts), we are essentially asking if there exists a unique LLM M in some
model classℳ whose language L(M) includes S. If two different models Mi and Mj

can both generate all strings in S (i.e. S ⊆ L(Mi) ∩ L(Mj)), then S alone cannot dis-
tinguish between Mi and Mj. In practice, fine-tuned models often exhibit substantial
overlap in their output spaces, especially if they share training data or base
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architectures. This overlap means that, under mild assumptions, multiple models may produce the same set of outputs,
foreshadowing fundamental limits on attribution certainty.

We adopt Gold’s identification-in-the-limit with adversarial presentation as a worst-case lens, standard in security and
learning theory. If attribution fails even with unlimited, adversary-controlled evidence, it will a fortiori fail in practical, data-
scarce settings. This framing pins down information-theoretic limits before considering engineering heuristics, yielding
impossibility results that remain valid when scaled down to real-world constraints. As in cryptography and cybersecurity,
analyzing the worst case establishes fundamental boundaries on what attribution can achieve under the most challenging
conditions.

In the remainder of this paper, we investigate the theoretical limits of LLM identification under four regimes and then
examine empirical trends that exacerbate the attribution problem. Below we summarize these regimes and our main
findings for each.

• Infinite discrete model class: Negative. If the space of possible LLMs (or languages) is infinite and models produce
outputs in a deterministic (discrete) manner, then identification in the limit is not possible. This was proved in Gold’s
classic result and formalized by Angluin’s criteria: intuitively, any infinite class of languages that is sufficiently complex
(e.g., containing an infinite language with arbitrarily many finite variants) is not identifiable from positive data.

• Infinite probabilistic model class: Negative. Allowing models to be probabilistic (assigning probabilities to strings)
does not improve identifiability when the class is infinite. In fact, the deterministic case is a special case of the proba-
bilistic case (a formal language can be viewed as a probabilistic language with 0/1 probabilities), so an infinite collection
of probabilistic LLMs remains non-identifiable in the limit.

• Finite discrete model class: Positive. If the number of candidate LLMs is finite and their outputs are deterministic lan-
guages, then identification in the limit becomes possible. In this scenario, because there are only finitely many possible
languages, one can eventually find a finite subset of outputs (a tell-tale set in Angluin’s terminology) for each language.
Thus, with enough data, a learning algorithm can converge to the correct model.

• Finite probabilistic model class: Negative. Somewhat counter-intuitively, even a finite set of probabilistic LLMs can
defy identification. We give the first explicit counterexample—thereby resolving a question left open since Gold’s 1967
work—showing that if two probabilistic languages share identical support but differ in their probability distributions, no
amount of data (under the standard identification-in-the-limit setting) can reliably distinguish them.

Following our theoretical analysis, we present a data-driven study of the current LLM landscape. The number of pub-
licly known LLMs and fine-tuned variants has exploded in recent years [24], which greatly enlarges the hypothesis space
for attribution. We introduce a combinatorial lower bound N(t) on the number of distinguishable model origins at time t and
find that N(t) has been growing exponentially, with a troublingly short doubling time (well under one year in recent data).
We break down this growth by model modality and by developer region, revealing that multimodal models and contribu-
tions from Asia are among the fastest-growing segments. This rapid proliferation means that any brute-force or exhaustive
attribution strategy (e.g. comparing an output against every possible model) will become increasingly infeasible.

We also examine the computational hurdles to attribution. Even under optimistic assumptions, performing likelihood-
based attribution across all models for a single piece of content could require an astronomical number of operations,
pushing the limits of modern supercomputers. We illustrate this with a scenario using the current cumulative parameter
count of known models and show that attributing a moderately long text (100k tokens) against all models would take on
the order of minutes on the world’s fastest supercomputer. Scaling such analysis to nation-wide LLM usage (on the order
of 1015 tokens/year for the USA) would require infrastructure and time on the order of many days of high-performance
computing for just a single attribution query, as summarized in our estimates. Moreover, real-world factors like network
propagation of content can further obscure attribution, as malicious actors can route outputs through layers of social
networks to mask their origin [18,19]. Paradoxically, recent theoretical work has shown that language generation in the
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limit is achievable without identification [23], meaning an agent can eventually mimic a target language’s outputs without
actually knowing which language it is—pointing to a potential arms race where attackers and defenders can reproduce
content indefinitely without exposing the true source [23].

In summary, our contributions are: (i) a rigorous theoretical exposition of why LLM attribution is impossible in three of
four fundamental regimes (with a positive result only in the trivial finite-deterministic case), including a new theorem for
the probabilistic finite case; (ii) a quantitative analysis of the LLM model landscape growth, demonstrating an unsustain-
able explosion in the attribution search space; and (iii) a discussion of practical challenges and implications, highlighting
the need for new methodologies (e.g. model fingerprinting, heuristic narrowing of candidates, regulation) to address the
forensic blind spot created by increasingly ubiquitous LLMs.

Although practitioners have long suspected attribution is hard, there were no formal guarantees quantifying how
hard—or under which conditions it is impossible. Our results close this gap by establishing the first rigorous limits on LLM
attribution.

2 Infinite classes of discrete LLMs: Impossibility of identification

We first consider the classical scenario of Gold [9]: an infinitely large stream of outputs from an LLM is observed (so every
string the model can produce will eventually appear in the sample), and the class of potential models is infinite. In this
section, we assume each model M produces a discrete language L(M)—a set of strings (the model’s outputs) with no
probabilistic information attached. Identification in this setting means that a learning algorithm, given enough data, will
eventually infer the correct language L(M) (and thus the correct model).

Gold formalized identification in the limit from positive examples as follows:

Definition 1 (Gold’s Identification in the Limit [9]). A class of languages ℒ is said to be identifiable in the limit if there
exists a learning algorithm 𝒜 such that, for any target language L∗ ∈ ℒ, given an infinite sequence of examples ⟨s1, s2, … ⟩
with each si ∈ L∗ and each string in L* appearing at least once in the sequence, the algorithm 𝒜 produces a sequence of
hypotheses ⟨H1,H2, … ⟩ (where each Hn is a language in ℒ) that satisfies:

(1) For all but finitely many n, Hn = L∗.
(2) Each hypothesis Hn is consistent with the data observed up to time n, i.e. {s1, s2, … , sn} ⊆ Hn.

In simpler terms, identifiability in the limit means that as the algorithm sees more and more outputs (eventually seeing
every output that the target model can produce), it converges to correctly guessing the target language and does not later
change its mind. Gold showed that certain classes of languages are not identifiable in the limit from positive data. In par-
ticular, any class of languages that is sufficiently rich—for example, containing all finite languages and at least one infinite
language—cannot be learned with this criterion.

Formally framing the attribution task in Gold’s identification-in-the-limit paradigm (as we do here) provides a unified lens
to analyze attribution, connecting earlier empirical approaches (e.g. watermarking, stylometry) to a common theoretical
foundation.

Angluin later provided a characterization of identifiable classes with her concept of tell-tale sets [10]. We recall
Angluin’s theorem here, as it will be useful for framing our results:

Theorem 2 (Angluin’s Theorem [10]). An indexed family of recursive languages {Li}i∈ℕ is identifiable in the limit from
positive data if and only if there exists a recursively enumerable set of finite subsets {Ti}i∈ℕ (with Ti ⊆ Li for each i) such
that for all i ≠ j, Ti ⊈ Lj. In other words:

PLOS Complex Systems https://doi.org/10.1371/journal.pcsy.0000085 February 23, 2026 4/ 21

https://doi.org/10.1371/journal.pcsy.0000085


i
i

“pcsy.0000085” — 2026/2/23 — 20:21 — page 5 — #5 i
i

i
i

i
i

(i) For each i, Ti is a finite subset of Li.
(ii) For each pair i ≠ j, if Ti ⊆ Lj then Lj is not a proper subset of Li.

The sets Ti are sometimes called tell-tale sets for the language Li.

Intuitively, Angluin’s theorem says that a class of languages is learnable from positive data if and only if each language
Li in the class has some finite “evidence”, the tell-tale subset Ti. The point is that once the strings of Ti have appeared
among the sample strings, we need not fear “overgeneralization” in guessing Li. This is because the true answer, even
if it is not Li, cannot be a proper subset of Li, and so if the true answer is not Li we will eventually see a conflict between
the data and Li, which will force us to change our guess. On the other hand, if no finite tell-tale sets exist then the class
cannot be learned.

Using this criterion, we can formalize Gold’s negative result as a corollary. Specifically, if a class of languages contains
an infinite language that has infinitely many finite subsets extendable to different languages in the class, then no finite
tell-tale set can exist for that infinite language. This leads to non-identifiability:

Corollary 3 (Non-Identifiability Due to Infinite Languages). Let ℒ be a collection of languages such that:

(i) ℒ contains at least one infinite language L∞.
(ii) For every finite subset S ⊂ L∞, there exists some language L′ ∈ ℒ with S ⊆ L′ ⊂ L∞ (a proper subset).

Then ℒ is not identifiable in the limit from positive data.

Proof : Suppose, for sake of contradiction, that ℒ is identifiable in the limit. By Theorem 2, there must exist a finite tell-
tale set TL∞ ⊂ L∞ that distinguishes L∞ from all its proper subsets in ℒ. However, condition (ii) guarantees that for every
finite subset TL∞ of L∞, we can find another language L′ ∈ ℒ such that TL∞ ⊆ L′ ⊂ L∞. This means no finite subset of L∞
can serve as a unique identifier, contradicting the requirement for identification. Therefore, ℒ is not identifiable in the
limit. □

Corollary 3 is essentially a formal restatement of Gold’s observation: if an infinite language can be approximated
arbitrarily well by other languages in the class (by matching it on every finite sample but eventually diverging), a learner
can never be sure which language is the true target.

We can construct a very simple example of such a class ℒ to illustrate the concept. Consider an alphabet Σ = {x} (a sin-
gle symbol). For each k ∈ ℕ, define Lk = {xn ∶ 0 < n ≤ k} as the set of all strings of length at most k (over Σ). Let L∞ = Σ∗ be
the set of all finite strings over Σ. Now take ℒ = {Lk ∶ k ∈ ℕ} ∪ {L∞}. In this family, L∞ is infinite, and for any finite sample of
strings S ⊂ L∞, if m is the length of the longest string in S, then S ⊆ Lm ⊂ L∞ with Lm ∈ ℒ. Thus L∞ has no finite tell-tale set
(any finite set of examples from L∞ could have come from some Lk with k large enough). By Corollary 3, ℒ is not identifi-
able. Indeed, a learner seeing strings of increasing length can never be sure whether eventually some maximal length will
appear (indicating a finite language Lk) or the strings will continue indefinitely (indicating L∞).

Translating back to LLMs, we may fine-tune a base model on any finite set S of strings and obtain a model MS whose
language is exactly S. (For simplicity we state the argument with L(MS) = S; relaxing to the weaker—but still sufficient—
condition L(MS) ⊇ S leaves the combinatorial lower bound unchanged.) This corresponds to an open-ended model class
in which one model (e.g. a large base checkpoint) can generate an unbounded set of outputs, yet for every finite collec-
tion of outputs an attacker might observe there exists another model (a suitably fine-tuned or restricted version) that pro-
duces precisely those outputs and no others. Under such conditions no attribution algorithm can reliably distinguish the
unbounded model from the myriad fine-tuned variants. In an ecosystem where models are continually specialized, this
“infinite ladder” of ever-narrower languages is not merely theoretical but an expected consequence of routine fine-tuning.

Thus, we conclude that when considering an infinite class of possible LLMs (with languages that can nest in this way),
identification in the limit is provably impossible. This negative result sets a theoretical upper bound on what we can hope
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to achieve with attribution: even under idealized conditions (infinite data, no noise, etc.), there are fundamental ambigui-
ties that cannot be resolved.

3 Infinite classes of probabilistic LLMs

In practice, LLMs are probabilistic by nature—they produce distributions over outputs. One might wonder if incorporating
probability information could help distinguish models where pure language membership cannot. In an identification-in-the-
limit setting, however, we typically assume the learner has access only to which outputs appear, not the true underlying
probabilities. (We will later discuss alternative learning criteria where samples are drawn according to the model’s prob-
abilities rather than adversarially.) Under the standard definition, if the class of models is infinite, introducing probabilities
does not overcome the fundamental obstacle identified above.

To formalize this, we first define what we mean by a probabilistic language and identification in that context:

Definition 4. A probabilistic formal language Lp over alphabet Σ is a probability distribution P on Σ∗ (the set of all finite
strings over Σ) such that P(s) > 0 if and only if s is in the support of Lp (denoted supp(Lp)). We say a string s is accepted
by Lp if P(s) > 0. The support supp(Lp) is then a (deterministic) formal language consisting of all strings the probabilistic
language can produce with non-zero probability.

Observation 1. Any ordinary (deterministic) formal language L can be viewed as a probabilistic formal language that
assigns probability 1 to each string in L (normalized uniformly or in any arbitrary way) and probability 0 to strings outside
L. In other words, deterministic languages are a special case of probabilistic languages (with probabilities restricted to
0 or 1).

Given this observation, we see that the class of probabilistic languages strictly generalizes the class of deterministic
languages: every discrete language corresponds to many possible probabilistic languages that have that language as
their support. Therefore, if an infinite class of deterministic languages is not identifiable, then an infinite class of proba-
bilistic languages that includes those (as 0-1 special cases) will also not be identifiable. Any learning algorithm for the
probabilistic case would in particular solve the deterministic case, which we know is impossible in the scenario above.

We can extend the definition of identification in the limit to probabilistic languages. One natural way is to require the
learner to output not just a single hypothesis language at each step but a probability distribution over candidate lan-
guages, reflecting uncertainty, and to converge in probability to the correct language. A rigorous definition (adapted from
Definition 1) is as follows:

Definition 5 (Identification in the Limit for Probabilistic Languages). A class of probabilistic languages ℒp is identifiable
in the limit (from positive data) if there exists a learning algorithm 𝒜 such that for any target probabilistic language L∗p ∈ ℒp

with support L∗ = supp(L∗p), given an infinite sequence of example strings ⟨s1, s2, … ⟩ where each si ∈ L∗ and each string
in L* appears at least once, the algorithm produces a sequence of probability distributions over ℒp, ⟨P1,P2, … ⟩, with the
property that:

(1) For all but finitely many n, the most likely hypothesis under Pn is the true language L∗p. (Formally, argmaxLp∈ℒp
Pn(Lp) =

L∗p for all sufficiently large n.)
(2) At all times n, the support of Pn (the set of hypotheses given non-zero probability) consists only of languages that

are consistent with the data observed so far. That is, if Pn(Lp) > 0 then {s1, … , sn} ⊆ supp(Lp).

This definition ensures that eventually the learner assigns highest confidence to the correct probabilistic language,
while always ruling out any languages that have already been contradicted by the observations. If such an identification is
possible, we would say the class is identifiable in this probabilistic sense.

PLOS Complex Systems https://doi.org/10.1371/journal.pcsy.0000085 February 23, 2026 6/ 21

https://doi.org/10.1371/journal.pcsy.0000085


i
i

“pcsy.0000085” — 2026/2/23 — 20:21 — page 7 — #7 i
i

i
i

i
i

However, using the observation above, if we have an infinite class of probabilistic languages ℒp that includes an infinite
deterministic sub-class of the kind described in Sect 2, then ℒp cannot be identifiable. In particular, consider any scenario
with an infinite sequence of possible models such that one model’s support language contains another’s, which contains
another’s, and so on (like L∞ ⊃ Lk ⊃ Lk−1 ⊃⋯). If the learner sees all strings from the smallest language in that chain, it
has also seen strings from all larger ones; without probability information in the sample selection, it cannot tell whether it’s
receiving data from the smallest language or a larger one, since all observed strings are consistent with either being the
case. The probabilistic aspects of the target model do not manifest in the set of observed strings—only in how frequently
they might appear, which in the adversarial presentation model is not specified. The identification in the limit framework
(as defined) is adversarial in that the sequence of examples can be arranged in any order as long as every string eventu-
ally appears; in particular, it does not assume the examples are drawn from the model’s own distribution.

In conclusion, any impossibility that holds for infinite deterministic classes carries over to infinite probabilistic classes.
The safe assumption is:

If the class of candidate LLMs is unbounded (infinitely many possible models/languages), then no general attribution
algorithm can identify the source model with certainty, even if models are probabilistic.

This result reinforces the pessimistic outlook for attribution in a scenario with open-ended model classes. It suggests that
to have any hope for theoretical identifiability, one must drastically restrict the hypothesis space—for instance, by assum-
ing only a finite (and manageable) set of candidate models.

4 Finite classes of discrete LLMs: Identifiability

We now turn to the case where the number of candidate models (and hence candidate languages) is finite. This scenario
is much more favorable. If ℒ = {L1,L2, … , LN} is a finite set of languages, the tell-tale sets required for identification by
Angluin’s condition can easily be constructed. The target L∗ = Li is one of the N possibilities, and constructing the tell-tale
set Ti for Li is now easy since there are only a finite number of languages properly contained in Li, and for each such Lj
there must be a string in Li −Lj that we can add to Ti. Thus Ti is a finite subset of Li satisfying the tell-tale set condition of
Angluin.

More formally, we can state:

Proposition 6. Any finite collection of languages ℒ = {L1,L2, … , LN} is identifiable in the limit from positive data (assum-
ing each Li is recursive, so that an algorithm can test membership).

Proof (Sketch): As the collection is finite the tell-tale sets required for identification by Angluin’s condition can be
constructed as follows. Consider a language Li ∈ ℒ and construct the tell-tale set Ti for Li as follows. Consider the finite
number of languages properly contained in Li, and for each such Lj take a string in Li −Lj and add it to Ti. When we are
done Ti is a finite subset of Li satisfying the tell-tale set condition of Angluin’s Theorem 2. □

In summary, when the universe of possible LLMs is finite, the attribution problem is solvable in theory. After seeing
enough outputs, the attacker (or attribution algorithm) can, in effect, find a signature of the source model’s language. This
result assumes we know the exact set of possible models in advance and that they have distinct output capabilities. In
practical terms, this might correspond to a scenario where a small number of specific models are suspect (for example,
a fixed set of known bots or generators that might have produced a given text). In such cases, especially if the models
are sufficiently different, targeted attribution can succeed by cross-checking the observed outputs against each model’s
known outputs.

It is worth noting, however, that Angluin’s theorem is non-constructive in the sense that it guarantees the existence
of tell-tale sets but doesn’t necessarily provide an easy way to find them. In practice, even if N is modest, discovering
the distinguishing outputs between each pair of models might be difficult without additional information or oracles (like
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black-box query access to models). Nevertheless, from a purely information-theoretic viewpoint, the finite case poses
no fundamental barrier to identification: given unlimited data, one can eventually tease apart any finite number of distinct
languages.

Unfortunately, this optimistic scenario breaks down under even slight randomness in decoding.
Decode regimes and applicability. Decoding determines whether an LLM behaves deterministically or probabilisti-

cally. Greedy decoding (temperature = 0) and beam search with fixed tie-breaking are deterministic given a prompt; thus
our deterministic results apply (e.g., finite candidate sets may be identifiable in the finite-deterministic case). By contrast,
temperature, top-k, and nucleus (top-p) sampling induce stochastic outputs; with hidden prompts and adversarial presen-
tation (see the data-assumptions paragraph above), our probabilistic impossibility result applies (see Theorem on finite
probabilistic classes). Mixed regimes (e.g., low-temperature sampling, randomized beams) fall under the probabilistic
case whenever any output randomness remains.

5 Finite classes of probabilistic LLMs: A counterexample

We now address the most subtle regime: a finite collection of probabilistic LLMs. One might hope that with only a finite
number of models to consider, attribution remains feasible (as in the deterministic case). However, probability distribu-
tions can introduce ambiguity that does not occur with deterministic languages. In particular, different models can share
the same support (i.e., they can all produce the same set of strings, but with different probabilities). If two models M1,M2

have supp(Lp(M1)) = supp(Lp(M2)) (they can produce exactly the same strings, just with different likelihoods), then any
sequence of outputs that is not annotated with likelihood information cannot distinguish them—because whatever string
appears, it could have come from either model. The only way to tell them apart would be to notice differences in the rel-
ative frequency or probability of outputs, but in the identification-in-the-limit framework the presentation of examples is
controlled adversarially (we only assume every possible string eventually appears, not that we see them according to the
model’s true distribution).

LLM as conditional model. An LLM M defines a conditional distribution PM(y ∣ x) over completions y ∈ Σ∗ given
prompts x ∈ Σ∗. For fixed x, PM(⋅ ∣ x) is a distribution on Σ∗.

Support sets. suppx(M) = { y ∈ Σ∗ ∶ PM(y ∣ x) > 0 }. For brevity, write supp(M) =⋃x∈Σ∗ suppx(M), which coincides with
supp(Lp(M)) in the notation above.

Adversarial setting (unknown prompts). The adversary reveals only y, not the prompt x that generated it, and may
choose x to maximize ambiguity (e.g., single-shot attacks, lost context). This mirrors forensic reality in disinformation and
cyberattacks, where prompts are typically unobserved and only released text is available for attribution.

We observe an infinite sequence of outputs y1, y2, … with no access to the prompts that produced them. The presenta-
tion is adversarial: the sequence (yi) is neither i.i.d. nor sampled according to PM. The only guarantee is consistency with
M: for each i there exists some (unknown) xi such that PM(yi ∣ xi) > 0 (equivalently, yi ∈ suppxi(M) for some xi). Evidence is
positive-only; we do not assume access to negatives, frequencies, or prompt–completion pairs. Unlike PAC/statistical set-
tings with i.i.d. draws and convergence in total variation (TV) or Kullback–Leibler (KL) divergence, our results concern this
worst-case presentation model.

Boundary conditions for support overlap. Real LLMs need not share identical support across languages or
domains; when supports differ, sufficient positive evidence will eventually separate models (some observed string will
lie outside a candidate’s support). Our negative results do not rely on identical support except in the finite–probabilistic
counterexample (Theorem 7), where identical support is treated as a worst case capturing high-capacity models coerced
via prompting to “say almost anything” (propensity vs. possibility). Moreover, even under observable i.i.d. sampling, two
models with identical support but small total-variation gap ‖P1 −P2‖TV ≤ 𝛿 require n =Ω(1/𝛿2) samples to distinguish with
constant error—linking attribution to standard hypothesis-testing limits. In single-shot attacks, such frequency information
is absent, so distributional evidence cannot rescue attribution.
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We now present a simple but striking example demonstrating that even two probabilistic languages can foil any identifi-
cation algorithm under Gold’s paradigm:

Theorem 7. Even for a finite number of probabilistic formal languages (as few as two), identification in the limit does
not always hold.

Proof : Consider an alphabet consisting of a single symbol Σ = {x}. We define two probabilistic languages Lp,1 and Lp,2
over Σ as follows. Both Lp,1 and Lp,2 accept every non-empty string over Σ (so their support is the same language L =
{x, x2, x3, … }). However, they differ in the probability distribution assigned to these strings. Let P1 and P2 denote the prob-
ability mass functions for Lp,1 and Lp,2 respectively:

P1(xn) = {
1

2n
− 1

2n+2
, if n is odd,

1

2n
+ 1

2n+1
, if n is even,

and

P2(xn) = {
1

2n
− 1

2n+1
, if n is even,

1

2n
+ 1

2n+2
, if n is odd.

One can verify that each of these defines a proper distribution over n = 1,2,3, … (the probabilities sum to 1 for each,
since the alternating added and subtracted terms cancel out telescopically). Importantly, note that:

• For both Lp,1 and Lp,2, every string xn with n ≥ 1 has non-zero probability. Thus, supp(Lp,1) = supp(Lp,2) = L (the set of all
non-empty strings of x).

• The distributions differ only in the sign of the small adjustments. For instance, for n even, P1(xn) is a bit larger than the
baseline 1/2n, whereas P2(xn) is a bit smaller; for n odd, it’s the opposite.

Now, suppose we have an identification algorithm 𝒜 that sees an infinite presentation of strings that come from one of
these two probabilistic languages (but 𝒜 does not know which one). By the definition of identification in the limit, the pre-
sentation is an adversarial sequence that contains every string in L at least once (since the support is L itself). Crucially,
because 𝒜 must succeed for any sequence that meets this criterion, we can adversarially choose the order in which
strings appear. In particular, we can arrange for 𝒜 to see all possible strings in some order that completely hides any sta-
tistical bias. For example, the adversary could present the strings in lexicographic order (or by increasing length). In such
an arrangement, the data sequence ⟨s1, s2, … ⟩ would be the same whether the underlying source is Lp,1 or Lp,2, since both
can generate all those strings.

Since Lp,1 and Lp,2 have identical supports, any sequence of distinct strings from that support is consistent with either
model having produced it. The identification algorithm 𝒜, by requirement (2) of Definition 5, cannot eliminate either
hypothesis until it encounters some evidence that contradicts one of them. But there will be no such evidence in terms of
observed strings, because any finite set of observed strings S will be a subset of L, and both hypotheses Lp,1 and Lp,2 are
consistent with S.

Therefore, 𝒜 can never be sure whether the source is Lp,1 or Lp,2. We can even say that for any strategy 𝒜 might use to
eventually choose one of the two, we (as an adversary) can define the data sequence in such a way that 𝒜’s final guess
is wrong. For instance, if 𝒜 plans to guess “Model 1” after seeing some sufficiently long prefix of data, we can orchestrate
the data (which, again, does not violate consistency with Model 2) such that 𝒜 is misled. In other words, whichever model
𝒜 converges on, we ensure the actual model was the other one.
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Thus, no identification algorithm can guarantee to output the correct model Lp,1 vs Lp,2 after finitely many steps on all
valid input sequences. This proves that the class {Lp,1,Lp,2} is not identifiable in the limit. □

The above proof shows a pathological but illuminating construction: we made two models that are indistinguishable
by language membership alone yet differ in their probabilistic structure. The adversary exploited the fact that identifica-
tion in the limit does not assume random sampling according to the model distribution; if instead we did assume the sam-
ples were drawn from the model’s distribution, then over time one might detect the slight differences in frequencies (this
would move us into the territory of probabilistic identification or Bayesian inference with enough data). But under Gold’s
paradigm (which is adversarially robust, considering worst-case presentation of data), the difference in distributions is
irrelevant because the adversary can always present data in a way that conceals it. Notably, this is the first example of
identification failure in a finite hypothesis class of probabilistic languages. Previously, impossibility results (e.g. Gold 1967)
required an infinite or uncountable class, or deterministic outputs – our counterexample shows even two stochastic mod-
els can confound any attribution attempt. This closes a long-standing gap in the theory.

Remark 5.1 (𝛿–𝜀 intuition). For any target distinguishability threshold 𝛿 > 0 and any feasible sample budget n, one
can construct two probabilistic models M1,M2 with supp(M1) = supp(M2) and small distributional gap ‖P1 −P2‖TV ≤ 𝜀(𝛿)
such that distinguishing them with constant error under i.i.d. sampling requires n =Ω(1/𝜀(𝛿)2) observations (standard
hypothesis-testing lower bounds). Thus by choosing 𝜀(𝛿) sufficiently small relative to operational n, the required evidence
exceeds practical budgets; in our adversarial presentation model—where frequencies are not observed—this route to
identifiability is unavailable altogether. This remark is heuristic and not needed for the theorem; it clarifies why probabili-
ties may offer little leverage in single-shot or data-scarce settings.

From an LLM attribution standpoint, this example captures a real concern: modern generative models (especially fine-
tuned ones) often have very similar capabilities, differing mostly in the probabilities they assign to various outputs or in
subtleties of style. If two models M1 and M2 have been trained on largely overlapping data, M1 might respond to a prompt
almost the same way as M2, with only slight differences in phrasing probabilities. Any fixed set of outputs that M1 can
produce, M2 might also be able to produce (especially if the prompt is chosen adversarially to maximize confusion). Our
theoretical result shows that in the worst case, if their output supports are identical, an attacker who only sees whether an
output happened or not (not how often among many trials) cannot distinguish them.

It is worth noting that the proof’s construction might seem artificial (the probability mass functions were carefully
designed). But one can imagine more natural scenarios: for example, two language models that have the exact same
range of expression (say, both have memorized the same set of internet texts), but one is fine-tuned to prefer certain
styles more than the other. Without many samples to do statistical analysis, any single piece of text produced by one
model could also have been produced by the other. Identification in the limit says we can have as many samples as we
want in the long run, but since the adversary controls the ordering, they can always choose a diverse set that doesn’t
reveal the biases. In effect, the adversary can simulate the distribution of the other model by interleaving outputs.

The proof above holds even when the two probabilistic languages have identical support (as formal languages). This
situation captures well the situation with LLMs where one can force them to output almost anything. In other words, if the
models are sufficiently expressive (e.g., large GPT-style models can be prompted to talk about almost any topic), then dif-
ferences lie not in what they can say but in what they tend to say (sometimes refered as the propensity of an LLM). If one
model can be coerced (through prompt or context) to imitate the style of another, then purely from the fact that a certain
output was observed, we gain no information about which model was behind it.

In summary, we have established that:

• If we have infinitely many possible models, attribution is theoretically impossible (Sects 2 and 3).
• If we have finitely many models and treat them as producing deterministic languages, attribution is possible in principle
(Sect 4).
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• If we have finitely many models but they produce outputs probabilistically and have overlapping capabilities, attribution
can again become impossible (this section).

Our impossibility is presentation-model–driven: it survives even if arbitrary amounts of data are available but under
adversarial ordering. Under stochastic sampling (e.g., PAC-style), probabilities can add identifying signal; however, (i)
single-shot settings do not expose frequencies, and (ii) when ‖P1 −P2‖TV ≤ 𝛿, distinguishing with constant error typically
requires n =Ω(1/𝛿2) samples. Operationally, the negative picture largely persists for adversarial misuse.

This paints a rather bleak theoretical picture: the only regime that avoids impossibility is the one with a finite, discrete
set of hypotheses. In practice, the space of potential models (especially fine-tuned variants) is enormous and effectively
unbounded, and models are stochastic. Therefore, the negative results seem most relevant to real-world conditions. Next,
we turn to empirical evidence to quantify just how large the hypothesis space has grown, and we analyze the computa-
tional limits of brute-force attribution approaches.

6 The rapid expansion of the LLM hypothesis space

Thus far, our theoretical analysis suggests that unless the set of candidate models is very limited, one cannot reliably
attribute a given output to its true source in the worst case. In practice, the ecosystem of LLMs is anything but limited: it
is rapidly growing, with new models and fine-tuned versions emerging constantly. In this section, we present a data-driven
analysis that illustrates the scale of the problem.

We assembled data from Stanford University’s Ecosystem Graphs project [24], which documents released AI models
and datasets over time. The dataset we use includes information on 359 language models (as of January 2025) and 112
datasets, among other assets. For our purposes, we focus on:

• The number of distinct base models (checkpoints) released, including whether they are open-source or closed-source.
• The number of distinct datasets released over time.

Using these, we can estimate how many potential fine-tuned variants could exist by combining open models with available
datasets.

Specifically, let:

C(t) = #{closed or restricted models released up to time t},

O(t) = #{open-source model checkpoints released up to time t},

D(t) = #{datasets released up to time t}.

Here, C(t) and O(t) partition the total number of models by accessibility (closed vs open), and D(t) measures the cumu-
lative count of distinct datasets.

A conservative scenario for the growth of distinct fine-tuned models is to assume each open-source model can be fine-
tuned on at most one dataset. In that case, by time t the total number of (base model or fine-tuned) model variants is at
least:

Nsingle(t) = C(t) + O(t) [1 + D(t)],
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where O(t) models can each give rise to at most one fine-tuned variant on each of the D(t) datasets, hence O(t)D(t) pos-
sible fine-tunes, plus the base models themselves (O(t)) and the closed models C(t) which might not be fine-tuned openly.
We add 1 in the bracket to count the base open models themselves (fine-tuned on “no new data”).

We can also consider more aggressive combinations. If each open model could be fine-tuned on up to two datasets
(combined), the number of possible distinct outputs grows combinatorially:

Nk≤2(t) = C(t) + O(t) [1 + D(t) + (D(t)
2
)],

where (D(t)
2
) is the number of ways to pick two distinct datasets to jointly fine-tune. Similarly, allowing up to three datasets

per fine-tune:

Nk≤3(t) = C(t) + O(t) [1 + D(t) + (D(t)
2
) + (D(t)

3
)].

These formulas provide lower bounds on the number of conceptually distinct model variants one could have by mixing
available ingredients (models and datasets). Not every combination is actually realized or made public, of course, but they
represent the search space size that an attribution mechanism might have to contend with if an adversary could fine-tune
or modify models arbitrarily using existing data.

Using our collected data, we computed these metrics from 2018 through the beginning of 2025. The results are striking:

6.1 Global growth in candidate models

Fig 1 shows the exponential growth of Nsingle(t), the conservative count of model variants under a single-dataset fine-tune
assumption. Even so, the hypothesis space swells from on the order of 101 plausible variants in 2019 to 104 by 2023, and
surpasses 3×104 by 2025. A least-squares exponential fit (R2 ≈ 0.97) yields a growth rate b = 1.39 yr−1, corresponding
to a doubling time 𝜏 = ln 2/b ≈ 0.50 yr (roughly six months). In other words, the effective hypothesis space for attribution
doubles twice per calendar year, far outpacing the pace of any brute-force inspection.

Fig 1. Growth of the combinatorial lower bound Nsingle(t) (single-dataset fine-tunes per open model) from 2019 to 2025 on a logarithmic scale.
The dashed line shows a least-squares exponential fit with estimated growth rate b= 1.39 yr−1, corresponding to a doubling time of 𝜏 = 0.50 yr.

https://doi.org/10.1371/journal.pcsy.0000085.g001
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6.2 Fine-tuning on multiple datasets

Fig 2 depicts the explosive growth of our combinatorial lower bound N(t) when open-weight checkpoints are allowed to be
fine-tuned on up to two or three datasets. In the k ≤ 2 scenario, Nk≤2(t) reaches on the order of 106 variants by 2025, while
for k ≤ 3, Nk≤3(t) approaches 107. Exponential fits on lnN (both with R2 ≈ 0.97) give growth rates

bk≤2 ≈ 1.95 yr−1, bk≤3 ≈ 2.51 yr−1,

which correspond to doubling times 𝜏k≤2 = ln 2/bk≤2 ≈ 0.36 yr and 𝜏k≤3 = ln 2/bk≤3 ≈ 0.28 yr. Thus, even a minimal two-
dataset allowance doubles the hypothesis space in under four months, and three-way mixes halve that interval to just over
three months. Any brute-force attribution approach would soon be outstripped by this relentless combinatorial explosion.

In practical terms, even if only a small fraction of these combinations actually exist as deployed models, an attacker
could potentially fine-tune a new model on a novel mix of data to evade known detectors. The defender, lacking knowl-
edge of that specific fine-tune, would have to consider it as a possibility among an astronomically large set.

6.3 Trends by modality and region

To pinpoint which segments drive the hypothesis-space explosion, we classified each checkpoint by its primary modality
(text, vision, multimodal, audio, other, unknown) and by the developer’s geographic region (North America, Europe, Asia,
Other). We then recomputed the conservative lower bound Nsingle(t) for each slice.

Fig 3 demonstrates that while text models still dominate in absolute count, the modal segment growing fastest (by
slope) is multimodal, followed by vision and audio. This trend warns that non-text attribution (e.g. image and video) will
soon face the same combinatorial explosion as language models.

Fig 4 shows a clear shift from a North-America–centric model ecosystem toward a more balanced, global landscape.
Asian organizations, particularly open-source contributors, now match or exceed North American counts by late 2024.
Europe and Other regions add further breadth. Attribution frameworks must therefore be prepared for suspect generators
worldwide, not just from the major U.S. players.

These previously undocumented trends spotlight emerging areas (e.g. non-text modalities, non-Western model
providers) where attribution efforts will face growing complexity.

Fig 2. Projected growth of the conservative lower bound N(t) when permitting fine-tuning on combinations of up to k = 2 (squares) or k = 3
(triangles) datasets per checkpoint, from 2019 to 2025 on a logarithmic scale. Under these assumptions, Nk≤2 reaches ∼ 106 variants by 2025
(doubling time 𝜏 ≈ 0.36 yr), and Nk≤3 approaches ∼ 107 (doubling time 𝜏 ≈ 0.28 yr).

https://doi.org/10.1371/journal.pcsy.0000085.g002
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Fig 3. Growth of Nsingle(t) by model modality, 2019–2025, on a log scale. Text-only variants remain the largest class, but multimodal models exhibit
the steepest relative growth, signaling imminent attribution challenges in image+text domains.

https://doi.org/10.1371/journal.pcsy.0000085.g003

Fig 4. Growth of Nsingle(t) by developer region, 2019–2025, on a log scale. North America led early releases, but Asia’s rapid uptake of open-weight
models has narrowed the gap by 2024. Europe and Other regions also show steady contributions.

https://doi.org/10.1371/journal.pcsy.0000085.g004

6.4 Exponential growth summary

To summarize the quantitative growth, Table 1 reports the exponential fit parameters for the overall N(t) under differ-
ent fine-tuning assumptions from 2019 to 2025. All scenarios show R2 ≈ 0.97, indicating an almost perfect exponential
trend.

These figures underscore an unsustainable trajectory: even in the most conservative single-dataset scenario, the
hypothesis space doubles in under six months. With two-dataset mixes, it doubles in just over four months, and with

Table 1. Estimated exponential growth parameters for the hypothesis space N(t) from 2019 to 2025 under different fine-tuning assumptions.
b is the exponential growth rate per year, and 𝜏 = ln 2/b is the doubling time.
Metric b (yr–1) R2 Doubling time 𝝉 (yr)
Nsingle (1 dataset) 1.39 0.97 0.50
Nk≤2 (up to 2 datasets) 1.95 0.97 0.36
Nk≤3 (up to 3 datasets) 2.51 0.97 0.28

https://doi.org/10.1371/journal.pcsy.0000085.t001
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three-dataset mixes in under three and a half months. Any forensic catalog or fingerprinting system will struggle to keep
pace with such rapid doubling.

7 Computational feasibility of exhaustive attribution

To fully understand the challenge of attributing generated content to its original model, we must consider not just the
combinatorial explosion of plausible model variants, but also the raw computational cost involved. A straightforward,
brute-force approach to attribution—evaluating the likelihood of a given output against each known model—quickly
becomes untenable as the number and size of models increase.

As a concrete baseline, we extracted parameter counts for all models available in our comprehensive ecosystem
dataset through 2025. Early on, the cumulative size of all known models was modest: approximately 1.3 × 1010 (13 billion)
parameters in 2019. Yet by 2025, this figure surged dramatically to roughly 2.2 × 1013 (22 trillion) parameters—an increase
of nearly three orders of magnitude in just six years (Fig 5). To estimate this growth, we conservatively imputed missing
parameter sizes with the average of known model sizes, ensuring our estimate remains robust yet conservative.

What would this mean in practical computational terms? Consider the task of attributing a single piece of suspicious
content consisting of 100,000 tokens—a sizable but plausible length for a lengthy piece of misinformation or propaganda.
Under a naive scenario where we calculate a single floating-point operation (FLOP) per parameter per token to compute
likelihoods (which is highly optimistic—real-world inference is several times costlier), we would require 2.2 × 1013 parame-
ters multiplied by 105 tokens, totaling about 2.2 × 1018 FLOPs for this single attribution.

To contextualize this number, the Frontier supercomputer—among the most powerful systems available as of 2025
[16]—achieves peak performance of approximately 1.7×1018 FLOPs per second. Thus, attributing just one suspicious
100k-token output across all known models in 2025 would theoretically take around 2.2 × 1018/1.7 × 1018 ≈ 1.3 seconds
on Frontier under optimal conditions (Fig 6). While this might appear reasonable for isolated incidents, the complexity
scales steeply. Consider a more demanding case in which 10 000 suspicious outputs—each 100 k tokens long—must be
checked every day. With the 2025 model set ( 2.2 × 1013 parameters), that workload requires

104 items × 105 tokens/item × 2.2 × 1013 params = 2.2 × 1022 FLOPs/day.

At Frontier’s peak 1.7 exaFLOP s–1 this equals 2.2×1022/1.7×1018 ≈ 1.3×104 s, or 3.6 h of wall-time—about 15% of the
machine’s entire daily capacity for a single attribution task-set (Fig 7).

Fig 5. Cumulative total of model parameters (log scale) from 2019 to 2025, with discrete year ticks. The curve illustrates a two-order-of-magnitude
jump in just three years, underscoring the steep “parameter cliff”.

https://doi.org/10.1371/journal.pcsy.0000085.g005
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Fig 6. Compute wall for exhaustive attribution: Log10 wall-clock seconds on Frontier required to brute-force the likelihood of a single
sequence against all known models each year (rows: 1 k, 10 k, 100 k tokens).

https://doi.org/10.1371/journal.pcsy.0000085.g006

Fig 7. Compute wall for exhaustive attribution: Wall-clock hours on Frontier needed to sweep 10000 suspect items of 100 k tokens each day
as the model ecosystem grows from 2019 to 2025 (log scale). The workload balloons from minutes to multi-hour jobs, beyond real-time forensic
tolerances.

https://doi.org/10.1371/journal.pcsy.0000085.g007

Scaling to nationwide monitoring renders brute force hopeless. Recent surveys suggest 1.32×108 U.S. adults use
generative-AI daily. At a modest 10 000 tokens each, the country produces

1.32 × 108 × 104 = 1.32 × 1012 tokens/day,

or 4.8 × 1014 tokens per year. Brute-forcing those tokens against the same 22 T-parameter pool would need

4.8 × 1014 × 2.2 × 1013 ≈ 1.1 × 1028 FLOPs.

Even with Frontier,

1.1 × 1028
1.7 × 1018 ≈ 6.5 × 109 s ≈ 200 years

of uninterrupted peak compute would be required to attribute a single year’s U.S. output—clearly infeasible in real time.
Merely streaming that much data (1.9PB at 4B/token) through Frontier’s ∼ 2TBs−1 burst I/O would already consume

about 16min per day (Table 2).
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Table 2. Compute budget for a single, exhaustive annual sweep of all LLM-generated content
in the United States. Even with the Frontier supercomputer, simple I/O takes minutes per day, while
full likelihood evaluation would require centuries.

Metric (U.S., annualised 2025) Estimated Value
Daily Active LLM Users 1.32 × 108
Total Tokens Generated per Year 4.8 × 1014 tokens
— Pure I/O scan —
Data Volume (4 bytes / token) ≈ 1.9 PB
Streaming Time on Frontier (∼2 TB s–1 burst) ∼16 min
— Brute-force likelihood (22 T parameters) —
Total FLOPs (4.8×1014 tokens × 2.2×1013 params) 1.1 × 1028 FLOPs
Processing Time on Frontier (1.7 exaFLOP s–1) ∼6.5 × 109 s ≈ 200 yr

https://doi.org/10.1371/journal.pcsy.0000085.t002

This computational impossibility of exhaustive attribution emphasizes a strategic dilemma: brute-force attribution,
already at the brink of infeasibility today, will soon become outright impossible due to relentless increases in model quan-
tity, diversity, and parameter size. Of course, real attribution might not require scanning everything; one might triage or
focus on certain content. But the point remains that any brute-force approach—even one that assumes access to all
model internals and unlimited computing—faces extreme scalability issues. In practice, things are even harder: many
models are closed or not publicly runnable, content might be encrypted or privacy-protected, and one would have to find
clever shortcuts.

8 Broader challenges and discussion

Beyond the theoretical impossibilities and the combinatorial and computational explosions described above, several other
factors complicate LLM attribution:

Evasion via Social Network Dynamics. In realistic attack scenarios, malicious content generated by LLMs will prop-
agate through social networks and other channels before reaching its victims. Practically, investigators may have only
a single snippet of suspect text to examine, and our impossibility results show that if attribution can fail even with unlim-
ited data in theory, one sample is clearly far from sufficient. Attackers exploit this by limiting the evidence they reveal—
distributing an operation across many small pieces of content or relaying it through social-network chains—so defenders
never obtain a rich dataset to analyze. Attackers can also inject AI-generated disinformation via proxy accounts or com-
promised nodes, making the origin hard to trace. The structure of social networks—often characterized by small-world
properties and heavy-tailed connectivity [18]—allows content to diffuse widely without clear indication of where it started.
Adversaries may deliberately rewire parts of the network or introduce Sybil nodes (fake accounts) to obfuscate informa-
tion flow [20,21]. These strategies echo classical problems in network forensics: tracking the “patient zero” of an epidemic
or the first source of a rumor is notoriously difficult without strong assumptions [19]. In the context of AI, even if perfect
model attribution were possible in principle, content hopping through many users risks attributing the text to the last sharer
rather than the true originator, defeating accountability.

A Generative Arms Race. While attribution of content to models appears hard, the generation of content is getting
easier. Fascinatingly, recent theoretical work by Kleinberg and Mullainathan [23] demonstrates what they call “language
generation in the limit.” In a framework reminiscent of Gold’s, they show that it is possible for an agent to produce novel
strings from a target language indefinitely without actually identifying the language. In plainer terms, one can imagine a
situation where defenders deploy an AI to imitate an attacker’s model: the defender’s AI produces outputs that are valid
under the attack model’s distribution, effectively matching the attacker’s capability, yet the defender’s AI has no idea which
model it is imitating (it just knows how to continue the language). This theoretical result implies an odd stalemate: both
the attacker and defender can spew out similar content, neither being able to conclusively prove which model is behind it.
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In such a scenario, attribution becomes a moot point—everyone can generate in the style of everyone else, and authen-
ticity is lost in a sea of mimicry. This could lead to a game of confusion where any incriminating text could be dismissed
as something an autonomous agent could have produced as well. It underscores how the very nature of generative AI
erodes the link between model and output.

Toward Mitigation Strategies. Given the grim outlook, what can be done? A few avenues, each with limitations, are
often discussed:

• Watermarking and Fingerprinting. If model developers voluntarily (or by regulation) incorporate hidden watermarks
into generated content (e.g., detectable bit patterns in text or slight image perturbations), attribution could be greatly
aided. Research on watermarking for LLMs is ongoing. However, watermarks can potentially be removed or spoofed
by adversaries, especially if the watermark keys or methods become known. Moreover, not all model developers will
comply, especially open-source ones or malicious actors.

• Model Authentication Infrastructure. One could imagine a world where each model has a cryptographic signature
and each piece of AI content comes with a certified origin stamp (like a cryptographic watermark or metadata). This is
conceptually similar to code signing. However, this requires adoption across industry and doesn’t solve the problem of
someone using an uncompromised model to produce content and then stripping the signature [17].

• Reducing the Hypothesis Space. From a policy angle, one way to make attribution easier is to limit the number of
models at large. If, for example, only a handful of foundation models were authorized for public use, the identification
problem shrinks to distinguishing among those (the finite deterministic case would be more applicable). This could be
implemented via regulation or industry consolidation. However, this conflicts with open innovation and may be impracti-
cal to enforce globally.

Our results strongly suggest that purely technical, post-hoc attribution will not be a panacea. The rapid scaling of
model capabilities and availability means we should assume a world where attribution of malicious AI outputs is difficult or
impossible. This, in turn, argues for proactive measures: for example, embedding protective measures in models, limiting
access to highly capable models, educating the public about AI-generated misinformation, and building resilience to fake
content.

9 Conclusion

We have explored the landscape of LLM attribution through both the lens of learning-theoretic impossibility and the empir-
ical realities of today’s model ecosystem. Building on Gold’s and Angluin’s identification-in-the-limit results, we proved that
even with unlimited, unlabeled data one cannot in general infer the true source model unless the candidate set is artifi-
cially small and mutually exclusive. Our new theorem shows that two probabilistic language models whose output distri-
butions overlap everywhere are, in principle, indistinguishable. This negative result is not a finite-sample curiosity; it is an
information-theoretic limit that survives in the infinite-data regime.

The empirical picture amplifies this constraint. Fine-tuning, checkpoint remixing, and automated architecture search are
causing the pool of plausible generators to double every few months, while brute-force attribution already exceeds exas-
cale budgets for anything beyond toy corpora. Exhaustive search is therefore a non-starter, and statistical “best-guess’’
methods inherit the impossibility boundary just established.

These findings collide with a policy environment that increasingly assumes model-level traceability. The EU AI Act,
U.S. Executive Order 14110, and parallel draft rules in the U.K. and OECD impose obligations—incident reporting, water-
mark retention, and red-team documentation—squarely at the provider or model level [27–29]. Without reliable attribu-
tion, regulators lack the technical substrate to levy fines or mandate recalls, and developers cannot demonstrate the “due
diligence’’ now embedded in many safe-harbor clauses. Chain-of-custody investigations face a similar impasse: modern
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attack pipelines often route prompts through multiple agents, so isolating the compromised node may be the only practi-
cal way to halt a live exploit when the human operator is anonymous. For instance, in March 2024 security researchers
at Cornell Tech disclosed “Morris II,” a self-replicating AI worm that jumped from one generative-AI email assistant to the
next by embedding a malicious prompt in each message. Because every assistant (GPT-4, Gemini Pro, LLaVA) automati-
cally forwarded the adversarial prompt downstream, investigators found the only viable containment strategy was to quar-
antine the first compromised agent—the human operator never had to re-enter the loop.,[30,31]. If the identification of this
first compromised agent is hard, that provides further difficulty in these sorts of investigations.

From the developer’s perspective, proving that a particular model was—or was not—responsible for some output is
increasingly central to liability and reputation. In January 2024, for instance, an AI-generated robocall cloned President
Biden’s voice and urged New Hampshire voters to skip the primary; independent analysts at Pindrop and UC Berkeley
traced spectral artefacts to the commercial voice-cloning startup ElevenLabs, but the company itself said it “cannot com-
ment on specific incidents,” hinting at its inability to decisively confirm or deny authorship in real time [32–34] Our impossi-
bility results therefore imply that beyond a certain point, developers cannot rely on post-hoc attribution to catch misuses—
strengthening the case for preventative measures such as stricter release controls or built-in watermarking for powerful
models.

Because the impossibility bound is information-theoretic, it suggests a pivot from post-hoc identification to ex-ante safe-
guards. Technical mitigations such as cryptographic signatures, robust watermarking, or permissioned key escrow inject
additional bits that collapse the indistinguishability class. Auditable usage logs and risk-tiered release practices further
narrow the hypothesis space before an incident occurs. The path forward, in other words, lies in engineering traceability
rather than trying to infer it after the fact. Absent such measures, the true author of a text, whether human or AI (and if AI,
which one), will frequently remain a mystery, complicating trust, enforcement, and democratic oversight in our informa-
tion ecosystem. Just as early theoretical studies of cybersecurity—on conflict timing and the strategic dilemmas of digi-
tal attribution—proved prescient for later real-world incidents [1,2], we aim to anticipate LLM-attribution challenges before
they become unmanageable. A proactive grasp of these limits can guide the design of safer AI systems today.

Supporting information

S1 File. Code and instructions to reproduce the manuscript’s figures (Fig 1–Fig 7) from CRFM Ecosystem Graph model
metadata (assets.csv). Because the dataset is periodically updated, reruns on later snapshots may not match exact
values but should yield qualitatively similar results.
(ZIP)
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